
��

9��3URWRFROV9��3URWRFROV

7KH�9��SURWRFRO�VWDFN�LV�XVHG�WR�FRQQHFW�DQ�$FFHVV�1HWZRUN��$1��WR�D
/RFDO�([FKDQJH��/(���,W�LV�XVHG�IRU�WKH�IROORZLQJ�DFFHVV�PHWKRGV�

• $QDORJXH�WHOHSKRQH�DFFHVV�

• ,6'1�EDVLF�UDWH�DFFHVV�

• ,6'1�SULPDU\�UDWH�DFFHVV��9�����

• 2WKHU�DQDORJ�RU�GLJLWDO�DFFHVVHV�IRU�VHPL�SHUPDQHQW�FRQQHFWLRQV�ZLWKRXW
DVVRFLDWHG�RXWEDQG�VLJQDOOLQJ�LQIRUPDWLRQ�

9��XVHV������NESV�OLQNV��9����PD\�XVH�XS�WR����VXFK�LQWHUIDFH�OLQNV��)RU
DQDORJ�DFFHVV��RQ�WKH�/(�VLGH�VLJQDOOLQJ�IURP�WKH�3671�XVHU�SRUW�LV
FRQYHUWHG�LQWR�D�IXQFWLRQDO�SDUW�RI�WKH�9��SURWRFRO�IRU�VLJQDOOLQJ�WR�WKH�$1
VLGH��)RU�,6'1�XVHUV�D�FRQWURO�SURWRFRO�LV�GHILQHG�LQ�WKH�9��IRU�WKH
H[FKDQJH�RI�WKH�LQGLYLGXDO�IXQFWLRQV�DQG�PHVVDJHV�UHTXLUHG�IRU�FRRUGLQDWLRQ
ZLWK�WKH�FDOO�FRQWURO�SURFHGXUHV�LQ�WKH�/RFDO�([FKDQJH�



�����½��9��3URWRFROV

,Q�RUGHU�WR�VXSSRUW�PRUH�WUDIILF�DQG�G\QDPLF�DOORFDWLRQ�RI�OLQNV��WKH�9���
SURWRFRO�KDV�VHYHUDO�DGGLWLRQV�

• $�EHDUHU�FKDQQHO�FRQQHFWLRQ�SURWRFRO�HVWDEOLVKHV�DQG�GH�HVWDEOLVKHV
EHDUHU�FRQQHFWLRQV�UHTXLUHG�RQ�GHPDQG��LGHQWLILHG�E\�WKH�VLJQDOOLQJ
LQIRUPDWLRQ��XQGHU�WKH�FRQWURO�RI�WKH�/RFDO�([FKDQJH�

• $�OLQN�FRQWURO�SURWRFRO�LV�GHILQHG�IRU�WKH�PXOWL�OLQN�PDQDJHPHQW�WR
FRQWURO�OLQN�LGHQWLILFDWLRQ��OLQN�EORFNLQJ�DQG�OLQN�IDLOXUH�FRQGLWLRQV�

• $�SURWHFWLRQ�SURWRFRO��RSHUDWHG�RQ�WZR�VHSDUDWH�GDWD�OLQNV�IRU�VHFXULW\
UHDVRQV��LV�GHILQHG�WR�PDQDJH�WKH�SURWHFWLRQ�VZLWFKLQJ�RI
FRPPXQLFDWLRQ�FKDQQHOV�LQ�FDVH�RI�OLQN�IDLOXUHV�

7KH�IROORZLQJ�SURWRFROV�DUH�GHILQHG�IRU�WKH�YDULRXV�SURWRFRO�OD\HUV�
/$39��()��/$39���9��/LQN�&RQWURO��9��%&&��9��3671��9��&RQWURO�DQG
9��3URWHFWLRQ�

9��%&&�GHFRGH



/$39��()��¾�����

7KH�IROORZLQJ�GLDJUDP�LOOXVWUDWHV�WKH�9��DQG�RWKHU�WHOHSKRQ\�SURWRFROV�LQ
UHODWLRQ�WR�WKH�26,�PRGHO�

7HOHSKRQ\�SURWRFRO�VXLWH�LQ�UHODWLRQ�WR�WKH�26,�PRGHO

Transport

Network

Data Link

GPRS

GMS/CDMA

Application

INAP

Session

Presentation

VLR

IS41/MAP HLR

AUC

EIR

DTAPB-ISUP

ISUP

DUP
SS
MM
RR

CM/CC
SMS

SNDCP

BSSMAP

SMS

GMM

Physical

TCAPTUP

BTSMBSSAP

SCCP

NM

V5

GTP

BSSGP

MTP1

MTP2

MTP3

NS-Network

LAPv5

From LAPD

From UDP

To IP

To X.25

From
Frame Relay

V5 Link Control

V5 PSTN

V5 Control

V5 Protection

LLC



�����½��9��3URWRFROV

/$39�/$39��()�()

,78�*������KWWS���ZZZ�LWX�LQW�LWXGRF�LWX�W�UHF�J�J���XS�J����KWPO

7KH�9��3URWRFRO�(QYHORSH�)XQFWLRQ�6XEOD\HU�H[FKDQJHV�LQIRUPDWLRQ
EHWZHHQ�WKH�$1�DQG�WKH�/(��7KH�IRUPDW�RI�WKH�IUDPH�LV�DV�IROORZV�

1 8 Octet

Flag: 0 1 1 1 1 1 1 0 1

EF address 0 EA 0 1

EF address EA 1

Information 4 ... n-3

FCS n-2
n-1

Flag: 0 1 1 1 1 1 1 0 n

9��HQYHORSH�IXQFWLRQ�VXEOD\HU�VWUXFWXUH

()�DGGUHVV()�DGGUHVV

���ELW�DGGUHVV�ILHOG��7KH�UDQJH�IURP���WR������LV�XVHG�WR�LGHQWLI\�DQ�,6'1
XVHU�SRUW�ZLWKLQ�WKH�9��LQWHUIDFH��9DOXHV�IURP������WR������DUH�UHVHUYHG
DQG�DUH�XVHG�WR�LGHQWLI\�D�SRLQW�DW�ZKLFK�GDWD�OLQN�OD\HU�VHUYLFHV�DUH�SURYLGHG
E\�WKH�9��OD\HU���HQWLW\�WR�D�OD\HU���

($($

$GGUHVV�H[WHQVLRQ�ELWV�

,QIRUPDWLRQ,QIRUPDWLRQ

7KH�LQIRUPDWLRQ�ILHOG�FRQVLVWV�RI�DQ�LQWHJUDO�QXPEHU�RI�RFWHWV��7KH�GHIDXOW
YDOXH�IRU�WKH�PD[LPXP�QXPEHU�RI�RFWHWV�LV�����RFWHWV��7KH�PLQLPXP�VL]H�LV
��RFWHWV�

)&6)&6

)UDPH�FKHFN�VHTXHQFH�DV�GHILQHG�LQ�VHFWLRQ�����RI�VWDQGDUG�*�����



/$39��'/��¾�����

/$39��'//$39��'/

,78�*������KWWS���ZZZ�LWX�LQW�LWXGRF�LWX�W�UHF�J�J���XS�J����KWPO

7KH�/$39��'DWD�/LQN�6XEOD\HU�GHILQHV�SHHU�WR�SHHU�H[FKDQJHV�RI
LQIRUPDWLRQ�EHWZHHQ�WKH�$1�DQG�WKH�/(��

/$39��'/�IUDPHV�FDQ�EH�RI�IRUPDW�$�ZLWKRXW�DQ�LQIRUPDWLRQ�ILHOG�RU
IRUPDW�%�ZLWK�DQ�LQIRUPDWLRQ�ILHOG��7KH�IRUPDW�RI�WKHVH�IUDPHV�LV�VKRZQ�LQ
WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 7 6 5 4 3 2 1 Octet 8 7 6 5 4 3 2 1 Octet

Link address 1
2

Link address 1
2

Control 3
…

Control 3
…

Information n

format A format B

9��GDWD�OLQN�VXEOD\HU�VWUXFWXUH

/LQN�DGGUHVV/LQN�DGGUHVV

7KH�OLQN�DGGUHVV�ILHOG�FRQVLVWV�RI�WZR�RFWHWV��7KH�IRUPDW�RI�WKH�OLQN�DGGUHVV
LV�DV�IROORZV�

8 7 6 5 4 3 2 1 Octet

V5DLaddr C/R EA 0 1
V5DLaddr (lower) EA 1 2

9��/LQN�DGGUHVV�VWUXFWXUH

9�'/DGGU9�'/DGGU

���ELW�DGGUHVV�ILHOG��9DOXHV�LQ�WKH�UDQJH�RI���WR������DUH�XVHG�WR�LGHQWLI\
,6'1�XVHU�SRUWV��'HILQHG�YDOXHV�DUH�DV�IROORZV�

8 7 6 5 4 3 2 1

1 1 1 1 1 1 C/R EA Octet 1

Octet 2

1 1 1 0 0 0 0 EA PSTN signalling

1 1 1 0 0 0 1 EA Control protocol



�����½��9��3URWRFROV

($

$GGUHVV�H[WHQVLRQ�ELWV�

&RQWURO

7KH�FRQWURO�ILHOG�LGHQWLILHV�WKH�W\SH�RI�IUDPH�ZKLFK�LV�HLWKHU�D�FRPPDQG�RU
UHVSRQVH��7KH�FRQWURO�ILHOG�FRQWDLQV�VHTXHQFH�QXPEHUV��ZKHUH�DSSOLFDEOH�

,QIRUPDWLRQ

7KH�LQIRUPDWLRQ�ILHOG�RI�D�IUDPH��ZKHQ�SUHVHQW��FRQVLVWV�RI�DQ�LQWHJHU
QXPEHU�RI�RFWHWV��7KH�PD[LPXP�QXPEHU�RI�RFWHWV�LQ�WKH�LQIRUPDWLRQ�ILHOG
LV�����



9��/LQN�&RQWURO��¾�����

9��/LQN�&RQWURO9��/LQN�&RQWURO

,78�*������KWWS���ZZZ�LWX�LQW�LWXGRF�LWX�W�UHF�J�J���XS�J����KWPO

7KH�9��/LQN�&RQWURO�3URWRFRO�LV�VHQW�E\�WKH�$1�RU�/(�WR�FRQYH\
LQIRUPDWLRQ�UHTXLUHG�IRU�WKH�FRRUGLQDWLRQ�RI�WKH�OLQN�FRQWURO�IXQFWLRQV�IRU
HDFK�LQGLYLGXDO������NESV�OLQN�

7KH�IRUPDW�RI�WKH�OLQN�FRQWURO�SURWRFRO�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ
LOOXVWUDWLRQ�

8 7 6 5 4 3 2 1 Octet
Protocol discriminator 1

Layer 3 address 2

Layer 3 address (lower) 3

0 Message type 4

Other IEs etc.

9��OLQN�FRQWURO�VWUXFWXUH

3URWRFRO�GLVFULPLQDWRU3URWRFRO�GLVFULPLQDWRU

'LVWLQJXLVKHV�EHWZHHQ�PHVVDJHV�FRUUHVSRQGLQJ�WR�RQH�RI�WKH�9��SURWRFROV�

/D\HU���DGGUHVV/D\HU���DGGUHVV

,GHQWLILHV�WKH�OD\HU���HQWLW\��ZLWKLQ�WKH�9��LQWHUIDFH�WR�ZKLFK�WKH�WUDQVPLWWHG
RU�UHFHLYHG�PHVVDJH�DSSOLHV�

0HVVDJH�W\SH0HVVDJH�W\SH

,GHQWLILHV�WKH�IXQFWLRQ�RI�WKH�PHVVDJH�EHLQJ�VHQW�RU�UHFHLYHG��7KH�PHVVDJH
W\SH�PD\�EH�/,1.�&21752/�RU�/,1.�&21752/�$&.�

2WKHU�,(V2WKHU�,(V

,QIRUPDWLRQ�HOHPHQWV��7KH�RQO\�,(�IRU�WKH�OLQN�FRQWURO�SURWRFRO�LV�WKH�/LQN
&RQWURO�)XQFWLRQ��,WV�IRUPDW�LV�DV�IROORZV�

8 7 6 5 4 3 2 1 Octet
0 0 1 0 0 0 0 1 1

Length of link control function 2

1 Link control function 4

/LQN�&RQWURO�)XQFWLRQ�,(



�����½��9��3URWRFROV

/LQN�FRQWURO�IXQFWLRQ

7KH�OLQN�FRQWURO�IXQFWLRQ�FRQYH\HG�E\�WKH�PHVVDJH�



9��%&&��¾�����

9��%&&9��%&&

,78�*������KWWS���ZZZ�LWX�LQW�LWXGRF�LWX�W�UHF�J�J���XS�J����KWPO

7KH�9��%&&�SURWRFRO�SURYLGHV�WKH�PHDQV�IRU�WKH�/(�WR�UHTXHVW�WKH�$1�WR
HVWDEOLVK�DQG�UHOHDVH�FRQQHFWLRQV��EHWZHHQ�VSHFLILHG�$1�XVHU�SRUWV�DQG
VSHFLILHG�9��LQWHUIDFH�WLPH�VORWV��,W�HQDEOHV�9��LQWHUIDFH�EHDUHU�FKDQQHOV�WR
EH�DOORFDWHG�RU�GH�DOORFDWHG�E\�LQGHSHQGHQW�SURFHVVHV��RQ�D�SHU�FDOO�
SUHFRQQHFWHG�RU�VHPL�SHUPDQHQW�EDVLV���7KHUH�PD\�EH�PRUH�WKDQ�RQH
SURFHVV�DFWLYH�DW�DQ\�RQH�WLPH�IRU�D�JLYHQ�XVHU�SRUW�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 7 6 5 4 3 2 1 Octet
Protocol discriminator 1

BCC reference number 2
3

0 Message type 4

Other IEs etc.

%&&�KHDGHU�VWUXFWXUH

3URWRFRO�GLVFULPLQDWRU3URWRFRO�GLVFULPLQDWRU

7KH�3URWRFRO�'LVFULPLQDWRU�GLVWLQJXLVKHV�EHWZHHQ�PHVVDJHV�FRUUHVSRQGLQJ
WR�RQH�RI�WKH�9��SURWRFROV�

%&&�UHIHUHQFH�QXPEHU%&&�UHIHUHQFH�QXPEHU

7KH�%&&�UHIHUHQFH�QXPEHU�LQIRUPDWLRQ�HOHPHQW�LV�VSHFLILF�WR�WKH�%&&
SURWRFRO�DQG�XVHV�WKH�ORFDWLRQ�RI�WKH�/D\HU���DGGUHVV�LQIRUPDWLRQ�HOHPHQW
ZLWKLQ�WKH�JHQHUDO�9��PHVVDJH�VWUXFWXUH�

7KH�%&&�UHIHUHQFH�QXPEHU�LGHQWLILHV�WKH�%&&�SURWRFRO�SURFHVV��ZLWKLQ�WKH
9����LQWHUIDFH��WR�ZKLFK�WKH�WUDQVPLWWHG�RU�UHFHLYHG�PHVVDJH�DSSOLHV�

7KH�%&&�UHIHUHQFH�QXPEHU�YDOXH�LV�D�UDQGRP�YDOXH�JHQHUDWHG�E\�WKH�HQWLW\
�$1�RU�/(��FUHDWLQJ�WKH�QHZ�%&&�SURWRFRO�SURFHVV��WKLV�UDQGRP�YDOXH�LV
LPSOHPHQWHG�DV�D�VHTXHQWLDO�JHQHUDWLRQ�RI�YDOXHV���,W�LV�HVVHQWLDO�WKDW�YDOXHV
DUH�QRW�UHSHDWHG�LQ�PHVVDJHV�IRU�ZKLFK�D�GLIIHUHQW�%&&�SURFHVV�LV�UHTXLUHG
�LQ�WKH�VDPH�GLUHFWLRQ���XQWLO�WKH�ROG�%&&�SURFHVV�KDV�EHHQ�ILQLVKHG�DQG�WKH
QXPEHU�GHOHWHG��,Q�WKH�FDVH�RI�DQ\�SURFHVV�JHQHUDWLQJ�HUURU�LQGLFDWLRQV��WKH
%&&�UHIHUHQFH�QXPEHU�VKRXOG�QRW�EH�UH�XVHG�XQWLO�VXIILFLHQW�WLPH�KDV
HODSVHG�IRU�GHOD\HG�DUULYDO�RI�PHVVDJHV�FRQWDLQLQJ�WKH�VDPH�%&&�UHIHUHQFH



�����½��9��3URWRFROV

QXPEHU��7KH�OHQJWK�RI�WKH�%&&�UHIHUHQFH�QXPEHU�,(�LV���RFWHWV��,WV�IRUPDW
LV�VKRZQ�KHUH�

8 7 6 5 4 3 2 1 Octet
Src ID BCC reference number value 4

0 0 BCC reference number value

%&&�UHIHUHQFH�QXPEHU�,(�VWUXFWXUH

6UF�,'

6RXUFH�,GHQWLILFDWLRQ�LV�D�ILHOG�RI�RQH�ELW�VSHFLI\LQJ�WKH�HQWLW\��/(�RU�$1�
WKDW�KDV�FUHDWHG�WKH�%&&�UHIHUHQFH�QXPEHU��L�H��WKH�HQWLW\�WKDW�KDV�FUHDWHG
WKH�%&&�SURWRFRO�SURFHVV���7KH�FRGLQJ�RI�WKLV�ILHOG�LV�]HUR�IRU�DQ�/(
FUHDWHG�SURFHVV�DQG�RQH�IRU�DQ�$1�FUHDWHG�SURFHVV�

%&&�UHIHUHQFH�QXPEHU

���ELW�ILHOG�XVHG�IRU�SURYLGLQJ�WKH�ELQDU\�FRGLQJ�WKDW�LGHQWLILHV�WKH�%&&
SURFHVV�

0HVVDJH�7\SH

7KH�0HVVDJH�7\SH�LGHQWLILHV�WKH�IXQFWLRQ�RI�WKH�PHVVDJH�EHLQJ�VHQW�RU
UHFHLYHG��0HVVDJH�W\SHV�PD\�EH�DV�IROORZV�

• $//2&$7,21�

• $//2&$7,21�&203/(7(�

• $//2&$7,21�5(-(&7�

• '(�$//2&$7,21�

• '(�$//2&$7,21�&203/(7(�

• '(�$//2&$7,21�5(-(&7�

• $8',7�

• $8',7�&203/(7(�

• $1�)$8/7�

• $1�)$8/7�$&.12:/('*(�

• 35272&2/�(5525�



9��%&&��¾�����

2WKHU�,(V

9DULRXV�HOHPHQWV�FRQFHUQHG�ZLWK�WKH�9��%&&�PHVVDJHV��7KH�IROORZLQJ�,(V
DUH�VSHFLILF�WR�%&&�

• 8VHU�SRUW�LGHQWLILFDWLRQ�

• ,6'1�SRUW�FKDQQHO�LGHQWLILFDWLRQ�

• 9��WLPH�VORW�LGHQWLILFDWLRQ�

• 0XOWL�VORW�PDS�

• 5HMHFW�FDXVH�

• 3URWRFRO�HUURU�FDXVH�

• &RQQHFWLRQ�LQFRPSOHWH�



�����½��9��3URWRFROV

9��36719��3671

,78�*������KWWS���ZZZ�LWX�LQW�LWXGRF�LWX�W�UHF�J�J���XS�J����KWPO

7KH�VLJQDOOLQJ�SURWRFRO�VSHFLILFDWLRQ�DQG�OD\HU�PXOWLSOH[LQJ�3671�SURWRFRO
RQ�WKH�9��LQWHUIDFH�LV�EDVLFDOO\�D�VWLPXOXV�SURWRFRO�LQ�WKDW�LW�GRHV�QRW
FRQWURO�WKH�FDOO�SURFHGXUHV�LQ�WKH�$1��EXW�UDWKHU�WUDQVIHUV�LQIRUPDWLRQ
DERXW�WKH�DQDORJXH�OLQH�VWDWH�RYHU�WKH�9��LQWHUIDFH��7KH�9��3671�SURWRFRO
LV�XVHG�LQ�FRQMXQFWLRQ�ZLWK�WKH�QDWLRQDO�SURWRFRO�HQWLW\�LQ�WKH�/(��7KH
QDWLRQDO�SURWRFRO�HQWLW\�LQ�WKH�/(�ZKLFK�LV�XVHG�IRU�FXVWRPHU�OLQHV�ZKLFK
DUH�FRQQHFWHG�GLUHFWO\�WR�WKH�/(��LV�DOVR�XVHG�WR�FRQWURO�FDOOV�RQ�FXVWRPHU
OLQHV�ZKLFK�DUH�FRQQHFWHG�YLD�WKH�9��LQWHUIDFH��)RU�WLPH�FULWLFDO�VHTXHQFHV��LW
LV�QHFHVVDU\�WR�H[WUDFW�FHUWDLQ�VLJQDOOLQJ�VHTXHQFHV��H�J���FRPSHOOHG
VHTXHQFHV��IURP�WKH�QDWLRQDO�SURWRFRO�HQWLW\�LQWR�DQ�¶$1�SDUW·�RI�WKH
QDWLRQDO�SURWRFRO�HQWLW\��7KH�9��3671�SURWRFRO�KDV�D�UHODWLYHO\�VPDOO
IXQFWLRQDO�SDUW�ZKLFK�LV�FRQFHUQHG�ZLWK�SDWK�VHWXS��UHOHDVH�RI�WKH�SDWK�RQ
WKH�9��LQWHUIDFH��FDOO�FROOLVLRQ�UHVROXWLRQ�RQ�WKH�9��LQWHUIDFH�DQG�KDQGOLQJ�RI
QHZ�FDOOV�LQ�FDVH�RI�RYHUORDG�FRQGLWLRQV�LQ�WKH�/(��7KH�PDMRULW\�RI�OLQH
VLJQDOV�DUH�QRW�LQWHUSUHWHG�E\�WKH�9��3671�SURWRFRO��EXW�VLPSO\�WUDQVIHUUHG
WUDQVSDUHQWO\�EHWZHHQ�WKH�XVHU�SRUW�LQ�WKH�$1�DQG�QDWLRQDO�SURWRFRO�HQWLW\
LQ�WKH�/(�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 7 6 5 4 3 2 1 Octet
Protocol discriminator 1

Layer 3 address 1 2

Layer 3 address (lower) 3

0 Message type 4

Other IEs etc.

3671�KHDGHU�VWUXFWXUH

3URWRFRO�GLVFULPLQDWRU3URWRFRO�GLVFULPLQDWRU

'LVWLQJXLVKHV�EHWZHHQ�PHVVDJHV�FRUUHVSRQGLQJ�WR�RQH�RI�WKH�9��SURWRFROV�
7KH�YDOXH�RI�WKH�SURWRFRO�GLVFULPLQDWRU�IRU�3671�LV����������

/D\HU���DGGUHVV/D\HU���DGGUHVV

7KLV�LGHQWLILHV�WKH�OD\HU���HQWLW\��ZLWKLQ�WKH�9��LQWHUIDFH�WR�ZKLFK�WKH
WUDQVPLWWHG�RU�UHFHLYHG�PHVVDJH�DSSOLHV�



9��3671��¾�����

0HVVDJH�W\SH

,GHQWLILHV�WKH�IXQFWLRQ�RI�WKH�PHVVDJH�EHLQJ�VHQW�RU�UHFHLYHG��0HVVDJH�W\SHV
IRU�3671�PD\�EH�DV�IROORZV�

• (67$%/,6+�

• (67$%/,6+�$&.�

• 6,*1$/�

• 6,*1$/�$&.�

• 67$786�

• 67$786�(148,5<�

• ',6&211(&7�

• ',6&211(&7�&203/(7(�

• 35272&2/�3$5$0(7(5�

2WKHU�,(V

)RU�3671�WKH�IROORZLQJ�LQIRUPDWLRQ�HOHPHQWV�PD\�DSSHDU�
6LQJOH�2FWHW�,(V�

• 3XOVH�QRWLILFDWLRQ�

• /LQH�LQIRUPDWLRQ�

• 6WDWH�

• $XWRQRPRXV�VLJQDOOLQJ�VHTXHQFH�

• 6HTXHQFH�UHVSRQVH�

9DULDEOH�/HQJWK�,(V�

• 6HTXHQFH�QXPEHU�

• &DGHQFHG�ULQJLQJ�

• 3XOVHG�VLJQDO�

• 6WHDG\�VLJQDO�

• 'LJLW�VLJQDO�

• 5HFRJQLWLRQ�WLPH�

• (QDEOH�DXWRQRPRXV�DFNQRZOHGJH�

• 'LVDEOH�DXWRQRPRXV�DFNQRZOHGJH�

• &DXVH�

• 5HVRXUFH�XQDYDLODEOH�



�����½��9��3URWRFROV

9��&RQWURO9��&RQWURO

,78�*������KWWS���ZZZ�LWX�LQW�LWXGRF�LWX�W�UHF�J�J���XS�J����KWPO

7KH�9��&RQWURO�XVHU�SRUW�VWDWXV�LQGLFDWLRQ�LV�EDVHG�RQ�WKH�GHILQHG�VSOLW�RI
UHVSRQVLELOLWLHV�EHWZHHQ�$1�DQG�/(��7KH�VWUXFWXUH�RI�WKH�9��&RQWURO
SURWRFRO�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 7 6 5 4 3 2 1 Octet
Protocol discriminator 1

Layer 3 address 0 2

Layer 3 address (lower) 1 3

0 Message type 4

Other IEs etc.

&RQWURO�KHDGHU�VWUXFWXUH

3URWRFRO�GLVFULPLQDWRU3URWRFRO�GLVFULPLQDWRU

'LVWLQJXLVKHV�EHWZHHQ�PHVVDJHV�FRUUHVSRQGLQJ�WR�RQH�RI�WKH�9��SURWRFROV�

/D\HU���$GGUHVV/D\HU���$GGUHVV

,GHQWLILHV�WKH�OD\HU���HQWLW\��ZLWKLQ�WKH�9��LQWHUIDFH�WR�ZKLFK�WKH�WUDQVPLWWHG
RU�UHFHLYHG�PHVVDJH�DSSOLHV�

0HVVDJH�W\SH0HVVDJH�W\SH

,GHQWLILHV�WKH�IXQFWLRQ�RI�WKH�PHVVDJH�EHLQJ�VHQW�RU�UHFHLYHG��0HVVDJH�W\SHV
IRU�WKH�FRQWURO�SURWRFRO�PD\�EH�DV�IROORZV�

• 3257�&21752/�

• 3257�&21752/�$&.�

• &20021�&21752/�

• &20021�&21752/�$&.�

2WKHU�,(V2WKHU�,(V

)RU�WKH�FRQWURO�SURWRFRO�WKH�IROORZLQJ�LQIRUPDWLRQ�HOHPHQW�PD\�DSSHDU�

6LQJOH�2FWHW�,(V�

• 3HUIRUPDQFH�JUDGLQJ�

• 5HMHFWLRQ�FDXVH�



9��&RQWURO��¾�����

9DULDEOH�/HQJWK�,(V�

• &RQWURO�IXQFWLRQ�HOHPHQW�

• &RQWURO�IXQFWLRQ�,'�

• 9DULDQW�,QWHUIDFH�,'�



�����½��9��3URWRFROV

9��3URWHFWLRQ9��3URWHFWLRQ

,78�*������KWWS���ZZZ�LWX�LQW�LWXGRF�LWX�W�UHF�J�J���XS�J����KWPO

$�VLQJOH�9��LQWHUIDFH�PD\�FRQVLVW�RI�XS�WR�VL[WHHQ������NESV�OLQNV�
$FFRUGLQJ�WR�WKH�SURWRFRO�DUFKLWHFWXUH�DQG�PXOWLSOH[LQJ�VWUXFWXUH�D
FRPPXQLFDWLRQ�SDWK�PD\�FDUU\�LQIRUPDWLRQ�DVVRFLDWHG�ZLWK�VHYHUDO�����
NESV�OLQNV��QRQ�DVVRFLDWHG�LQIRUPDWLRQ�WUDQVIHU���7KH�IDLOXUH�RI�D
FRPPXQLFDWLRQ�SDWK�FRXOG�WKHUHIRUH�LPSDFW�WKH�VHUYLFH�RI�D�ODUJH�QXPEHU�RI
FXVWRPHUV�LQ�DQ�XQDFFHSWDEOH�ZD\��7KLV�LV�SDUWLFXODUO\�WUXH�IRU�WKH�%&&
SURWRFRO��WKH�FRQWURO�SURWRFRO�DQG�WKH�OLQN�FRQWURO�SURWRFRO��ZKHUH�DOO�XVHU
SRUWV�DUH�DIIHFWHG�LQ�WKH�HYHQW�RI�D�IDLOXUH�RI�WKH�UHOHYDQW�FRPPXQLFDWLRQ
SDWK��,Q�RUGHU�WR�LPSURYH�WKH�UHOLDELOLW\�RI�WKH�9��LQWHUIDFH��SURWHFWLRQ
SURFHGXUHV�IRU�WKH�VZLWFK�RYHU�RI�FRPPXQLFDWLRQ�SDWKV�XQGHU�IDLOXUH�DUH
SURYLGHG�

7KH�SURWHFWLRQ�PHFKDQLVPV�DUH�XVHG�WR�SURWHFW�DOO�DFWLYH�&�FKDQQHOV��7KH
SURWHFWLRQ�PHFKDQLVP�DOVR�SURWHFWV�WKH�SURWHFWLRQ�SURWRFRO�&�SDWK��LWVHOI�
ZKLFK�LV�XVHG�WR�FRQWURO�WKH�SURWHFWLRQ�VZLWFK�RYHU�SURFHGXUHV��,Q�DGGLWLRQ
IODJV�DUH�FRQWLQXRXVO\�PRQLWRUHG�RQ�DOO�SK\VLFDO�&�FKDQQHOV��DFWLYH�DQG
VWDQGE\�&�FKDQQHOV��LQ�RUGHU�WR�SURWHFW�DJDLQVW�IDLOXUHV�ZKLFK�DUH�QRW
DOUHDG\�GHWHFWHG�E\�/D\HU���GHWHFWLRQ�PHFKDQLVPV��,I�D�IDLOXUH�LV�GHWHFWHG�RQ
D�VWDQGE\�&�FKDQQHO��WKH�V\VWHP�PDQDJHPHQW�ZLOO�EH�QRWLILHG�DQG�DV�D�UHVXOW�
ZLOO�QRW�VZLWFK�D�ORJLFDO�&�FKDQQHO�WR�WKDW�QRQ�RSHUDWLRQDO�VWDQGE\�&�
FKDQQHO�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 7 6 5 4 3 2 1 Octet
Protocol discriminator 1

Layer 3 address 1 2

Layer 3 address (lower) 3

0 Message type 4

Other IEs etc.

3URWHFWLRQ�SURWRFRO�VWUXFWXUH

3URWRFRO�GLVFULPLQDWRU3URWRFRO�GLVFULPLQDWRU

'LVWLQJXLVKHV�EHWZHHQ�PHVVDJHV�FRUUHVSRQGLQJ�WR�RQH�RI�WKH�9��SURWRFROV�



9��3URWHFWLRQ��¾�����

/D\HU���DGGUHVV

,GHQWLILHV�WKH�OD\HU���HQWLW\��ZLWKLQ�WKH�9��LQWHUIDFH�WR�ZKLFK�WKH�WUDQVPLWWHG
RU�UHFHLYHG�PHVVDJH�DSSOLHV�

0HVVDJH�W\SH

,GHQWLILHV�WKH�IXQFWLRQ�RI�WKH�PHVVDJH�EHLQJ�VHQW�RU�UHFHLYHG��0HVVDJH�W\SHV
IRU�WKH�SURWHFWLRQ�SURWRFRO�PD\�EH�DV�IROORZV�

• 6:,7&+�29(5�5(4�

• 6:,7&+�29(5�&20�

• 26�6:,7&+�29(5�&20�

• 6:,7&+�29(5�$&.�

• 6:,7&+�29(5�5(-(&7�

• 35272&2/�(5525�

• 5(6(7�61�&20�

• 5(6(7�61�$&.�

2WKHU�,(V

)RU�WKH�SURWHFWLRQ�SURWRFRO��WKH�IROORZLQJ�LQIRUPDWLRQ�HOHPHQWV�PD\
DSSHDU�

9DULDEOH�/HQJWK�,(V�

• 6HTXHQFH�QXPEHU�

• 3K\VLFDO�&�FKDQQHO�LGHQWLILFDWLRQ�

• 5HMHFWLRQ�FDXVH�

• 3URWRFRO�HUURU�FDXVH�



�����½��9��3URWRFROV


