
6*&3��¾�����

7KH�FRPPDQG�OLQH�LV�FRPSRVHG�RI�

• 1DPH�RI�WKH�UHTXHVWHG�YHUE�

• 7UDQVDFWLRQ�LGHQWLILHU��FRUUHODWHV�FRPPDQGV�DQG�UHVSRQVHV��7UDQVDFWLRQ
LGHQWLILHUV�PD\�KDYH�YDOXHV�EHWZHHQ���DQG�����������DQG�WUDQVDFWLRQ
LGHQWLILHUV�DUH�QRW�UHXVHG�VRRQHU�WKDQ���PLQXWHV�DIWHU�FRPSOHWLRQ�RI�WKH
SUHYLRXV�FRPPDQG�LQ�ZKLFK�WKH�LGHQWLILHU�ZDV�XVHG�

• 1DPH�RI�WKH�HQGSRLQW�WKDW�VKRXOG�H[HFXWH�WKH�FRPPDQG��LQ
QRWLILFDWLRQV��WKH�QDPH�RI�WKH�HQGSRLQW�WKDW�LV�LVVXLQJ�WKH�QRWLILFDWLRQ��

• 3URWRFRO�YHUVLRQ�

7KHVH�IRXU�LWHPV�DUH�HQFRGHG�DV�VWULQJV�RI�SULQWDEOH�$6&,,�FKDUDFWHUV�
VHSDUDWHG�E\�ZKLWH�VSDFHV��L�H��WKH�$6&,,�VSDFH���[����RU�WDEXODWLRQ���[���
FKDUDFWHUV��,W�LV�UHFRPPHQGHG�WR�XVH�H[DFWO\�RQH�$6&,,�VSDFH�VHSDUDWRU�



�����½��7&3�,3�6XLWH

'16'16

5)&��������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
5)&��������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�'RPDLQ�1DPH�6HUYLFH��'16��SURWRFRO�VHDUFKHV�IRU�UHVRXUFHV�XVLQJ�D
GDWDEDVH�GLVWULEXWHG�DPRQJ�GLIIHUHQW�QDPH�VHUYHUV�

7KH�'16�PHVVDJH�KHDGHU�VWUXFWXUH�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

16 21 28 32 bits

ID Q Query A T R V B Rcode

Question count Answer count

Authority count Additional count

'16�PHVVDJH�KHDGHU�VWUXFWXUH

,','

���ELW�ILHOG�XVHG�WR�FRUUHODWH�TXHULHV�DQG�UHVSRQVHV�

44

��ELW�ILHOG�WKDW�LGHQWLILHV�WKH�PHVVDJH�DV�D�TXHU\�RU�UHVSRQVH�

4XHU\4XHU\

��ELW�ILHOG�WKDW�GHVFULEHV�WKH�W\SH�RI�PHVVDJH�
� 6WDQGDUG�TXHU\��QDPH�WR�DGGUHVV��
� ,QYHUVH�TXHU\��DGGUHVV�WR�QDPH��
� 6HUYHU�VWDWXV�UHTXHVW�

$$

$XWKRULWDWLYH�$QVZHU����ELW�ILHOG��:KHQ�VHW�WR����LGHQWLILHV�WKH�UHVSRQVH�DV
RQH�PDGH�E\�DQ�DXWKRULWDWLYH�QDPH�VHUYHU�

77

7UXQFDWLRQ����ELW�ILHOG��:KHQ�VHW�WR����LQGLFDWHV�WKH�PHVVDJH�KDV�EHHQ
WUXQFDWHG�

55

��ELW�ILHOG��6HW�WR���E\�WKH�UHVROYH�WR�UHTXHVW�UHFXUVLYH�VHUYLFH�E\�WKH�QDPH
VHUYHU�



'16��¾�����

9

��ELW�ILHOG��6LJQDOV�WKH�DYDLODELOLW\�RI�UHFXUVLYH�VHUYLFH�E\�WKH�QDPH�VHUYHU�

%

��ELW�ILHOG��5HVHUYHG�IRU�IXWXUH�XVH��0XVW�EH�VHW�WR���

5&RGH

5HVSRQVH�&RGH����ELW�ILHOG�WKDW�LV�VHW�E\�WKH�QDPH�VHUYHU�WR�LGHQWLI\�WKH
VWDWXV�RI�WKH�TXHU\�
� 1R�HUURU�FRQGLWLRQ�
� 8QDEOH�WR�LQWHUSUHW�TXHU\�GXH�WR�IRUPDW�HUURU�
� 8QDEOH�WR�SURFHVV�GXH�WR�VHUYHU�IDLOXUH�
� 1DPH�LQ�TXHU\�GRHV�QRW�H[LVW�
� 7\SH�RI�TXHU\�QRW�VXSSRUWHG�
� 4XHU\�UHIXVHG�

4XHVWLRQ�FRXQW

���ELW�ILHOG�WKDW�GHILQHV�WKH�QXPEHU�RI�HQWULHV�LQ�WKH�TXHVWLRQ�VHFWLRQ�

$QVZHU�FRXQW

���ELW�ILHOG�WKDW�GHILQHV�WKH�QXPEHU�RI�UHVRXUFH�UHFRUGV�LQ�WKH�DQVZHU
VHFWLRQ�

$XWKRULW\�FRXQW

���ELW�ILHOG�WKDW�GHILQHV�WKH�QXPEHU�RI�QDPH�VHUYHU�UHVRXUFH�UHFRUGV�LQ�WKH
DXWKRULW\�VHFWLRQ�

$GGLWLRQDO�FRXQW

���ELW�ILHOG�WKDW�GHILQHV�WKH�QXPEHU�RI�UHVRXUFH�UHFRUGV�LQ�WKH�DGGLWLRQDO
UHFRUGV�VHFWLRQ�



�����½��7&3�,3�6XLWH

1HW%,26�,31HW%,26�,3

,(7)�5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

1HW%,26�,3�LV�D�VWDQGDUG�SURWRFRO�WR�VXSSRUW�1HW%,26�VHUYLFHV�LQ�D
7&3�,3�HQYLURQPHQW��%RWK�ORFDO�QHWZRUN�DQG�,QWHUQHW�RSHUDWLRQV�DUH
VXSSRUWHG��9DULRXV�QRGH�W\SHV�DUH�GHILQHG�WR�DFFRPPRGDWH�ORFDO�DQG
,QWHUQHW�WRSRORJLHV�DQG�WR�DOORZ�RSHUDWLRQ�ZLWK�RU�ZLWKRXW�WKH�XVH�RI�,3
EURDGFDVW�

1HW%,26�W\SHV�PD\�EH�1DPH�6HUYLFH��6HVVLRQ�RU�'DWDJUDP�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

16 21 28 32 bits
Name_trn_id Opcode Nm_flags Rcode

Qdcount (16 bits) Ancount (16 bits)
Nscount (16 bits) Arcount (16 bits)

1HW%,26�,3�KHDGHU�VWUXFWXUH

1DPHBWUQBLG1DPHBWUQBLG
7UDQVDFWLRQ�,'�IRU�WKH�1DPH�6HUYLFH�7UDQVDFWLRQ�

2SFRGH2SFRGH
3DFNHW�W\SH�FRGH��3RVVLEOH�YDOXHV�DUH�
� 4XHU\�
� 5HJLVWUDWLRQ�
� 5HOHDVH�
� :$&.�
� 5HIUHVK�

1PBIODJV1PBIODJV
)ODJV�IRU�RSHUDWLRQ�

5FRGH5FRGH
5HVXOW�FRGHV�RI�UHTXHVW�

4GFRXQW4GFRXQW
8QVLJQHG����ELW�LQWHJHU�VSHFLI\LQJ�WKH�QXPEHU�RI�HQWULHV�LQ�WKH�TXHVWLRQ
VHFWLRQ�RI�D�QDPH�



1HW%,26�,3��¾�����

$QFRXQW

8QVLJQHG����ELW�LQWHJHU�VSHFLI\LQJ�WKH�QXPEHU�RI�UHVRXUFH�UHFRUGV�LQ�WKH
DQVZHU�VHFWLRQ�RI�D�QDPH�VHUYLFH�SDFNHW�

1VFRXQW

8QVLJQHG����ELW�LQWHJHU�VSHFLI\LQJ�WKH�QXPEHU�RI�UHVRXUFH�UHFRUGV�LQ�WKH
DXWKRULW\�VHFWLRQ�RI�D�QDPH�VHUYLFH�SDFNHW�

$UFRXQW

8QVLJQHG����ELW�LQWHJHU�VSHFLI\LQJ�WKH�QXPEHU�RI�UHVRXUFH�UHFRUGV�LQ�WKH
DGGLWLRQDO�UHFRUGV�VHFWLRQ�RI�D�QDPH�VHUYLFH�SDFNHW�



�����½��7&3�,3�6XLWH

)73)73

,(7)�5)&�������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF����KWPO

7KH�)LOH�7UDQVIHU�3URWRFRO��)73��SURYLGHV�WKH�EDVLF�HOHPHQWV�RI�ILOH�VKDULQJ
EHWZHHQ�KRVWV��)73�XVHV�7&3�WR�FUHDWH�D�YLUWXDO�FRQQHFWLRQ�IRU�FRQWURO
LQIRUPDWLRQ�DQG�WKHQ�FUHDWHV�D�VHSDUDWH�7&3�FRQQHFWLRQ�IRU�GDWD�WUDQVIHUV�
7KH�FRQWURO�FRQQHFWLRQ�XVHV�DQ�LPDJH�RI�WKH�7(/1(7�SURWRFRO�WR
H[FKDQJH�FRPPDQGV�DQG�PHVVDJHV�EHWZHHQ�KRVWV�

&RPPDQGV&RPPDQGV

)73�FRQWURO�IUDPHV�DUH�7(/1(7�H[FKDQJHV�DQG�FDQ�FRQWDLQ�7(/1(7
FRPPDQGV�DQG�RSWLRQ�QHJRWLDWLRQ��+RZHYHU��PRVW�)73�FRQWURO�IUDPHV�DUH
VLPSOH�$6&,,�WH[W�DQG�FDQ�EH�FODVVLILHG�DV�)73�FRPPDQGV�RU�)73
PHVVDJHV��7KH�VWDQGDUG�)73�FRPPDQGV�DUH�DV�IROORZV�

&RPPDQG 'HVFULSWLRQ

$%25 $ERUW�GDWD�FRQQHFWLRQ�SURFHVV�
$&&7��DFFRXQW! $FFRXQW�IRU�V\VWHP�SULYLOHJHV�
$//2��E\WHV! $OORFDWH�E\WHV�IRU�ILOH�VWRUDJH�RQ�VHUYHU�
$33(��ILOHQDPH! $SSHQG�ILOH�WR�ILOH�RI�VDPH�QDPH�RQ�VHUYHU�
&'83��GLU�SDWK! &KDQJH�WR�SDUHQW�GLUHFWRU\�RQ�VHUYHU�
&:'��GLU�SDWK! &KDQJH�ZRUNLQJ�GLUHFWRU\�RQ�VHUYHU�
'(/(��ILOHQDPH! 'HOHWH�VSHFLILHG�ILOH�RQ�VHUYHU�
+(/3��FRPPDQG! 5HWXUQ�LQIRUPDWLRQ�RQ�VSHFLILHG�FRPPDQG�
/,67��QDPH! /LVW�LQIRUPDWLRQ�LI�QDPH�LV�D�ILOH�RU�OLVW�ILOHV�LI

QDPH�LV�D�GLUHFWRU\�
02'(��PRGH! 7UDQVIHU�PRGH��6 VWUHDP��% EORFN�

& FRPSUHVVHG��
0.'��GLUHFWRU\! &UHDWH�VSHFLILHG�GLUHFWRU\�RQ�VHUYHU�
1/67��GLUHFWRU\! /LVW�FRQWHQWV�RI�VSHFLILHG�GLUHFWRU\�
1223 &DXVH�QR�DFWLRQ�RWKHU�WKDQ�DFNQRZOHGJHPHQW

IURP�VHUYHU�
3$66��SDVVZRUG! 3DVVZRUG�IRU�V\VWHP�ORJ�LQ�
3$69 5HTXHVW�VHUYHU�ZDLW�IRU�GDWD�FRQQHFWLRQ�
3257��DGGUHVV! ,3�DGGUHVV�DQG�WZR�E\WH�V\VWHP�SRUW�,'�
3:' 'LVSOD\�FXUUHQW�ZRUNLQJ�GLUHFWRU\�
48,7 /RJ�RII�IURP�WKH�)73�VHUYHU�
5(,1 5HLQLWLDOL]H�FRQQHFWLRQ�WR�ORJ�LQ�VWDWXV�



)73��¾�����

&RPPDQG 'HVFULSWLRQ

5(67��RIIVHW! 5HVWDUW�ILOH�WUDQVIHU�IURP�JLYHQ�RIIVHW�
5(75��ILOHQDPH! 5HWULHYH��FRS\��ILOH�IURP�VHUYHU�
50'��GLUHFWRU\! 5HPRYH�VSHFLILHG�GLUHFWRU\�RQ�VHUYHU�
51)5��ROG�SDWK! 5HQDPH�IURP�ROG�SDWK�
5172��QHZ�SDWK! 5HQDPH�WR�QHZ�SDWK�
6,7(��SDUDPV! 6LWH�VSHFLILF�SDUDPHWHUV�SURYLGHG�E\�VHUYHU�
6017��SDWKQDPH! 0RXQW�WKH�VSHFLILHG�ILOH�VWUXFWXUH�
67$7��GLUHFWRU\! 5HWXUQ�LQIRUPDWLRQ�RQ�FXUUHQW�SURFHVV�RU

GLUHFWRU\�
6725��ILOHQDPH! 6WRUH��FRS\��ILOH�WR�VHUYHU�
6728��ILOHQDPH! 6WRUH�ILOH�WR�VHUYHU�QDPH�
6758��W\SH! 'DWD�VWUXFWXUH��) ILOH��5 UHFRUG��3 SDJH��
6<67 5HWXUQ�RSHUDWLQJ�V\VWHP�XVHG�E\�VHUYHU�
7<3(��GDWD�W\SH! 'DWD�W\SH��$ $6&,,��( (%&',&��, ELQDU\��
86(5��XVHUQDPH! 8VHU�QDPH�IRU�V\VWHP�ORJ�LQ�

0HVVDJHV

)73�PHVVDJHV�DUH�UHVSRQVHV�WR�)73�FRPPDQGV�DQG�FRQVLVW�RI�D�UHVSRQVH
FRGH�IROORZHG�E\�H[SODQDWRU\�WH[W��6WDQGDUG�)73�PHVVDJHV�DUH�DV�IROORZV�

5HVSRQVH�&RGH ([SODQDWRU\�7H[W

��� 5HVWDUW�PDUNHU�DW�0$5.�\\\\ PPPP���QHZ�ILOH
SRLQWHUV��

��� 6HUYLFH�UHDG\�LQ�QQQ�PLQXWHV�
��� 'DWD�FRQQHFWLRQ�RSHQ��WUDQVIHU�VWDUWLQJ�
��� 2SHQ�FRQQHFWLRQ�
��� 2.�
��� &RPPDQG�QRW�LPSOHPHQWHG�
��� �6\VWHP�VWDWXV�UHSO\��
��� �'LUHFWRU\�VWDWXV�UHSO\��
��� �)LOH�VWDWXV�UHSO\��
��� �+HOS�PHVVDJH�UHSO\��
��� �6\VWHP�W\SH�UHSO\��
��� 6HUYLFH�UHDG\�
��� /RJ�RII�QHWZRUN�
��� 'DWD�FRQQHFWLRQ�RSHQ�
��� &ORVH�GDWD�FRQQHFWLRQ�
��� (QWHU�SDVVLYH�PRGH��,3�DGGUHVV��SRUW�,'��
��� /RJ�RQ�QHWZRUN�



�����½��7&3�,3�6XLWH

5HVSRQVH�&RGH ([SODQDWRU\�7H[W

��� )LOH�DFWLRQ�FRPSOHWHG�
��� 3DWK�QDPH�FUHDWHG�
��� 3DVVZRUG�UHTXLUHG�
��� $FFRXQW�QDPH�UHTXLUHG�
��� )LOH�DFWLRQ�SHQGLQJ�
��� 6HUYLFH�VKXWWLQJ�GRZQ�
��� &DQQRW�RSHQ�GDWD�FRQQHFWLRQ�
��� &RQQHFWLRQ�FORVHG�
��� )LOH�XQDYDLODEOH�
��� /RFDO�HUURU�HQFRXQWHUHG�
��� ,QVXIILFLHQW�GLVN�VSDFH�
��� ,QYDOLG�FRPPDQG�
��� %DG�SDUDPHWHU�
��� &RPPDQG�QRW�LPSOHPHQWHG�
��� %DG�FRPPDQG�VHTXHQFH�
��� 3DUDPHWHU�LQYDOLG�IRU�FRPPDQG�
��� 1RW�ORJJHG�RQWR�QHWZRUN�
��� 1HHG�DFFRXQW�IRU�VWRULQJ�ILOHV�
��� )LOH�XQDYDLODEOH�
��� 3DJH�W\SH�XQNQRZQ�
��� 6WRUDJH�DOORFDWLRQ�H[FHHGHG�
��� )LOH�QDPH�QRW�DOORZHG�



7)73��¾�����

7)737)73

,(7)�5)&��������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
,(7)�5)&�����KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF����KWPO

7KH�7ULYLDO�)LOH�7UDQVIHU�3URWRFRO��7)73��XVHV�8'3��7)73�VXSSRUWV�ILOH
ZULWLQJ�DQG�UHDGLQJ��LW�GRHV�QRW�VXSSRUW�GLUHFWRU\�VHUYLFH�RI�XVHU
DXWKRUL]DWLRQ�

&RPPDQGV&RPPDQGV

7KH�IROORZLQJ�DUH�7)73�FRPPDQGV�

&RPPDQG 'HVFULSWLRQ

5HDG�5HTXHVW 5HTXHVW�WR�UHDG�D�ILOH�
:ULWH�5HTXHVW 5HTXHVW�WR�ZULWH�WR�D�ILOH�
)LOH�'DWD 7UDQVIHU�RI�ILOH�GDWD�
'DWD�$FNQRZOHGJH $FNQRZOHGJHPHQW�RI�ILOH�GDWD�
(UURU (UURU�LQGLFDWLRQ�

3DUDPHWHUV3DUDPHWHUV

7)73�5HDG�DQG�:ULWH�5HTXHVW�FRPPDQGV�XVH�WKH�IROORZLQJ�SDUDPHWHUV�

3DUDPHWHU 'HVFULSWLRQ

)LOHQDPH 7KH�QDPH�RI�WKH�ILOH��H[SUHVVHG�LQ�TXRWHV��ZKHUH
WKH�SURWRFRO�LV�WR�SHUIRUP�WKH�UHDG�RU�ZULWH
RSHUDWLRQ�

0RGH 'DWDPRGH��7KH�IRUPDW�RI�WKH�ILOH�GDWD�WKDW�WKH
SURWRFRO�LV�WR�WUDQVIHU��7KH�IROORZLQJ�IRUPDWV�DUH
SRVVLEOH�
1HW$6&,, 6WDQGDUG�$6&,,�FKDUDFWHU�IRUPDW�
2FWHW (LJKW�ELW�ELQDU\�GDWD�
0DLO 6WDQGDUG�$6&,,�FKDUDFWHU�IRUPDW

ZLWK�XVHUQDPH�LQ�SODFH�RI�ILOHQDPH�

7)73�GDWD�DQG�GDWD�DFNQRZOHGJH�FRPPDQGV�XVH�WKH�IROORZLQJ�SDUDPHWHUV�

&RPPDQG 'HVFULSWLRQ

%ORFN %ORFN�QXPEHU�RU�VHTXHQFH�QXPEHU�RI�WKH�FXUUHQW
IUDPH�RI�ILOH�GDWD�

'DWD )LUVW�SDUW�RI�WKH�ILOH�GDWD�GLVSOD\HG�IRU�7)73�GDWD
IUDPHV�



�����½��7&3�,3�6XLWH

&RPPDQG 'HVFULSWLRQ

7)73�(UURUV 7)73�HUURU�IUDPHV�FRQWDLQ�DQ�HUURU�FRGH�LQ
SDUHQWKHVHV�IROORZHG�E\�WKH�HUURU�PHVVDJH��DV
IROORZV�
������ 8QNQRZQ�(UURU�
������ )LOH�QRW�IRXQG�
������ $FFHVV�YLRODWLRQ�
������ 2XW�RI�GLVN�VSDFH�
������ ,OOHJDO�7)73�RSHUDWLRQ�
������ 8QNQRZQ�7UDQVIHU�,'�
������ )LOHQDPH�DOUHDG\�H[LVWV�
������ 8QNQRZQ�XVHU�



)LQJHU��¾�����

)LQJHU)LQJHU

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�)LQJHU�XVHU�LQIRUPDWLRQ�SURWRFRO�LV�D�VLPSOH�SURWRFRO�ZKLFK�SURYLGHV
DQ�LQWHUIDFH�WR�D�UHPRWH�XVHU�LQIRUPDWLRQ�SURJUDP��,W�LV�D�SURWRFRO�IRU�WKH
H[FKDQJH�RI�XVHU�LQIRUPDWLRQ��EDVHG�RQ�WKH�7UDQVPLVVLRQ�&RQWURO�3URWRFRO�
XVLQJ�7&3�SRUW����GHFLPDO������RFWDO���7KH�ORFDO�KRVW�RSHQV�D�7&3
FRQQHFWLRQ�WR�D�UHPRWH�KRVW�RQ�WKH�)LQJHU�SRUW��$Q�58,3�EHFRPHV
DYDLODEOH�RQ�WKH�UHPRWH�HQG�RI�WKH�FRQQHFWLRQ�WR�SURFHVV�WKH�UHTXHVW��7KH
ORFDO�KRVW�VHQGV�WKH�58,3�D�RQH�OLQH�TXHU\�EDVHG�XSRQ�WKH�)LQJHU�TXHU\
VSHFLILFDWLRQ��DQG�ZDLWV�IRU�WKH�58,3�WR�UHVSRQG��7KH�58,3�UHFHLYHV�DQG
SURFHVVHV�WKH�TXHU\��UHWXUQV�DQ�DQVZHU��WKHQ�LQLWLDWHV�WKH�FORVH�RI�WKH
FRQQHFWLRQ��7KH�ORFDO�KRVW�UHFHLYHV�WKH�DQVZHU�DQG�WKH�FORVH�VLJQDO��WKHQ
SURFHHGV�FORVLQJ�LWV�HQG�RI�WKH�FRQQHFWLRQ�

7KH�)LQJHU�SURWRFRO�GLVSOD\V�GDWD��$Q\�GDWD�WUDQVIHUUHG�PXVW�EH�LQ�$6&,,
IRUPDW��ZLWK�QR�SDULW\��DQG�ZLWK�OLQHV�HQGLQJ�LQ�&5/)��$6&,,����IROORZHG
E\�$6&,,������7KLV�H[FOXGHV�RWKHU�FKDUDFWHU�IRUPDWV�VXFK�DV�(%&',&��HWF�
7KLV�DOVR�PHDQV�WKDW�DQ\�FKDUDFWHUV�EHWZHHQ�$6&,,�����DQG�$6&,,����
VKRXOG�WUXO\�EH�LQWHUQDWLRQDO�GDWD��QRW���ELW�$6&,,�ZLWK�WKH�SDULW\�ELW�VHW�
1RWH��LI�$6&,,����IROORZHG�E\�$6&,,����WUDQVIHUUHG��WKH�FKDUDFWHU�ZRQ·W
GLVSOD\��EHFDXVH�WKH�RQO\�PHDQLQJ�LV�WR�HQG�WKH�OLQH��



�����½��7&3�,3�6XLWH

*RSKHU*RSKHU

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�,QWHUQHW�*RSKHU�SURWRFRO�DQG�VRIWZDUH�IROORZ�D�FOLHQW�VHUYHU�PRGHO�
7KLV�SURWRFRO�DVVXPHV�D�UHOLDEOH�GDWD�VWUHDP��7&3�LV�DVVXPHG��*RSKHU
VHUYHUV�OLVWHQ�RQ�SRUW�����SRUW����LV�DVVLJQHG�WR�,QWHUQHW�*RSKHU�E\�,$1$��
'RFXPHQWV�UHVLGH�RQ�PDQ\�DXWRQRPRXV�VHUYHUV�RQ�WKH�,QWHUQHW��8VHUV�UXQ
FOLHQW�VRIWZDUH�RQ�WKHLU�GHVNWRS�V\VWHPV��FRQQHFWLQJ�WR�D�VHUYHU�DQG�VHQGLQJ
WKH�VHUYHU�D�VHOHFWRU��D�OLQH�RI�WH[W��ZKLFK�PD\�EH�HPSW\��YLD�D�7&3
FRQQHFWLRQ�DW�D�ZHOO�NQRZQ�SRUW��7KH�VHUYHU�UHVSRQGV�ZLWK�D�EORFN�RI�WH[W
WHUPLQDWHG�E\�D�SHULRG�RQ�D�OLQH�E\�LWVHOI�DQG�FORVHV�WKH�FRQQHFWLRQ��1R�VWDWH
LV�UHWDLQHG�E\�WKH�VHUYHU�

7KH�ILUVW�FKDUDFWHU�RQ�HDFK�OLQH�WHOOV�ZKHWKHU�WKH�OLQH�GHVFULEHV�D�GRFXPHQW�
GLUHFWRU\��RU�VHDUFK�VHUYLFH��FKDUDFWHUV�¶�·��¶�·��¶�·��WKHUH�DUH�D�KDQGIXO�PRUH
RI�WKHVH�FKDUDFWHUV�GHVFULEHG�ODWHU���7KH�VXFFHHGLQJ�FKDUDFWHUV�XS�WR�WKH�WDE
IRUP�D�XVHU�GLVSOD\�VWULQJ�WR�EH�VKRZQ�WR�WKH�XVHU�IRU�XVH�LQ�VHOHFWLQJ�WKLV
GRFXPHQW��RU�GLUHFWRU\��IRU�UHWULHYDO��7KH�ILUVW�FKDUDFWHU�RI�WKH�OLQH�LV�UHDOO\
GHILQLQJ�WKH�W\SH�RI�LWHP�GHVFULEHG�RQ�WKLV�OLQH��,Q�QHDUO\�HYHU\�FDVH��WKH
*RSKHU�FOLHQW�VRIWZDUH�ZLOO�JLYH�WKH�XVHUV�VRPH�VRUW�RI�LGHD�DERXW�ZKDW�W\SH
RI�LWHP�WKLV�LV��E\�GLVSOD\LQJ�DQ�LFRQ��D�VKRUW�WH[W�WDJ��RU�WKH�OLNH��

7KH�FKDUDFWHUV�IROORZLQJ�WKH�WDE��XS�WR�WKH�QH[W�WDE�IRUP�D�VHOHFWRU�VWULQJ
WKDW�WKH�FOLHQW�VRIWZDUH�PXVW�VHQG�WR�WKH�VHUYHU�WR�UHWULHYH�WKH�GRFXPHQW��RU
GLUHFWRU\�OLVWLQJ���7KH�VHOHFWRU�VWULQJ�VKRXOG�PHDQ�QRWKLQJ�WR�WKH�FOLHQW
VRIWZDUH��LW�VKRXOG�QHYHU�EH�PRGLILHG�E\�WKH�FOLHQW��,Q�SUDFWLFH��WKH�VHOHFWRU
VWULQJ�LV�RIWHQ�D�SDWKQDPH�RU�RWKHU�ILOH�VHOHFWRU�XVHG�E\�WKH�VHUYHU�WR�ORFDWH
WKH�LWHP�GHVLUHG��7KH�QH[W�WZR�WDE�GHOLPLWHG�ILHOGV�GHQRWH�WKH�GRPDLQ�QDPH
RI�WKH�KRVW�WKDW�KDV�WKLV�GRFXPHQW��RU�GLUHFWRU\���DQG�WKH�SRUW�DW�ZKLFK�WR
FRQQHFW��,I�WKHUH�DUH�\HW�RWKHU�WDE�GHOLPLWHG�ILHOGV��WKH�EDVLF�*RSKHU�FOLHQW
VKRXOG�LJQRUH�WKHP��$�&5�/)�GHQRWHV�WKH�HQG�RI�WKH�LWHP�

,WHP�W\SH�FKDUDFWHUV,WHP�W\SH�FKDUDFWHUV

7KH�FOLHQW�VRIWZDUH�GHFLGHV�ZKDW�LWHPV�DUH�DYDLODEOH�E\�ORRNLQJ�DW�WKH�ILUVW
FKDUDFWHU�RI�HDFK�OLQH�LQ�D�GLUHFWRU\�OLVWLQJ��$XJPHQWLQJ�WKLV�OLVW�FDQ�H[WHQG
WKH�SURWRFRO��$�OLVW�RI�GHILQHG�LWHP�W\SH�FKDUDFWHUV�IROORZV�
� ,WHP�LV�D�ILOH�
� ,WHP�LV�D�GLUHFWRU\�
� ,WHP�LV�D�&62�SKRQH�ERRN�VHUYHU�
� (UURU�



*RSKHU��¾�����

� ,WHP�LV�D�%LQ+H[HG�0DFLQWRVK�ILOH�
� ,WHP�LV�'26�ELQDU\�DUFKLYH�RI�VRPH�VRUW��7KH�FOLHQW�PXVW�UHDG�XQWLO

WKH�7&3�FRQQHFWLRQ�FORVHV�
� ,WHP�LV�D�81,;�XXHQFRGHG�ILOH�
� ,WHP�LV�DQ�,QGH[�6HDUFK�VHUYHU�
� ,WHP�SRLQWV�WR�D�WH[W�EDVHG�WHOQHW�VHVVLRQ�
� ,WHP�LV�D�ELQDU\�ILOH��7KH�FOLHQW�PXVW�UHDG�XQWLO�WKH�7&3�FRQQHFWLRQ

FORVHV�
� ,WHP�LV�D�UHGXQGDQW�VHUYHU
7 ,WHP�SRLQWV�WR�D�WH[W�EDVHG�WQ�����VHVVLRQ�
J ,WHP�LV�D�*,)�IRUPDW�JUDSKLFV�ILOH�
, ,WHP�LV�VRPH�NLQG�RI�LPDJH�ILOH��7KH�FOLHQW�GHFLGHV�KRZ�WR�GLVSOD\�

&KDUDFWHUV�¶�·�WKURXJK�¶=·�DUH�UHVHUYHG��/RFDO�H[SHULPHQWV�VKRXOG�XVH�RWKHU
FKDUDFWHUV��0DFKLQH�VSHFLILF�H[WHQVLRQV�DUH�QRW�HQFRXUDJHG��1RWH�WKDW�IRU
W\SH���RU�W\SH���WKH�FOLHQW�PXVW�EH�SUHSDUHG�WR�UHDG�XQWLO�WKH�FRQQHFWLRQ
FORVHV��7KHUH�ZLOO�EH�QR�SHULRG�DW�WKH�HQG�RI�WKH�ILOH��WKH�FRQWHQWV�RI�WKHVH
ILOHV�DUH�ELQDU\�DQG�WKH�FOLHQW�PXVW�GHFLGH�ZKDW�WR�GR�ZLWK�WKHP�EDVHG
SHUKDSV�RQ�WKH��[[[�H[WHQVLRQ�



�����½��7&3�,3�6XLWH

+773+773

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�+\SHUWH[W�7UDQVIHU�3URWRFRO��+773��LV�DQ�DSSOLFDWLRQ�OHYHO�SURWRFRO
ZLWK�WKH�OLJKWQHVV�DQG�VSHHG�QHFHVVDU\�IRU�GLVWULEXWHG��FROODERUDWLYH�
K\SHUPHGLD�LQIRUPDWLRQ�V\VWHPV��0HVVDJHV�DUH�SDVVHG�LQ�D�IRUPDW�VLPLODU�WR
WKDW�XVHG�E\�,QWHUQHW�0DLO�DQG�WKH�0XOWLSXUSRVH�,QWHUQHW�0DLO�([WHQVLRQV
�0,0(��

5HTXHVW�3DFNHW5HTXHVW�3DFNHW

7KH�IRUPDW�RI�WKH�5HTXHVW�SDFNHW�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ
LOOXVWUDWLRQ�

Method Request URI HTTP version

+773�UHTXHVW�SDFNHW�VWUXFWXUH

0HWKRG0HWKRG

7KH�PHWKRG�WR�EH�SHUIRUPHG�RQ�WKH�UHVRXUFH�

5HTXHVW�85,5HTXHVW�85,

7KH�8QLIRUP�5HVRXUFH�,GHQWLILHU��WKH�UHVRXUFH�XSRQ�ZKLFK�WR�DSSO\�WKH
UHTXHVW��L�H��WKH�QHWZRUN�UHVRXUFH�

+773�YHUVLRQ+773�YHUVLRQ

7KH�+773�YHUVLRQ�EHLQJ�XVHG�

5HVSRQVH�3DFNHW5HVSRQVH�3DFNHW

7KH�IRUPDW�RI�WKH�5HVSRQVH�SDFNHW�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ
LOOXVWUDWLRQ�

HTTP version Status code Reason phrase

+773�UHVSRQVH�SDFNHW�VWUXFWXUH

+773�YHUVLRQ+773�YHUVLRQ

7KH�+773�YHUVLRQ�EHLQJ�XVHG�



+773��¾�����

6WDWXV�FRGH

$���GLJLW�LQWHJHU�UHVXOW�FRGH�RI�WKH�DWWHPSW�WR�XQGHUVWDQG�DQG�VDWLVI\�WKH
UHTXHVW�

5HDVRQ�SKUDVH

$�WH[WXDO�GHVFULSWLRQ�RI�WKH�VWDWXV�FRGH�



�����½��7&3�,3�6XLWH

6�+7736�+773

GUDIW�LHWI�ZWV�VKWWS���

6HFXUH�+773��6�+773��SURYLGHV�VHFXUH�FRPPXQLFDWLRQ�PHFKDQLVPV
EHWZHHQ�DQ�+773�FOLHQW�VHUYHU�SDLU�LQ�RUGHU�WR�HQDEOH�VSRQWDQHRXV
FRPPHUFLDO�WUDQVDFWLRQV�IRU�D�ZLGH�UDQJH�RI�DSSOLFDWLRQV��6�+773�SURYLGHV
D�IOH[LEOH�SURWRFRO�WKDW�VXSSRUWV�PXOWLSOH�RUWKRJRQDO�RSHUDWLRQ�PRGHV��NH\
PDQDJHPHQW�PHFKDQLVPV��WUXVW�PRGHOV��FU\SWRJUDSKLF�DOJRULWKPV�DQG
HQFDSVXODWLRQ�IRUPDWV�WKURXJK�RSWLRQ�QHJRWLDWLRQ�EHWZHHQ�SDUWLHV�IRU�HDFK
WUDQVDFWLRQ��6\QWDFWLFDOO\��6�+773�PHVVDJHV�DUH�WKH�VDPH�DV�+773�
FRQVLVWLQJ�RI�D�UHTXHVW�RU�VWDWXV�OLQH�IROORZHG�E\�KHDGHUV�DQG�D�ERG\�
+RZHYHU��WKH�UDQJH�RI�KHDGHUV�LV�GLIIHUHQW�DQG�WKH�ERGLHV�DUH�W\SLFDOO\
FU\SWRJUDSKLFDOO\�HQKDQFHG�



,0$3���¾�����

,0$3�,0$3�

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�,QWHUQHW�0HVVDJH�$FFHVV�3URWRFRO��9HUVLRQ���UHYLVLRQ����,0$3���DOORZV
D�FOLHQW�WR�DFFHVV�DQG�PDQLSXODWH�HOHFWURQLF�PDLO�PHVVDJHV�RQ�D�VHUYHU�
,0$3��SHUPLWV�PDQLSXODWLRQ�RI�UHPRWH�PHVVDJH�IROGHUV��FDOOHG�PDLOER[HV�
LQ�D�ZD\�WKDW�LV�IXQFWLRQDOO\�HTXLYDOHQW�WR�ORFDO�PDLOER[HV��,0$3��DOVR
SURYLGHV�WKH�FDSDELOLW\�IRU�DQ�RIIOLQH�FOLHQW�WR�UHV\QFKURQL]H�ZLWK�WKH�VHUYHU�

,0$3��LQFOXGHV�RSHUDWLRQV�IRU�FUHDWLQJ��GHOHWLQJ��DQG�UHQDPLQJ�PDLOER[HV�
FKHFNLQJ�IRU�QHZ�PHVVDJHV��SHUPDQHQWO\�UHPRYLQJ�PHVVDJHV��VHWWLQJ�DQG
FOHDULQJ�IODJV��SDUVLQJ��VHDUFKLQJ��DQG�VHOHFWLYH�IHWFKLQJ�RI�PHVVDJH
DWWULEXWHV��WH[WV��DQG�SRUWLRQV�WKHUHRI��0HVVDJHV�LQ�,0$3��DUH�DFFHVVHG�E\
WKH�XVH�RI�QXPEHUV��7KHVH�QXPEHUV�DUH�HLWKHU�PHVVDJH�VHTXHQFH�QXPEHUV
RU�XQLTXH�LGHQWLILHUV�

,0$3��FRQVLVWV�RI�D�VHTXHQFH�RI�WH[WXDO�PHVVDJHV�ZKLFK�FRQWDLQ
FRPPDQGV��VWDWXV�PHVVDJHV��HWF��(DFK�PHVVDJH�HQGV�ZLWK��FUOI!�FDUULDJH
UHWXUQ�DQG�OLQH�IHHG���)RU�H[DPSOH�

Server Message : "a002 OK [READ-WRITE] SELECT
completed<crlf>"

Client Message : "a001 login mrc secret<crlf>"

7KHUH�DUH�QR�RWKHU�SUHGHILQHG�ILHOGV�



�����½��7&3�,3�6XLWH

,3'&,3'&

,QWHUQHW�'UDIWV��²�GUDIW�WD\ORU�LSGF����W[W�DQG�GUDIW�FDOKRXQ�GLDPHWHU����W[W�
KWWS���ZZZ�LHWI�RUJ�LQWHUQHW�GUDIWV�GUDIW�WD\ORU�LSGF����W[W
KWWS���ZZZ�LHWI�RUJ�LQWHUQHW�GUDIWV�GUDIW�FDOKRXQ�GLDPHWHU����W[W

7KH�,3�'HYLFH�&RQWURO��,3'&��LV�D�IDPLO\�RI�SURWRFROV�ZKLFK�LV�SURSRVHG�DV
D�SURWRFRO�VXLWH��FRPSRQHQWV�RI�ZKLFK�FDQ�EH�XVHG�LQGLYLGXDOO\�RU�WRJHWKHU
WR�SHUIRUP�FRQQHFWLRQ�FRQWURO��PHGLD�FRQWURO��DQG�VLJQDOOLQJ�WUDQVSRUWV��,W
IXOILOV�D�QHHG�IRU�RQH�RU�PRUH�SURWRFROV�WR�FRQWURO�JDWHZD\�GHYLFHV�ZKLFK�VLW
DW�WKH�ERXQGDU\�EHWZHHQ�WKH�FLUFXLW��VZLWFKHG�WHOHSKRQH�QHWZRUN�DQG�WKH
LQWHUQHW�DQG�WHUPLQDWH�FLUFXLW��VZLWFKHG�WUXQNV��([DPSOHV�RI�VXFK�GHYLFHV
LQFOXGH�QHWZRUN�DFFHVV�VHUYHUV�DQG�YRLFH�RYHU�,3�JDWHZD\V��7KH�QHHG�IRU�D
FRQWURO�SURWRFRO�VHSDUDWH�IURP�FDOO�VLJQDOOLQJ��DULVHV�ZKHQ�WKH�VHUYLFH�FRQWURO
ORJLF�QHHGHG�WR�SURFHVV�FDOOV�OLHV�SDUWO\�RU�ZKROO\�RXWVLGH�WKH�JDWHZD\
GHYLFHV�

,3'&�ZDV�EXLOW�RQ�WKH�EDVH�VWUXFWXUH�SURYLGHG�E\�WKH�',$0(7(5
SURWRFRO�ZKLFK�ZDV�VSHFLILFDOO\�ZULWWHQ�IRU�DXWKHQWLFDWLRQ��DXWKRUL]DWLRQ�DQG
DFFRXQWLQJ�DSSOLFDWLRQV�

7KHUH�DUH�WZR�GLIIHUHQW�W\SHV�RI�,3'&�',$0(7(5�PHVVDJHV��KHDGHU�RQO\
PHVVDJHV�DQG�PHVVDJHV�FRQWDLQLQJ�$WWULEXWH�9DOXH�3DLUV��$93V��LQ�DGGLWLRQ
WR�KHDGHUV��+HDGHU�RQO\�PHVVDJHV�DUH�XVHG�IRU�H[SOLFLWO\�DFNQRZOHGJLQJ
SDFNHWV�WR�WKH�SHHU��$Q�$93�LV�D�GDWD�REMHFW�HQFDSVXODWHG�LQ�D�KHDGHU��7KH
JHQHUDO�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 13 16 32 bits

Radius PCC Pkt flags Ver Packet length

Identifier

Next sent Next received

Attributes

,3'&�KHDGHU�VWUXFWXUH

5DGLXV�3&&5DGLXV�3&&

5DGLXV�SDFNHW�FRPSDWLELOLW\�FRGH��XVHG�IRU�5DGLXV�EDFNZDUG�FRPSDWLELOLW\�
,Q�RUGHU�WR�HDVLO\�GLVWLQJXLVK�',$0(7(5�,3'&�PHVVDJHV�IURP�5DGLXV��D
VSHFLDO�YDOXH�KDV�EHHQ�UHVHUYHG�DQG�DOORZV�DQ�LPSOHPHQWDWLRQ�WR�VXSSRUW



,3'&��¾�����

ERWK�SURWRFROV�FRQFXUUHQWO\�XVLQJ�WKH�ILUVW�RFWHW�LQ�WKH�KHDGHU��7KH�5DGLXV
3&&�ILHOG�PXVW�EH�VHW�WR�����IRU�',$0(7(5�,3'&�PHVVDJHV�

3NW�IODJV

3DFNHW�IODJV��8VHG�WR�LGHQWLI\�DQ\�RSWLRQV��7KLV�ILHOG�PXVW�EH�LQLWLDOL]HG�WR
]HUR��7KH�:LQGRZ�3UHVHQW�IODJ�PD\�EH�VHW���[����WKXV�LQGLFDWLQJ�WKDW�WKH
1H[W�6HQG�DQG�1H[W�5HFHLYHG�ILHOGV�DUH�SUHVHQW��7KLV�IODJ�PXVW�EH�VHW�XQOHVV
WKH�XQGHUO\LQJ�OD\HU�SURYLGHV�UHOLDELOLW\��L�H���7&3��

9HUVLRQ

,QGLFDWHV�WKH�YHUVLRQ�QXPEHU�DVVRFLDWHG�ZLWK�WKH�SDFNHW�UHFHLYHG��7KLV�ILHOG
LV�VHW�WR���WR�LQGLFDWH�,3'&�YHUVLRQ���

3DFNHW�OHQJWK

,QGLFDWHV�WKH�OHQJWK�RI�WKH�PHVVDJH�LQFOXGLQJ�WKH�KHDGHU�ILHOGV��7KXV�WKH
PHVVDJH�$93�FRQWHQW�FDQQRW�H[FHHG��������RFWHWV��)RU�PHVVDJHV�UHFHLYHG
YLD�8'3��RFWHWV�RXWVLGH�WKH�UDQJH�RI�WKH�OHQJWK�ILHOG�VKRXOG�EH�WUHDWHG�DV
SDGGLQJ�DQG�DUH�LJQRUHG�XSRQ�UHFHLSW�

,GHQWLILHU

$LGV�LQ�PDWFKLQJ�UHTXHVWV�DQG�UHSOLHV�

1H[W�VHQW��1V�

3UHVHQW�ZKHQ�WKH�:LQGRZ�3UHVHQW�ELW�LV�VHW�LQ�WKH�KHDGHU�IODJV��7KH�1H[W
6HQG��1V��LV�FRSLHG�IURP�WKH�VHQG�VHTXHQFH�QXPEHU�VWDWH�YDULDEOH��6V��DW�WKH
WLPH�WKH�PHVVDJH�LV�WUDQVPLWWHG�

1H[W�UHFHLYHG

7KLV�ILHOG�LV�SUHVHQW�ZKHQ�WKH�:LQGRZ�3UHVHQW�ELW�LV�VHW�LQ�WKH�KHDGHU�IODJV�
1U�LV�FRSLHG�IURP�WKH�UHFHLYH�VHTXHQFH�QXPEHU�VWDWH�YDULDEOH��6U��DQG
LQGLFDWHV�WKH�VHTXHQFH�QXPEHU��1V�����RI�WKH�KLJKHVW��PRGXOR��A����LQ�
VHTXHQFH�PHVVDJH�UHFHLYHG�

$WWULEXWHV

,3'&�$WWULEXWHV�FDUU\�WKH�VSHFLILF�FRPPDQGV�DQG�SDUDPHWHUV�ZKLFK�PXVW
EH�H[FKDQJHG�EHWZHHQ�,3'&�SURWRFRO�HQGSRLQWV�WR�SHUIRUP�WKH�WDVNV
DVVRFLDWHG�ZLWK�0HGLD�*DWHZD\�FRQWURO�



�����½��7&3�,3�6XLWH

,6$.03,6$.03

5)&�����KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�,QWHUQHW�6HFXULW\�$VVRFLDWLRQ�DQG�.H\�0DQDJHPHQW�3URWRFRO��YHUVLRQ
�UHY���,6$.03���GHILQHV�SURFHGXUHV�DQG�SDFNHW�IRUPDWV�WR�HVWDEOLVK�
QHJRWLDWH��PRGLI\�DQG�GHOHWH�6HFXULW\�$VVRFLDWLRQV��6$���6$V�FRQWDLQ�DOO�WKH
LQIRUPDWLRQ�UHTXLUHG�IRU�H[HFXWLRQ�RI�YDULRXV�QHWZRUN�VHFXULW\�VHUYLFHV�
VXFK�DV�WKH�,3�OD\HU�VHUYLFHV��VXFK�DV�KHDGHU�DXWKHQWLFDWLRQ�DQG�SD\ORDG
HQFDSVXODWLRQ���WUDQVSRUW�RU�DSSOLFDWLRQ�OD\HU�VHUYLFHV��RU�VHOI�SURWHFWLRQ�RI
QHJRWLDWLRQ�WUDIILF��,6$.03�GHILQHV�SD\ORDGV�IRU�H[FKDQJLQJ�NH\�JHQHUDWLRQ
DQG�DXWKHQWLFDWLRQ�GDWD��7KHVH�IRUPDWV�SURYLGH�D�FRQVLVWHQW�IUDPHZRUN�IRU
WUDQVIHUULQJ�NH\�DQG�DXWKHQWLFDWLRQ�GDWD�ZKLFK�LV�LQGHSHQGHQW�RI�WKH�NH\
JHQHUDWLRQ�WHFKQLTXH��HQFU\SWLRQ�DOJRULWKP�DQG�DXWKHQWLFDWLRQ�PHFKDQLVP�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 12 16 24 32 bits

Initiator cookie (8 bytes)

Responder cookie (8 bytes)

Next payload MjVer MnVer Exchange type Flags

Message ID

Length

,6$.03�KHDGHU�VWUXFWXUH

,QLWLDWRU�FRRNLH,QLWLDWRU�FRRNLH

&RRNLH�RI�HQWLW\�WKDW�LQLWLDWHG�6$�HVWDEOLVKPHQW��6$�QRWLILFDWLRQ��RU�6$
GHOHWLRQ�

5HVSRQGHU�FRRNLH5HVSRQGHU�FRRNLH

&RRNLH�RI�HQWLW\�WKDW�LV�UHVSRQGLQJ�WR�DQ�6$�HVWDEOLVKPHQW��6$�QRWLILFDWLRQ�
RU�6$�GHOHWLRQ�

1H[W�SD\ORDG1H[W�SD\ORDG

,QGLFDWHV�WKH�W\SH�RI�WKH�ILUVW�SD\ORDG�LQ�WKH�PHVVDJH��3RVVLEOH�W\SHV�DUH�
� 1RQH�
� 6HFXULW\�$VVRFLDWLRQ��6$��
� 3URSRVDO��3��



,6$.03��¾�����

� 7UDQVIRUP��7��
� .H\�([FKDQJH��.(��
� ,GHQWLILFDWLRQ��,'��
� &HUWLILFDWH��&(57��
� &HUWLILFDWH�5HTXHVW��&5��
� +DVK��+$6+��
� 6LJQDWXUH��6,*��
�� 1RQFH��121&(��
�� 1RWLILFDWLRQ��1��
�� 'HOHWH��'��
�� 9HQGRU�,'��9,'��
�������� 5HVHUYHG�
��������� 3ULYDWH�XVH�

0M9HU

0DMRU�9HUVLRQ��LQGLFDWHV�WKH�PDMRU�YHUVLRQ�RI�WKH�,6$.03�SURWRFRO�LQ�XVH�
,PSOHPHQWDWLRQV�EDVHG�RQ�5)&�����PXVW�VHW�WKH�0DMRU�9HUVLRQ�WR���
,PSOHPHQWDWLRQV�EDVHG�RQ�SUHYLRXV�YHUVLRQV�RI�,6$.03�,QWHUQHW��'UDIWV
PXVW�VHW�WKH�0DMRU�9HUVLRQ�WR����,PSOHPHQWDWLRQV�VKRXOG�QHYHU�DFFHSW
SDFNHWV�ZLWK�D�PDMRU�YHUVLRQ�QXPEHU�ODUJHU�WKDQ�LWV�RZQ�

0Q9HU

0LQRU�9HUVLRQ���LQGLFDWHV�WKH�PLQRU�YHUVLRQ�RI�WKH�,6$.03�SURWRFRO�LQ
XVH��,PSOHPHQWDWLRQV�EDVHG�RQ�5)&�����PXVW�VHW�WKH�PLQRU�YHUVLRQ�WR���
,PSOHPHQWDWLRQV�EDVHG�RQ�SUHYLRXV�YHUVLRQV�RI�,6$.03�,QWHUQHW��'UDIWV
PXVW�VHW�WKH�PLQRU�YHUVLRQ�WR����,PSOHPHQWDWLRQV�VKRXOG�QHYHU�DFFHSW
SDFNHWV�ZLWK�D�PLQRU�YHUVLRQ�QXPEHU�ODUJHU�WKDQ�LWV�RZQ�

([FKDQJH�7\SH

7KH�W\SH�RI�H[FKDQJH�EHLQJ�XVHG��7KLV�GLFWDWHV�WKH�PHVVDJH�DQG�SD\ORDG
RUGHULQJV�LQ�WKH�,6$.03�H[FKDQJHV��3RVVLEOH�YDOXHV�DUH�
� 1RQH
� %DVH
� ,GHQWLW\�3URWHFWLRQ
� $XWKHQWLFDWLRQ�2QO\
� $JJUHVVLYH
� ,QIRUPDWLRQDO
������ ,6$.03�)XWXUH�8VH
�������� '2,�6SHFLILF�8VH
��������� 3ULYDWH�8VH



�����½��7&3�,3�6XLWH

)ODJV

6SHFLILF�RSWLRQV�WKDW�DUH�VHW�IRU�WKH�,6$.03�H[FKDQJH�
(�QFU\SWLRQ�ELW���ELW������6SHFLILHV�WKDW�DOO�SD\ORDGV�IROORZLQJ�WKH�KHDGHU�DUH
HQFU\SWHG�XVLQJ�WKH�HQFU\SWLRQ�DOJRULWKP�LGHQWLILHG�LQ�WKH�,6$.03�6$�
&�RPPLW�ELW���ELW������6LJQDOV�NH\�H[FKDQJH�V\QFKURQL]DWLRQ��,W�LV�XVHG�WR
HQVXUH�WKDW�HQFU\SWHG�PDWHULDO�LV�QRW�UHFHLYHG�SULRU�WR�FRPSOHWLRQ�RI�WKH�6$
HVWDEOLVKPHQW�
$�XWKHQWLFDWLRQ�2QO\�%LW���ELW������,QWHQGHG�IRU�XVH�ZLWK�WKH�,QIRUPDWLRQDO
([FKDQJH�ZLWK�D�1RWLI\�SD\ORDG�DQG�ZLOO�DOORZ�WKH�WUDQVPLVVLRQ�RI
LQIRUPDWLRQ�ZLWK�LQWHJULW\�FKHFNLQJ��EXW�QR�HQFU\SWLRQ�
$OO�UHPDLQLQJ�ELWV�DUH�VHW�WR���EHIRUH�WUDQVPLVVLRQ�

0HVVDJH�,'

8QLTXH�0HVVDJH�,GHQWLILHU�XVHG�WR�LGHQWLI\�SURWRFRO�VWDWH�GXULQJ�3KDVH��
QHJRWLDWLRQV��7KLV�YDOXH�LV�UDQGRPO\�JHQHUDWHG�E\�WKH�LQLWLDWRU�RI�WKH�3KDVH��
QHJRWLDWLRQ��,Q�WKH�HYHQW�RI�VLPXOWDQHRXV�6$�HVWDEOLVKPHQWV��L�H���FROOLVLRQV��
WKH�YDOXH�RI�WKLV�ILHOG�ZLOO�OLNHO\�EH�GLIIHUHQW�EHFDXVH�WKH\�DUH�LQGHSHQGHQWO\
JHQHUDWHG�DQG��WKXV��WZR�VHFXULW\�DVVRFLDWLRQV�ZLOO�SURJUHVV�WRZDUG
HVWDEOLVKPHQW��+RZHYHU��LW�LV�XQOLNHO\�WKHUH�ZLOO�EH�DEVROXWH�VLPXOWDQHRXV
HVWDEOLVKPHQWV��'XULQJ�3KDVH���QHJRWLDWLRQV��WKH�YDOXH�PXVW�EH�VHW�WR���

/HQJWK

/HQJWK�RI�WRWDO�PHVVDJH��KHDGHU���SD\ORDGV��LQ�RFWHWV��(QFU\SWLRQ�FDQ
H[SDQG�WKH�VL]H�RI�DQ�,6$.03�PHVVDJH�



173��¾�����

173173

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�1HWZRUN�7LPH�3URWRFRO��173��LV�D�WLPH�V\QFKURQL]DWLRQ�V\VWHP�IRU
FRPSXWHU�FORFNV�WKURXJK�WKH�,QWHUQHW�QHWZRUN��,W�SURYLGHV�WKH�PHFKDQLVPV
WR�V\QFKURQL]H�WLPH�DQG�FRRUGLQDWH�WLPH�GLVWULEXWLRQ�LQ�D�ODUJH��GLYHUVH
LQWHUQHW�RSHUDWLQJ�DW�UDWHV�IURP�PXQGDQH�WR�OLJKW�ZDYH��,W�XVHV�D�UHWXUQDEOH
WLPH�GHVLJQ�LQ�ZKLFK�D�GLVWULEXWHG�VXE�QHWZRUN�RI�WLPH�VHUYHUV��RSHUDWLQJ�LQ
D�VHOI�RUJDQL]LQJ��KLHUDUFKLFDO�PDVWHU�VODYH�FRQILJXUDWLRQ��V\QFKURQL]H�ORJLFDO
FORFNV�ZLWKLQ�WKH�VXE�QHWZRUN�DQG�WR�QDWLRQDO�WLPH�VWDQGDUGV�YLD�ZLUH�RU
UDGLR�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

LI VN Mode Stratum Poll Precision

2 3 3 7 6 7 bits

173�KHDGHU�VWUXFWXUH

/,�/HDS�,QGLFDWRU/,�/HDS�,QGLFDWRU

$���ELW�FRGH�ZDUQLQJ�RI�LPSHQGLQJ�OHDS�VHFRQG�WR�EH�LQVHUWHG�DW�WKH�HQG�RI
WKH�ODVW�GD\�RI�WKH�FXUUHQW�PRQWK��%LWV�DUH�FRGHG�DV�IROORZV�
�� 1R�ZDUQLQJ�
�� ���VHFRQG��IROORZLQJ�PLQXWH�KDV����VHFRQGV��
�� ���VHFRQG��IROORZLQJ�PLQXWH�KDV����VHFRQGV��
�� $ODUP�FRQGLWLRQ��FORFN�QRW�V\QFKURQL]HG��

9191

9HUVLRQ�QXPEHU���ELW�FRGH�LQGLFDWLQJ�WKH�YHUVLRQ�QXPEHU�

0RGH0RGH

7KH�PRGH��7KLV�ILHOG�FDQ�FRQWDLQ�WKH�IROORZLQJ�YDOXHV�
� 5HVHUYHG�
� 6\PPHWULF�DFWLYH�
� 6\PPHWULF�SDVVLYH�
� &OLHQW�
� 6HUYHU�
� %URDGFDVW�
� 173�FRQWURO�PHVVDJH�



�����½��7&3�,3�6XLWH

6WUDWXP

$Q�LQWHJHU�LGHQWLI\LQJ�WKH�VWUDWXP�OHYHO�RI�WKH�ORFDO�FORFN��9DOXHV�DUH�GHILQHG
DV�IROORZV�
� 8QVSHFLILHG�
� 3ULPDU\�UHIHUHQFH��H�J��UDGLR�FORFN��
����Q 6HFRQGDU\�UHIHUHQFH��YLD�173��

3ROO

6LJQHG�LQWHJHU�LQGLFDWLQJ�WKH�PD[LPXP�LQWHUYDO�EHWZHHQ�VXFFHVVLYH
PHVVDJHV��LQ�VHFRQGV�WR�WKH�QHDUHVW�SRZHU�RI���

3UHFLVLRQ

6LJQHG�LQWHJHU�LQGLFDWLQJ�WKH�SUHFLVLRQ�RI�WKH�ORFDO�FORFN��LQ�VHFRQGV�WR�WKH
QHDUHVW�SRZHU�RI���



323���¾�����

323�323�

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�3RVW�2IILFH�3URWRFRO�YHUVLRQ����323���LV�LQWHQGHG�WR�SHUPLW�D
ZRUNVWDWLRQ�WR�G\QDPLFDOO\�DFFHVV�D�PDLOGURS�RQ�D�VHUYHU�KRVW��,W�LV�XVXDOO\
XVHG�WR�DOORZ�D�ZRUNVWDWLRQ�WR�UHWULHYH�PDLO�WKDW�WKH�VHUYHU�LV�KROGLQJ�IRU�LW�

323��WUDQVPLVVLRQV�DSSHDU�DV�GDWD�PHVVDJHV�EHWZHHQ�VWDWLRQV��7KH
PHVVDJHV�DUH�HLWKHU�FRPPDQG�RU�UHSO\�PHVVDJHV�



�����½��7&3�,3�6XLWH

5DGLXV5DGLXV

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

5DGLXV�LV�D�SURWRFRO�ZKLFK�PDQDJHV�GLVSHUVHG�VHULDO�OLQH�DQG�PRGHP�SRROV
IRU�ODUJH�QXPEHUV�RI�XVHUV��6LQFH�PRGHP�SRROV�DUH�E\�GHILQLWLRQ�D�OLQN�WR
WKH�RXWVLGH�ZRUOG��WKH\�UHTXLUH�FDUHIXO�DWWHQWLRQ�WR�VHFXULW\��DXWKRUL]DWLRQ
DQG�DFFRXQWLQJ��7KLV�LV�DFKLHYHG�E\�PDQDJLQJ�D�VLQJOH�GDWDEDVH�RI�XVHUV�
ZKLFK�DOORZV�IRU�DXWKHQWLFDWLRQ��YHULI\LQJ�XVHU�QDPH�DQG�SDVVZRUG��DV�ZHOO
DV�FRQILJXUDWLRQ�LQIRUPDWLRQ�GHWDLOLQJ�WKH�W\SH�RI�VHUYLFH�WR�GHOLYHU�WR�WKH
XVHU��IRU�H[DPSOH��6/,3��333��WHOQHW��UORJLQ��

.H\�IHDWXUHV�RI�5$',86�LQFOXGH�

• &OLHQW�VHUYHU�PRGHO�

• 1HWZRUN�VHFXULW\�

• )OH[LEOH�DXWKHQWLFDWLRQ�PHFKDQLVPV�

• ([WHQVLEOH�SURWRFRO�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 32 bits

Code Identifier Length

Authenticator
(16 bytes)

5DGLXV�KHDGHU�VWUXFWXUH

&RGH&RGH

7KH�PHVVDJH�W\SH�

,GHQWLILHU,GHQWLILHU

7KH�LGHQWLILHU�PDWFKHV�UHTXHVWV�DQG�UHSOLHV�

/HQJWK/HQJWK

7KH�PHVVDJH�OHQJWK�LQFOXGLQJ�WKH�KHDGHU�

$XWKHQWLFDWRU$XWKHQWLFDWRU

$�ILHOG�XVHG�WR�DXWKHQWLFDWH�WKH�UHSO\�IURP�WKH�UDGLXV�VHUYHU�DQG�LQ�WKH
SDVVZRUG�KLGLQJ�DOJRULWKP�



5/2*,1��¾�����

5/2*,15/2*,1

5HPRWH�/2*,1��5/2*,1��DOORZV�81,;�XVHUV�RI�RQH�PDFKLQH�WR�FRQQHFW
WR�RWKHU�81,;�V\VWHPV�DFURVV�DQ�,QWHUQHW�DQG�LQWHUDFW�DV�LI�WKHLU�WHUPLQDOV
DUH�GLUHFWO\�FRQQHFWHG�WR�WKH�PDFKLQHV��7KLV�SURWRFRO�RIIHUV�HVVHQWLDOO\�WKH
VDPH�VHUYLFHV�DV�7(/1(7�



�����½��7&3�,3�6XLWH

57635763

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

5763��5HDO�7LPH�6WUHDPLQJ�3URWRFRO��LV�DQ�DSSOLFDWLRQ�OHYHO�SURWRFRO�IRU
FRQWURO�RYHU�WKH�GHOLYHU\�RI�GDWD�ZLWK�UHDO�WLPH�SURSHUWLHV��5763�SURYLGHV
DQ�H[WHQVLEOH�IUDPHZRUN�WR�HQDEOH�FRQWUROOHG��RQ�GHPDQG�GHOLYHU\�RI�UHDO�
WLPH�GDWD��VXFK�DV�DXGLR�DQG�YLGHR��6RXUFHV�RI�GDWD�FDQ�LQFOXGH�ERWK�OLYH
GDWD�IHHGV�DQG�VWRUHG�FOLSV��7KLV�SURWRFRO�LV�LQWHQGHG�WR�FRQWURO�PXOWLSOH
GDWD�GHOLYHU\�VHVVLRQV��SURYLGH�D�PHDQV�IRU�FKRRVLQJ�GHOLYHU\�FKDQQHOV�VXFK
DV�8'3��PXOWLFDVW�8'3�DQG�7&3��DQG�SURYLGH�D�PHDQV�IRU�FKRRVLQJ
GHOLYHU\�PHFKDQLVPV�EDVHG�XSRQ�573�

7KH�VWUHDPV�FRQWUROOHG�E\�5763�PD\�XVH�573��EXW�WKH�RSHUDWLRQ�RI�5763
GRHV�QRW�GHSHQG�RQ�WKH�WUDQVSRUW�PHFKDQLVP�XVHG�WR�FDUU\�FRQWLQXRXV
PHGLD��7KH�SURWRFRO�LV�LQWHQWLRQDOO\�VLPLODU�LQ�V\QWD[�DQG�RSHUDWLRQ�WR
+773�����VR�WKDW�H[WHQVLRQ�PHFKDQLVPV�WR�+773�FDQ�LQ�PRVW�FDVHV�DOVR
EH�DGGHG�WR�5763��+RZHYHU��5763�GLIIHUV�LQ�D�QXPEHU�RI�LPSRUWDQW
DVSHFWV�IURP�+773�

• 5763�LQWURGXFHV�D�QXPEHU�RI�QHZ�PHWKRGV�DQG�KDV�D�GLIIHUHQW�SURWRFRO
LGHQWLILHU�

• $Q�5763�VHUYHU�QHHGV�WR�PDLQWDLQ�VWDWH�E\�GHIDXOW�LQ�DOPRVW�DOO�FDVHV��DV
RSSRVHG�WR�WKH�VWDWHOHVV�QDWXUH�RI�+773�

• %RWK�DQ�5763�VHUYHU�DQG�FOLHQW�FDQ�LVVXH�UHTXHVWV�

• 'DWD�LV�FDUULHG�RXW�RI�EDQG�E\�D�GLIIHUHQW�SURWRFRO�

• 5763�LV�GHILQHG�WR�XVH�,62��������87)����UDWKHU�WKDQ�,62��������
FRQVLVWHQW�ZLWK�FXUUHQW�+70/�LQWHUQDWLRQDOL]DWLRQ�HIIRUWV�

• 7KH�5HTXHVW�85,�DOZD\V�FRQWDLQV�WKH�DEVROXWH�85,��%HFDXVH�RI
EDFNZDUG�FRPSDWLELOLW\�ZLWK�DQ�KLVWRULFDO�EOXQGHU��+773�����FDUULHV
RQO\�WKH�DEVROXWH�SDWK�LQ�WKH�UHTXHVW�DQG�SXWV�WKH�KRVW�QDPH�LQ�D
VHSDUDWH�KHDGHU�ILHOG�

7KLV�PDNHV�YLUWXDO�KRVWLQJ�HDVLHU��ZKHUH�D�VLQJOH�KRVW�ZLWK�RQH�,3�DGGUHVV
KRVWV�VHYHUDO�GRFXPHQW�WUHHV�



6073��¾�����

60736073

5)&�����KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF����KWPO

7KH�6LPSOH�0DLO�7UDQVIHU�3URWRFRO��6073��LV�D�PDLO�VHUYLFH�PRGHOHG�RQ�WKH
)73�ILOH�WUDQVIHU�VHUYLFH��6073�WUDQVIHUV�PDLO�PHVVDJHV�EHWZHHQ�V\VWHPV
DQG�SURYLGHV�QRWLILFDWLRQ�UHJDUGLQJ�LQFRPLQJ�PDLO�

&RPPDQGV&RPPDQGV

6073�FRPPDQGV�DUH�$6&,,�PHVVDJHV�VHQW�EHWZHHQ�6073�KRVWV��3RVVLEOH
FRPPDQGV�DUH�DV�IROORZV�

&RPPDQG 'HVFULSWLRQ

'$7$ %HJLQV�PHVVDJH�FRPSRVLWLRQ�
(;31��VWULQJ! 5HWXUQV�QDPHV�RQ�WKH�VSHFLILHG�PDLO�OLVW�
+(/2��GRPDLQ! 5HWXUQV�LGHQWLW\�RI�PDLO�VHUYHU�
+(/3��FRPPDQG! 5HWXUQV�LQIRUPDWLRQ�RQ�WKH�VSHFLILHG�FRPPDQG�
0$,/�)520��KRVW! ,QLWLDWHV�D�PDLO�VHVVLRQ�IURP�KRVW�
1223 &DXVHV�QR�DFWLRQ��H[FHSW�DFNQRZOHGJHPHQW�IURP

VHUYHU�
48,7 7HUPLQDWHV�WKH�PDLO�VHVVLRQ�
5&37�72��XVHU! 'HVLJQDWHV�ZKR�UHFHLYHV�PDLO�
56(7 5HVHWV�PDLO�FRQQHFWLRQ�
6$0/�)520��KRVW! 6HQGV�PDLO�WR�XVHU�WHUPLQDO�DQG�PDLOER[�
6(1'�)520��KRVW! 6HQGV�PDLO�WR�XVHU�WHUPLQDO�
620/�)520��KRVW! 6HQGV�PDLO�WR�XVHU�WHUPLQDO�RU�PDLOER[�
7851 6ZLWFKHV�UROH�RI�UHFHLYHU�DQG�VHQGHU�
95)<��XVHU! 9HULILHV�WKH�LGHQWLW\�RI�D�XVHU�



�����½��7&3�,3�6XLWH

0HVVDJHV

6073�UHVSRQVH�PHVVDJHV�FRQVLVW�RI�D�UHVSRQVH�FRGH�IROORZHG�E\
H[SODQDWRU\�WH[W��DV�IROORZV�

5HVSRQVH�&RGH ([SODQDWRU\�7H[W

��� �5HVSRQVH�WR�V\VWHP�VWDWXV�RU�KHOS�UHTXHVW��
��� �5HVSRQVH�WR�KHOS�UHTXHVW��
��� 0DLO�VHUYLFH�UHDG\�
��� 0DLO�VHUYLFH�FORVLQJ�FRQQHFWLRQ�
��� 0DLO�WUDQVIHU�FRPSOHWHG�
��� 8VHU�QRW�ORFDO��IRUZDUG�WR��SDWK!�
��� 6WDUW�PDLO�PHVVDJH��HQG�ZLWK��&5/)!�&5/)!�
��� 0DLO�VHUYLFH�XQDYDLODEOH�
��� 0DLOER[�XQDYDLODEOH�
��� /RFDO�HUURU�LQ�SURFHVVLQJ�FRPPDQG�
��� ,QVXIILFLHQW�V\VWHP�VWRUDJH�
��� 8QNQRZQ�FRPPDQG�
��� %DG�SDUDPHWHU�
��� &RPPDQG�QRW�LPSOHPHQWHG�
��� %DG�FRPPDQG�VHTXHQFH�
��� 3DUDPHWHU�QRW�LPSOHPHQWHG�
��� 0DLOER[�QRW�IRXQG�
��� 8VHU�QRW�ORFDO��WU\��SDWK!�
��� 6WRUDJH�DOORFDWLRQ�H[FHHGHG�
��� 0DLOER[�QDPH�QRW�DOORZHG�
��� 0DLO�WUDQVDFWLRQ�IDLOHG�



6103��¾�����

61036103

5)&�������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�,QWHUQHW�FRPPXQLW\�GHYHORSHG�WKH�6LPSOH�1HWZRUN�0DQDJHPHQW
3URWRFRO��6103��WR�DOORZ�GLYHUVH�QHWZRUN�REMHFWV�WR�SDUWLFLSDWH�LQ�D�JOREDO
QHWZRUN�PDQDJHPHQW�DUFKLWHFWXUH��1HWZRUN�PDQDJLQJ�V\VWHPV�FDQ�SROO
QHWZRUN�HQWLWLHV�LPSOHPHQWLQJ�6103�IRU�LQIRUPDWLRQ�UHOHYDQW�WR�D
SDUWLFXODU�QHWZRUN�PDQDJHPHQW�LPSOHPHQWDWLRQ��1HWZRUN�PDQDJHPHQW
V\VWHPV�OHDUQ�RI�SUREOHPV�E\�UHFHLYLQJ�WUDSV�RU�FKDQJH�QRWLFHV�IURP
QHWZRUN�GHYLFHV�LPSOHPHQWLQJ�6103�

6103�0HVVDJH�)RUPDW6103�0HVVDJH�)RUPDW

6103�LV�D�VHVVLRQ�SURWRFRO�ZKLFK�LV�HQFDSVXODWHG�LQ�8'3��7KH�6103
PHVVDJH�IRUPDW�LV�VKRZQ�EHORZ�

Version Community PDU

6103�PHVVDJH�IRUPDW

9HUVLRQ9HUVLRQ

6103�YHUVLRQ�QXPEHU��%RWK�WKH�PDQDJHU�DQG�DJHQW�PXVW�XVH�WKH�VDPH
YHUVLRQ�RI�6103��0HVVDJHV�FRQWDLQLQJ�GLIIHUHQW�YHUVLRQ�QXPEHUV�DUH
GLVFDUGHG�ZLWKRXW�IXUWKHU�SURFHVVLQJ�

&RPPXQLW\&RPPXQLW\

&RPPXQLW\�QDPH�XVHG�IRU�DXWKHQWLFDWLQJ�WKH�PDQDJHU�EHIRUH�DOORZLQJ
DFFHVV�WR�WKH�DJHQW�

3'83'8

7KHUH�DUH�ILYH�GLIIHUHQW�3'8�W\SHV��*HW5HTXHVW��*HW1H[W5HTXHVW�
*HW5HVSRQVH��6HW5HTXHVW��DQG�7UDS��$�JHQHUDO�GHVFULSWLRQ�RI�HDFK�RI�WKHVH
LV�JLYHQ�LQ�WKH�QH[W�VHFWLRQ�



�����½��7&3�,3�6XLWH

3'8�)RUPDW

7KH�IRUPDW�IRU�*HW5HTXHVW��*HW1H[W�5HTXHVW��*HW5HVSRQVH�DQG
6HW5HTXHVW�3'8V�LV�VKRZQ�KHUH�

PDU type Request
ID

Error
status

Error
index

Object 1,
value 1

Object 2,
value 2

…

6103�3'8�IRUPDW

3'8�W\SH3'8�W\SH

6SHFLILHV�WKH�W\SH�RI�3'8�
� *HW5HTXHVW�
� *HW1H[W5HTXHVW�
� *HW5HVSRQVH�
� 6HW5HTXHVW�

5HTXHVW�,'5HTXHVW�,'

,QWHJHU�ILHOG�ZKLFK�FRUUHODWHV�WKH�PDQDJHU·V�UHTXHVW�WR�WKH�DJHQW·V�UHVSRQVH�

(UURU�VWDWXV(UURU�VWDWXV

(QXPHUDWHG�LQWHJHU�W\SH�WKDW�LQGLFDWHV�QRUPDO�RSHUDWLRQ�RU�RQH�RI�ILYH�HUURU
FRQGLWLRQV��7KH�SRVVLEOH�YDOXHV�DUH�
� QR(UURU��3URSHU�PDQDJHU�DJHQW�RSHUDWLRQ�
� WRR%LJ��6L]H�RI�WKH�UHTXLUHG�*HW5HVSRQVH�3'8�H[FHHGV�D�ORFDO

OLPLWDWLRQ�
� QR6XFK1DPH��7KH�UHTXHVWHG�REMHFW�QDPH�GRHV�QRW�PDWFK�WKH�QDPHV

DYDLODEOH�LQ�WKH�UHOHYDQW�0,%�9LHZ�
� EDG9DOXH��$�6HW5HTXHVW�FRQWDLQV�DQ�LQFRQVLVWHQW�W\SH��OHQJWK�DQG

YDOXH�IRU�WKH�YDULDEOH�
� UHDG2QO\��1RW�GHILQHG�LQ�5)&�����
� JHQ(UU��2WKHU�HUURUV��ZKLFK�DUH�QRW�H[SOLFLWO\�GHILQHG��KDYH�RFFXUUHG�

(UURU�LQGH[(UURU�LQGH[

,GHQWLILHV�WKH�HQWU\�ZLWKLQ�WKH�YDULDEOH�ELQGLQJV�OLVW�WKDW�FDXVHG�WKH�HUURU�

2EMHFW�YDOXH2EMHFW�YDOXH

9DULDEOH�ELQGLQJ�SDLU�RI�D�YDULDEOH�QDPH�ZLWK�LWV�YDOXH�

7UDS�3'8�)RUPDW

7KH�IRUPDW�RI�WKH�7UDS�3'8�LV�VKRZQ�EHORZ�



6103��¾�����

PDU
type

Enterp Agent
addr

Gen
trap

Spec
trap

Time
stamp

Obj 1,
Val 1

Obj 1,
Val 1

…

6103�WUDS�3'8

3'8�W\SH

6SHFLILHV�WKH�W\SH�RI�3'8��� 7UDS��

(QWHUSULVH

,GHQWLILHV�WKH�PDQDJHPHQW�HQWHUSULVH�XQGHU�ZKRVH�UHJLVWUDWLRQ�DXWKRULW\�WKH
WUDS�ZDV�GHILQHG�

$JHQW�DGGUHVV

,3�DGGUHVV�RI�WKH�DJHQW��XVHG�IRU�IXUWKHU�LGHQWLILFDWLRQ�

*HQHULF�WUDS�W\SH

)LHOG�GHVFULELQJ�WKH�HYHQW�EHLQJ�UHSRUWHG��7KH�IROORZLQJ�VHYHQ�YDOXHV�DUH
GHILQHG�
� FROG6WDUW��6HQGLQJ�SURWRFRO�HQWLW\�KDV�UHLQLWLDOL]HG��LQGLFDWLQJ�WKDW�WKH
DJHQW·V�FRQILJXUDWLRQ�RU�HQWLW\�LPSOHPHQWDWLRQ�PD\�EH�DOWHUHG�

� ZDUP6WDUW��6HQGLQJ�SURWRFRO�KDV�UHLQLWLDOL]HG��EXW�QHLWKHU�WKH�DJHQW·V
FRQILJXUDWLRQ�QRU�WKH�SURWRFRO�HQWLW\�LPSOHPHQWDWLRQ�KDV�EHHQ�DOWHUHG�

� OLQN'RZQ��$�FRPPXQLFDWLRQ�OLQN�KDV�IDLOHG�
� OLQN8S��$�FRPPXQLFDWLRQ�OLQN�KDV�FRPH�XS�
� DXWKHQWLFDWLRQ)DLOXUH��7KH�DJHQW�KDV�UHFHLYHG�DQ�LPSURSHUO\
DXWKHQWLFDWHG�6103�PHVVDJH�IURP�WKH�PDQDJHU��L�H���FRPPXQLW\�QDPH
ZDV�LQFRUUHFW�

� HJS1HLJKERU/RVV��$Q�(*3�SHHU�QHLJKERU�LV�GRZQ�
� HQWHUSULVH6SHFLILF��$�QRQ�JHQHULF�WUDS�KDV�RFFXUUHG�ZKLFK�LV�IXUWKHU
LGHQWLILHG�E\�WKH�6SHFLILF�7UDS�7\SH�DQG�(QWHUSULVH�ILHOGV�

6SHFLILF�WUDS�W\SH

8VHG�WR�LGHQWLI\�D�QRQ�JHQHULF�WUDS�ZKHQ�WKH�*HQHULF�7UDS�7\SH�LV
HQWHUSULVH6SHFLILF�

7LPHVWDPS

9DOXH�RI�WKH�V\V8S7LPH�REMHFW��UHSUHVHQWLQJ�WKH�DPRXQW�RI�WLPH�HODSVHG
EHWZHHQ�WKH�ODVW��UH��LQLWLDOL]DWLRQ�DQG�WKH�JHQHUDWLRQ�RI�WKDW�7UDS�

2EMHFW�YDOXH

9DULDEOH�ELQGLQJ�SDLU�RI�D�YDULDEOH�QDPH�ZLWK�LWV�YDOXH�
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6103�GHFRGH



7$&$&6���¾�����

7$&$&6�7$&$&6�

GUDIW�JUDQW�WDFDFV����W[W
KWWS���ZZZ�LHWI�RUJ�LQWHUQHW�GUDIWV�GUDIW�JUDQW�WDFDFV����W[W
5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7$&$&6���7HUPLQDO�$FFHVV�&RQWUROOHU�$FFHVV�&RQWURO�6\VWHP��LV�D
SURWRFRO�SURYLGLQJ�DFFHVV�FRQWURO�IRU�URXWHUV��QHWZRUN�DFFHVV�VHUYHUV�DQG
RWKHU�QHWZRUNHG�FRPSXWLQJ�GHYLFHV�YLD�RQH�RU�PRUH�FHQWUDOL]HG�VHUYHUV�
7$&$&6��SURYLGHV�VHSDUDWH�DXWKHQWLFDWLRQ��DXWKRUL]DWLRQ�DQG�DFFRXQWLQJ
VHUYLFHV�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

4 8 16 24 32 bits

Major Minor Packet type Sequence no. Flags

Session ID (4 bytes)

Length (4 bytes)

7$&$&6��KHDGHU�VWUXFWXUH

0DMRU�YHUVLRQ0DMRU�YHUVLRQ

7KH�PDMRU�7$&$&6��YHUVLRQ�QXPEHU�

0LQRU�YHUVLRQ0LQRU�YHUVLRQ

7KH�PLQRU�7$&$&6��YHUVLRQ�QXPEHU��7KLV�LV�LQWHQGHG�WR�DOORZ�UHYLVLRQV
WR�WKH�7$&$&6��SURWRFRO�ZKLOH�PDLQWDLQLQJ�EDFNZDUGV�FRPSDWLELOLW\�

3DFNHW�W\SH3DFNHW�W\SH

3RVVLEOH�YDOXHV�DUH�
7$&B3/86B$87+(1� ��[����$XWKHQWLFDWLRQ��
7$&B3/86B$87+25� ��[����$XWKRUL]DWLRQ��
7$&B3/86B$&&7� ��[����$FFRXQWLQJ��

6HTXHQFH�QXPEHU6HTXHQFH�QXPEHU

7KH�VHTXHQFH�QXPEHU�RI�WKH�FXUUHQW�SDFNHW�IRU�WKH�FXUUHQW�VHVVLRQ��7KH�ILUVW
7$&$&6��SDFNHW�LQ�D�VHVVLRQ�PXVW�KDYH�WKH�VHTXHQFH�QXPEHU���DQG�HDFK
VXEVHTXHQW�SDFNHW�ZLOO�LQFUHPHQW�WKH�VHTXHQFH�QXPEHU�E\�RQH��7KXV�FOLHQWV
RQO\�VHQG�SDFNHWV�FRQWDLQLQJ�RGG�VHTXHQFH�QXPEHUV��DQG�7$&$&6�
GDHPRQV�RQO\�VHQG�SDFNHWV�FRQWDLQLQJ�HYHQ�VHTXHQFH�QXPEHUV�
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)ODJV

7KLV�ILHOG�FRQWDLQV�YDULRXV�IODJV�LQ�WKH�IRUP�RI�ELWPDSV��7KH�IODJ�YDOXHV
VLJQLI\�ZKHWKHU�WKH�SDFNHW�LV�HQFU\SWHG�

6HVVLRQ�,'

7KH�,'�IRU�WKLV�7$&$&6��VHVVLRQ�

/HQJWK

7KH�WRWDO�OHQJWK�RI�WKH�7$&$&6��SDFNHW�ERG\��QRW�LQFOXGLQJ�WKH�KHDGHU��



7(/1(7��¾�����

7(/1(77(/1(7

,(7)�5)&�������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF����KWPO
,(7)�5)&�������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF����KWPO
,(7)�5)&�������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF����KWPO

7(/1(7�LV�WKH�WHUPLQDO�HPXODWLRQ�SURWRFRO�RI�7&3�,3��0RGHUQ�7(/1(7
LV�D�YHUVDWLOH�WHUPLQDO�HPXODWLRQ�GXH�WR�WKH�PDQ\�RSWLRQV�WKDW�KDYH�HYROYHG
RYHU�WKH�SDVW�WZHQW\�\HDUV��2SWLRQV�JLYH�7(/1(7�WKH�DELOLW\�WR�WUDQVIHU
ELQDU\�GDWD��VXSSRUW�E\WH�PDFURV��HPXODWH�JUDSKLFV�WHUPLQDOV��DQG�FRQYH\
LQIRUPDWLRQ�WR�VXSSRUW�FHQWUDOL]HG�WHUPLQDO�PDQDJHPHQW�

7(/1(7�XVHV�WKH�7&3�WUDQVSRUW�SURWRFRO�WR�DFKLHYH�D�YLUWXDO�FRQQHFWLRQ
EHWZHHQ�VHUYHU�DQG�FOLHQW��$IWHU�FRQQHFWLQJ��7(/1(7�VHUYHU�DQG�FOLHQW
HQWHU�D�SKDVH�RI�RSWLRQ�QHJRWLDWLRQ�WKDW�GHWHUPLQHV�WKH�RSWLRQV�WKDW�HDFK
VLGH�FDQ�VXSSRUW�IRU�WKH�FRQQHFWLRQ��(DFK�FRQQHFWHG�V\VWHP�FDQ�QHJRWLDWH
QHZ�RSWLRQV�RU�UHQHJRWLDWH�ROG�RSWLRQV�DW�DQ\�WLPH��,Q�JHQHUDO��HDFK�HQG�RI
WKH�7(/1(7�FRQQHFWLRQ�DWWHPSWV�WR�LPSOHPHQW�DOO�RSWLRQV�WKDW�PD[LPL]H
SHUIRUPDQFH�IRU�WKH�V\VWHPV�LQYROYHG�

,Q�D�W\SLFDO�LPSOHPHQWDWLRQ��WKH�7(/1(7�FOLHQW�VHQGV�VLQJOH�NH\VWURNHV�
ZKLOH�WKH�7(/1(7�VHUYHU�FDQ�VHQG�RQH�RU�PRUH�OLQHV�RI�FKDUDFWHUV�LQ
UHVSRQVH��:KHUH�WKH�(FKR�RSWLRQ�LV�LQ�XVH��WKH�7(/1(7�VHUYHU�HFKRHV�DOO
NH\VWURNHV�EDFN�WR�WKH�7(/1(7�FOLHQW�

'\QDPLF�0RGH�1HJRWLDWLRQ'\QDPLF�0RGH�1HJRWLDWLRQ

'XULQJ�WKH�FRQQHFWLRQ��HQKDQFHG�FKDUDFWHULVWLFV�RWKHU�WKDQ�WKRVH�RIIHUHG�E\
WKH�197�PD\�EH�QHJRWLDWHG�HLWKHU�E\�WKH�XVHU�RU�WKH�DSSOLFDWLRQ��7KLV�WDVN�LV
DFFRPSOLVKHG�E\�HPEHGGHG�FRPPDQGV�LQ�WKH�GDWD�VWUHDP��7(/1(7
FRPPDQG�FRGHV�DUH�RQH�RU�PRUH�RFWHWV�LQ�OHQJWK�DQG�DUH�SUHFHGHG�E\�DQ
LQWHUSUHW�DV�FRPPDQG��,$&��FKDUDFWHU��ZKLFK�LV�DQ�RFWHW�ZLWK�HDFK�ELW�VHW
HTXDO�WR�RQH��))�KH[���7KH�IROORZLQJ�DUH�WKH�7(/1(7�FRPPDQG�FRGHV�

&RPPDQGV &RGH�1R�

'HF���+H[

'HVFULSWLRQ

GDWD $OO�WHUPLQDO�LQSXW�RXWSXW�GDWD�
(QG�VXE1HJ ��� )2 (QG�RI�RSWLRQ�VXEQHJRWLDWLRQ�FRPPDQG�
1R�2SHUDWLRQ ��� )� 1R�RSHUDWLRQ�FRPPDQG�
'DWD�0DUN ��� )� (QG�RI�XUJHQW�GDWD�VWUHDP�
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&RPPDQGV &RGH�1R�

'HF���+H[

'HVFULSWLRQ

%UHDN ��� )� 2SHUDWRU�SUHVVHG�WKH�%UHDN�NH\�RU�WKH
$WWHQWLRQ�NH\�

,QW�SURFHVV ��� )� ,QWHUUXSW�FXUUHQW�SURFHVV�
$ERUW�RXWSXW ��� )� &DQFHO�RXWSXW�IURP�FXUUHQW�SURFHVV�
<RX�WKHUH" ��� )� 5HTXHVW�DFNQRZOHGJPHQW�
(UDVH�FKDU ��� )� 5HTXHVW�WKDW�RSHUDWRU�HUDVH�WKH�SUHYLRXV

FKDUDFWHU�
(UDVH�OLQH ��� )� 5HTXHVW�WKDW�RSHUDWRU�HUDVH�WKH�SUHYLRXV

OLQH�
*R�DKHDG� ��� )� (QG�RI�LQSXW�IRU�KDOI�GXSOH[

FRQQHFWLRQV�
6XE1HJRWLDWH ��� )$ %HJLQ�RSWLRQ�VXEQHJRWLDWLRQ�
:LOO�8VH ��� )% $JUHHPHQW�WR�XVH�WKH�VSHFLILHG�RSWLRQ�
:RQ·W�8VH ��� )& 5HMHFW�WKH�SURSRVHG�RSWLRQ�
6WDUW�XVH ��� )' 5HTXHVW�WR�VWDUW�XVLQJ�VSHFLILHG�RSWLRQ�
6WRS�8VH ��� )( 'HPDQG�WR�VWRS�XVLQJ�VSHFLILHG�RSWLRQ�
,$& ��� )) ,QWHUSUHW�DV�FRPPDQG�

(DFK�QHJRWLDEOH�RSWLRQ�KDV�DQ�,'��ZKLFK�LPPHGLDWHO\�IROORZV�WKH�FRPPDQG
IRU�RSWLRQ�QHJRWLDWLRQ��WKDW�LV��,$&��FRPPDQG��RSWLRQ�FRGH��7KH�IROORZLQJ
LV�D�OLVW�RI�7(/1(7�RSWLRQ�FRGHV�

2SWLRQ�,'

'HF��+H[

2SWLRQ�&RGHV 'HVFULSWLRQ

� � %LQDU\�;PLW $OORZV�WUDQVPLVVLRQ�RI�ELQDU\�GDWD�
� � (FKR�'DWD &DXVHV�VHUYHU�WR�HFKR�EDFN�DOO

NH\VWURNHV�
� � 5HFRQQHFW 5HFRQQHFWV�WR�DQRWKHU�7(/1(7�KRVW�
� � 6XSSUHVV�*$ 'LVDEOHV�*R�$KHDG��FRPPDQG�
� � 0HVVDJH�6] &RQYH\V�DSSUR[LPDWH�PHVVDJH�VL]H�
� � 2SW�6WDWXV /LVWV�VWDWXV�RI�RSWLRQV�
� � 7LPLQJ�0DUN 0DUNV�D�GDWD�VWUHDP�SRVLWLRQ�IRU

UHIHUHQFH�
� � 5�&�;PW(FKR $OORZV�UHPRWH�FRQWURO�RI�WHUPLQDO

SULQWHUV�
� � /LQH�:LGWK 6HWV�RXWSXW�OLQH�ZLGWK�
� � 3DJH�/HQJWK 6HWV�SDJH�OHQJWK�LQ�OLQHV�
�� $ &5�8VH 'HWHUPLQHV�KDQGOLQJ�RI�FDUULDJH�UHWXUQV�
�� % +RUL]�7DEV 6HWV�KRUL]RQWDO�WDEV�
�� & +RU�7DE�8VH 'HWHUPLQHV�KDQGOLQJ�RI�KRUL]RQWDO�WDEV�



7(/1(7��¾�����

2SWLRQ�,'

'HF��+H[

2SWLRQ�&RGHV 'HVFULSWLRQ

�� ' ))�8VH 'HWHUPLQHV�KDQGOLQJ�RI�IRUP�IHHGV�
�� ( 9HUW�7DEV 6HWV�YHUWLFDO�WDEV�
�� ) 9HU�7DE�8VH 'HWHUPLQHV�KDQGOLQJ�RI�YHUWLFDO�WDEV�
�� �� /I�8VH 'HWHUPLQHV�KDQGOLQJ�RI�OLQH�IHHGV�
�� �� ([W�$6&,, 'HILQHV�H[WHQGHG�$6&,,�FKDUDFWHUV�
�� �� /RJRXW $OORZV�IRU�IRUFHG�ORJ�RII�
�� �� %\WH�0DFUR 'HILQHV�E\WH�PDFURV�
�� �� 'DWD�7HUP $OORZV�VXEFRPPDQGV�IRU�'DWD�(QWU\�WR

EH�VHQW�
�� �� 683'83 $OORZV�XVH�RI�683'83�GLVSOD\

SURWRFRO�
�� �� 683'83�2XWS $OORZV�VHQGLQJ�RI�683'83�RXWSXW�
�� �� 6HQG�/RFDWH $OORZV�WHUPLQDO�ORFDWLRQ�WR�EH�VHQW�
�� �� 7HUP�7\SH $OORZV�H[FKDQJH�RI�WHUPLQDO�W\SH

LQIRUPDWLRQ�
�� �� (QG�5HFRUG $OORZV�XVH�RI�WKH�(QG�RI�UHFRUG�FRGH

��[()��
�� �$ 7$&$&6�,' 8VHU�,'�H[FKDQJH�XVHG�WR�DYRLG�PRUH

WKDQ���ORJ�LQ�
�� �% 2XWSXW�0DUN $OORZV�EDQQHU�PDUNLQJV�WR�EH�VHQW�RQ

RXWSXW�
�� �& 7HUP�/RF� $�QXPHULF�,'�XVHG�WR�LGHQWLI\�WHUPLQDOV�
�� �' �����5HJLPH $OORZV�HPXODWLRQ�RI������IDPLO\

WHUPLQDOV�
�� �( ;���3$' $OORZV�XVH�RI�;���SURWRFRO�HPXODWLRQ�
�� �) :LQGRZ�6L]H &RQYH\V�ZLQGRZ�VL]H�IRU�HPXODWLRQ

VFUHHQ�
�� �� 7HUP�6SHHG &RQYH\V�EDXG�UDWH�LQIRUPDWLRQ�
�� �� 5HPRWH�)ORZ 3URYLGHV�IORZ�FRQWURO��;21��;2))��
�� �� /LQHPRGH 3URYLGHV�OLQHPRGH�EXON�FKDUDFWHU

WUDQVDFWLRQV�
��� )) ([WHQGHG

RSWLRQV�OLVW
([WHQGHG�RSWLRQV�OLVW�
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;�:LQGRZ;�:LQGRZ

7KH�;�:LQGRZ�SURWRFRO�SURYLGHV�D�UHPRWH�ZLQGRZLQJ�LQWHUIDFH�WR
GLVWULEXWHG�QHWZRUN�DSSOLFDWLRQV��,W�LV�DQ�DSSOLFDWLRQ�OD\HU�SURWRFRO�ZKLFK
XVHV�7&3�,3�RU�'(&QHW�SURWRFROV�IRU�WUDQVSRUW�

7KH�;�:LQGRZ�QHWZRUNLQJ�SURWRFRO�LV�FOLHQW�VHUYHU�EDVHG��ZKHUH�WKH�VHUYHU
LV�WKH�FRQWURO�SURJUDP�UXQQLQJ�RQ�WKH�XVHU�ZRUNVWDWLRQ�DQG�WKH�FOLHQW�LV�DQ
DSSOLFDWLRQ�UXQQLQJ�HOVHZKHUH�RQ�WKH�QHWZRUN��$Q�;�VHUYHU�FRQWURO�SURJUDP
UXQQLQJ�RQ�D�ZRUNVWDWLRQ�FDQ�VLPXOWDQHRXVO\�KDQGOH�GLVSOD\�ZLQGRZV�IRU
PXOWLSOH�DSSOLFDWLRQV��ZLWK�HDFK�DSSOLFDWLRQ�DV\QFKURQRXVO\�XSGDWLQJ�LWV
ZLQGRZ�ZLWK�LQIRUPDWLRQ�FDUULHG�E\�WKH�;�:LQGRZ�QHWZRUNLQJ�SURWRFRO�

7R�SURYLGH�XVHU�LQWHUDFWLRQ�ZLWK�UHPRWH�DSSOLFDWLRQV��WKH�;�VHUYHU�SURJUDP
UXQQLQJ�RQ�WKH�ZRUNVWDWLRQ�JHQHUDWHV�HYHQWV�LQ�UHVSRQVH�WR�XVHU�LQSXW�VXFK
DV�PRXVH�PRYHPHQW�RU�D�NH\VWURNH��:KHQ�PXOWLSOH�DSSOLFDWLRQV�GLVSOD\��WKH
V\VWHP�VHQGV�PRXVH�PRYHPHQWV�RU�FOLFN�HYHQWV�WR�WKH�DSSOLFDWLRQ�FXUUHQWO\
KLJKOLJKWHG�E\�WKH�PRXVH�SRLQWHU��7KH�FXUUHQW�LQSXW�IRFXV�VHOHFWV�ZKLFK
DSSOLFDWLRQ�UHFHLYHV�NH\VWURNH�HYHQWV��,Q�FHUWDLQ�FDVHV��DSSOLFDWLRQV�FDQ�DOVR
JHQHUDWH�HYHQWV�GLUHFWHG�DW�WKH�;�VHUYHU�FRQWURO�SURJUDP�

5HTXHVW�DQG�5HSO\�)UDPHV5HTXHVW�DQG�5HSO\�)UDPHV

5HTXHVW�DQG�UHSO\�IUDPHV�FDQ�XVH�WKH�IROORZLQJ�FRPPDQGV�

&RPPDQG 'HVFULSWLRQ

%DFN5*% %DFNJURXQG�FRORUV�OLVWHG�LQ�UHG��JUHHQ�DQG�EOXH
FRPSRQHQWV�

%DFN30 3L[HO�PDS�XVHG�IRU�WKH�ZLQGRZ�EDFNJURXQG�
%HOO3LWFK %HOO�SLWFK�
%HOO9RO %HOO�YROXPH�LQ�SHUFHQW�
%0 %LW�PDVN�DVVLJQHG�WR�D�GUDZDEOH�LWHP�
%RUG30 %RUGHU�SL[HO�PDS��3L[HO�PDS�XVHG�IRU�WKH�ZLQGRZ

ERUGHU�
E %RUGHU�ZLGWK�RI�WKH�GUDZDEOH�LWHP�
&OLFN .H\�FOLFN�YROXPH�LQ�SHUFHQW�
2UG &OLFN�RUGHU��'UDZDEOH�FOLS�RUGHU��DV��8QVRUWHG!�

�<�VRUWHG!���<;�VRUWHG!�RU��<;�EDQGHG!�
&0DS &RORU�PDS��&RGH�UHSUHVHQWLQJ�WKH�FRORUV�LQ�XVH

IRU�D�GUDZDEOH�



;�:LQGRZ��¾�����

&RPPDQG 'HVFULSWLRQ

&,' &RQWH[W�,'��,GHQWLILHU�IRU�D�SDUWLFXODU�JUDSKLFV
FRQWH[W�

&XU &XUVRU��5HIHUHQFH�FRGH�LGHQWLI\LQJ�D�VSHFLILF
FXUVRU�

G 'HSWK��&XUUHQW�ZLQGRZ�GHSWK�
'' 'HVWLQDWLRQ�GUDZDEOH��7DUJHW�LWHP�LQ�D�ELWPDS

FRS\�
' 'UDZDEOH��5HIHUHQFH�FRGH�XVHG�WR�LGHQWLI\�D

VSHFLILF�ZLQGRZ�RU�SL[HO�PDS�
([S ([SRVXUHV��'UDZDEOH�FXUUHQWO\�H[SRVHG�
)DP 3URWRFRO�IDPLO\�LQ�XVH��DV�,QWHUQHW��'(&QHW��RU

&+$26QHW�
)RQW 5HIHUHQFH�FRGH�XVHG�WR�VSHFLI\�D�IRQW�
)RQW�D�G� )RQW�DVFHQW�GHVFHQW��7KH�YHUWLFDO�ERXQGV�RI�D

IRQW�
)RUH5*% )RUHJURXQG�FRORUV�OLVWHG�LQ�UHG��JUHHQ��DQG�EOXH

FRPSRQHQWV�
)PW )RUPDW�RI�WKH�FXUUHQW�ZLQGRZ�
*& *UDSKLFV�FRQWH[W��5HIHUHQFH�FRGH�XVHG�WR�LGHQWLI\

D�SDUWLFXODU�JUDSKLFDO�GHILQLWLRQ�
K +HLJKW�RI�WKH�GUDZDEOH�LWHP�
.H\ .H\�FRGH��6SHFLILF�NH\�FRGH�YDOXH�
.H\6\P &RGH�XVHG�WR�LGHQWLI\�WKH�IDPLO\�RI�NH\�FRGHV�LQ

XVH�
0LQ2S ;�:LQGRZV�PLQRU�RSHUDWLRQ�FRGH�
0DM2S ;�:LQGRZV�PDMRU�RSHUDWLRQ�FRGH�
1 1XPEHU�RI�GUDZDEOH�LWHPV�LQ�WKH�OLVW�
3 3DUHQW�ZLQGRZ��:LQGRZ�WKDW�SURGXFHG�WKH

FXUUHQW�ZLQGRZ�
3L[0DS 3L[HO�PDS��5HIHUHQFH�FRGH�XVHG�WR�LGHQWLI\�D

ELWPDS�UHJLRQ�
S 3ODQH��%LW�SODQH�LQ�XVH�
30 3ODQH�PD[��%LW�SODQH�PDVN�DVVLJQHG�WR�D�GUDZDEOH

LWHP�
3URS 3URSHUW\��6SHFLILHG�ZLQGRZ�SURSHUW\�
6: 6LEOLQJ�ZLQGRZ��:LQGRZ�SURGXFHG�IURP�WKLV

ZLQGRZ�
6' 6RXUFH�GUDZDEOH��6RXUFH�LWHP�LQ�D�ELWPDS�FRS\�
7�2 6FUHHQ�VDYHU�WLPH�RXW�
7\S 7\SH�RI�FXUUHQW�ZLQGRZ�
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&RPPDQG 'HVFULSWLRQ

Z :LGWK�RI�GUDZDEOH�LWHP�
: :LQGRZ��5HIHUHQFH�FRGH�XVHG�WR�LGHQWLI\�D

SDUWLFXODU�ZLQGRZ�
; ;�FRRUGLQDWH�IRU�D�GUDZDEOH�LWHP�
< <�FRRUGLQDWH�IRU�D�GUDZDEOH�LWHP�

(YHQW�)UDPHV

(YHQW�IUDPHV�FDQ�KDYH�WKH�IROORZLQJ�FRPPDQGV�

&RPPDQG 'HVFULSWLRQ

%WQ %XWWRQ�QXPEHU�SUHVVHG�
& &KLOG�ZLQGRZ�DVVRFLDWHG�ZLWK�WKH�HYHQW�
) (YHQW�IODJV��6HW�IODJV�GLVSOD\�LQ�XSSHU�FDVH�DQG

LQDFWLYH�IODJV�GLVSOD\�LQ�ORZHU�FDVH�
I�) ,QSXW�IRFXV�DSSOLHV�WR�WKH�HYHQW�
V�6 (YHQW�LV�RQ�WKH�VDPH�VFUHHQ�

(�[�\� (YHQW�ORFDWLRQ��7KH�;�DQG�<�FRRUGLQDWHV�RI�WKH
HYHQW�

( (YHQW�ZLQGRZ��:LQGRZ�ZKHUH�WKH�HYHQW
RFFXUUHG�

.H\ .H\�QXPEHU��1XPEHU�DVVRFLDWHG�ZLWK�WKH�SUHVVHG
NH\�

2 2ZQHU�RI�WKH�ZLQGRZ�DVVRFLDWHG�ZLWK�WKH�HYHQW�
5 5RRW�ZLQGRZ�DVVRFLDWHG�ZLWK�WKH�HYHQW�
5�[�\� 5RRW�ORFDWLRQ��;�DQG�<�FRRUGLQDWHV�RI�WKH�URRW

SRVLWLRQ�
61 6HTXHQFH�QXPEHU�XVHG�WR�VHULDOL]H�HYHQWV�


