
0$56��¾�����

0$560$56

,(7)�5)&��������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

0XOWLFDVWLQJ�LV�WKH�SURFHVV�ZKHUHE\�D�VRXUFH�KRVW�RU�SURWRFRO�HQWLW\�VHQGV�D
SDFNHW�WR�PXOWLSOH�GHVWLQDWLRQV�VLPXOWDQHRXVO\�XVLQJ�D�VLQJOH��ORFDO�
WUDQVPLW

RSHUDWLRQ��$70�LV�EHLQJ�XWLOL]HG�DV�D�QHZ�OLQN�OD\HU�WHFKQRORJ\�WR�VXSSRUW�D
YDULHW\�RI�SURWRFROV��LQFOXGLQJ�,3��7KH�0$56�SURWRFRO�KDV�WZR�EURDG�JRDOV�
WR�GHILQH�D�JURXS�DGGUHVV�UHJLVWUDWLRQ�DQG�PHPEHUVKLS�GLVWULEXWLRQ
PHFKDQLVP�WKDW�DOORZV�81,���������EDVHG�QHWZRUNV�WR�VXSSRUW�WKH
PXOWLFDVW�VHUYLFH�RI�SURWRFROV�VXFK�DV�,3�DQG�WR�GHILQH�VSHFLILF�HQGSRLQW
EHKDYLRUV�IRU�PDQDJLQJ�SRLQW�WR�PXOWLSRLQW�9&V�WR�DFKLHYH�PXOWLFDVWLQJ�RI
OD\HU���SDFNHWV��7KH�0XOWLFDVW�$GGUHVV�5HVROXWLRQ�6HUYHU��0$56��LV�DQ
H[WHQGHG�DQDORJ�RI�WKH�$70�$53�6HUYHU��,W�DFWV�DV�D�UHJLVWU\��DVVRFLDWLQJ
OD\HU���PXOWLFDVW�JURXS�LGHQWLILHUV�ZLWK�WKH�$70�LQWHUIDFHV�UHSUHVHQWLQJ�WKH
JURXS
V�PHPEHUV��0$56�PHVVDJHV�VXSSRUW�WKH�GLVWULEXWLRQ�RI�PXOWLFDVW
JURXS�PHPEHUVKLS�LQIRUPDWLRQ�EHWZHHQ�0$56�DQG�HQGSRLQWV��KRVWV�RU
URXWHUV���(QGSRLQW�DGGUHVV�UHVROXWLRQ�HQWLWLHV�TXHU\�WKH�0$56�ZKHQ�D�OD\HU
��DGGUHVV�QHHGV�WR�EH�UHVROYHG�WR�WKH�VHW�RI�$70�HQGSRLQWV�PDNLQJ�XS�WKH
JURXS�DW�DQ\�RQH�WLPH��(QGSRLQWV�NHHS�WKH�0$56�LQIRUPHG�ZKHQ�WKH\�QHHG
WR�MRLQ�RU�OHDYH�SDUWLFXODU�OD\HU���JURXSV��7R�SURYLGH�IRU�DV\QFKURQRXV
QRWLILFDWLRQ�RI�JURXS�PHPEHUVKLS�FKDQJHV��WKH�0$56�PDQDJHV�D�SRLQW�WR
PXOWLSRLQW�9&�RXW�WR�DOO�HQGSRLQWV�GHVLULQJ�PXOWLFDVW�VXSSRUW��(DFK�0$56
PDQDJHV�D�FOXVWHU�RI�$70�DWWDFKHG�HQGSRLQWV�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Octets

Address family 1-2

Protocol identification 3-9

Reserved 10-12

Checksum 13-14

Extensions offset 15-16

Operation code 17-18

Type and length of source ATM number 19

Type and length of source ATM subaddress 20

0$56�KHDGHU�VWUXFWXUH



�����½��7&3�,3�6XLWH

$GGUHVV�IDPLO\

'HILQHV�WKH�W\SH�RI�OLQN�OD\HU�DGGUHVVHV�EHLQJ�FDUULHG�

3URWRFRO�,'

&RQWDLQV���VXEILHOGV�
���ELW�SURWRFRO�W\SH�
���ELW�RSWLRQDO�61$3�H[WHQVLRQ�WR�SURWRFRO�W\SH�

5HVHUYHG

7KLV�UHVHUYHG�ILHOG�PD\�EH�VXEGLYLGHG�DQG�DVVLJQHG�VSHFLILF�PHDQLQJV�IRU
RWKHU�FRQWURO�SURWRFROV�LQGLFDWHG�E\�WKH�YHUVLRQ�QXPEHU�

&KHFNVXP

7KLV�ILHOG�FDUULHV�D�VWDQGDUG�,3�FKHFNVXP�FDOFXODWHG�DFURVV�WKH�HQWLUH
PHVVDJH�

([WHQVLRQ�RIIVHW

7KLV�ILHOG�LGHQWLILHV�WKH�H[LVWHQFH�DQG�ORFDWLRQ�RI�DQ�RSWLRQDO�VXSSOHPHQWDU\
SDUDPHWHUV�OLVW�

2SHUDWLRQ�FRGH

7KLV�ILHOG�LV�GLYLGHG�LQWR���VXE�ILHOGV��YHUVLRQ�DQG�W\SH��9HUVLRQ�LQGLFDWHV�WKH
RSHUDWLRQ�EHLQJ�SHUIRUPHG��ZLWKLQ�WKH�FRQWH[W�RI�WKH�FRQWURO�SURWRFRO
YHUVLRQ�LQGLFDWHG�E\�PDU�RS�YHUVLRQ�

7\SH�DQG�OHQJWK�RI�$70�VRXUFH�QXPEHU

,QIRUPDWLRQ�UHJDUGLQJ�WKH�VRXUFH�KDUGZDUH�DGGUHVV�

7\SH�DQG�OHQJWK�RI�$70�VRXUFH�VXEDGGUHVV

,QIRUPDWLRQ�UHJDUGLQJ�WKH�VRXUFH�KDUGZDUH�VXEDGGUHVV�



3,0��¾�����

3,03,0

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

3URWRFRO�,QGHSHQGHQW�0XOWLFDVW�6SDUVH�0RGH��3,0�60��LV�D�SURWRFRO�IRU
HIILFLHQWO\�URXWLQJ�WR�PXOWLFDVW�JURXSV�WKDW�PD\�VSDQ�ZLGH�DUHD��DQG�LQWHU�
GRPDLQ��LQWHUQHWV��7KH�SURWRFRO�LV�QRW�GHSHQGHQW�RQ�DQ\�SDUWLFXODU�XQLFDVW
URXWLQJ�SURWRFRO��DQG�LV�GHVLJQHG�WR�VXSSRUW�VSDUVH�JURXSV�

7KH�IRUPDW�RI�WKH�3,0�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

PIM version Type Address length Checksum

3,0�KHDGHU�VWUXFWXUH

3,0�YHUVLRQ3,0�YHUVLRQ

&XUUHQW�3,0�YHUVLRQ�LV���

7\SH7\SH

7\SHV�IRU�VSHFLILF�3,0�PHVVDJHV�

$GGUHVV�OHQJWK$GGUHVV�OHQJWK

$GGUHVV�OHQJWK�LQ�E\WHV��7KH�OHQJWK�RI�WKH�DGGUHVV�ILHOG�WKURXJKRXW��LQ�WKH
VSHFLILF�PHVVDJH�

&KHFNVXP&KHFNVXP

7KH����ELW�RQH·V�FRPSOHPHQW��RI�WKH�RQH·V�FRPSOHPHQW�VXP�RI�WKH�HQWLUH
3,0�PHVVDJH��H[FOXGLQJ�WKH�GDWD�SRUWLRQ�LQ�WKH�UHJLVWHU�PHVVDJH���)RU
FRPSXWLQJ�WKH�FKHFNVXP��WKH�FKHFNVXP�ILHOG�LV�]HURHG�



�����½��7&3�,3�6XLWH

5,35,3

,(7)�5)&��������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
,(7)�5)&��������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
,(7)�5)&��������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

5,3��5RXWLQJ�,QIRUPDWLRQ�3URWRFRO��LV�XVHG�E\�%HUNHOH\��%6'�81,;
V\VWHPV�WR�H[FKDQJH�URXWLQJ�LQIRUPDWLRQ��,PSOHPHQWHG�E\�D�81,;
SURJUDP��5,3�GHULYHV�IURP�DQ�HDUOLHU�SURWRFRO�RI�WKH�VDPH�QDPH�GHYHORSHG
E\�;HUR[�

5,3�LV�DQ�H[WHQVLRQ�RI�WKH�5RXWLQJ�,QIRUPDWLRQ�3URWRFRO��5,3��LQWHQGHG�WR
H[SDQG�WKH�DPRXQW�RI�XVHIXO�LQIRUPDWLRQ�FDUULHG�LQ�WKH�5,3�PHVVDJHV�DQG�WR
DGG�D�PHDVXUH�RI�VHFXULW\�

5,3�LV�D�8'3�EDVHG�SURWRFRO��(DFK�KRVW�WKDW�XVHV�5,3�KDV�D�URXWLQJ�SURFHVV
WKDW�VHQGV�DQG�UHFHLYHV�GDWDJUDPV�RQ�8'3�SRUW�QXPEHU������7KH�SDFNHW
IRUPDW�RI�5,3�LV�VKRZQ�LQ�WKH�LOOXVWUDWLRQ�EHORZ�

8 16 32 bits

Command Version Unused

Address family identifier Route tag (only for RIP2; 0 for
RIP)

IP address

Subnet mask (only for RIP2; 0 for RIP)

Next hop (only for RIP2; 0 for RIP)

Metric

5,3�SDFNHW�VWUXFWXUH

7KH�SRUWLRQ�RI�WKH�GDWDJUDP�IURP�$GGUHVV�)DPLO\�,GHQWLILHU�WKURXJK�0HWULF
PD\�DSSHDU�XS�WR����WLPHV�

&RPPDQG&RPPDQG

7KH�FRPPDQG�ILHOG�LV�XVHG�WR�VSHFLI\�WKH�SXUSRVH�RI�WKLV�GDWDJUDP�
� 5HTXHVW��$�UHTXHVW�IRU�WKH�UHVSRQGLQJ�V\VWHP�WR�VHQG�DOO�RU�SDUW�RI�LWV

URXWLQJ�WDEOH�
� 5HVSRQVH��$�PHVVDJH�FRQWDLQLQJ�DOO�RU�SDUW�RI�WKH�VHQGHU·V�URXWLQJ

WDEOH��7KLV�PHVVDJH�PD\�EH�VHQW�LQ�UHVSRQVH�WR�D�UHTXHVW�RU�SROO��RU�LW
PD\�EH�DQ�XSGDWH�PHVVDJH�JHQHUDWHG�E\�WKH�VHQGHU�

� 7UDFHRQ��2EVROHWH��0HVVDJHV�FRQWDLQLQJ�WKLV�FRPPDQG�DUH�WR�EH
LJQRUHG�



5,3��¾�����

� 7UDFHRII��2EVROHWH��0HVVDJHV�FRQWDLQLQJ�WKLV�FRPPDQG�DUH�WR�EH
LJQRUHG�

� 5HVHUYHG��8VHG�E\�6XQ�0LFURV\VWHPV�IRU�LWV�RZQ�SXUSRVHV�

9HUVLRQ

7KH�5,3�YHUVLRQ�QXPEHU��'DWDJUDPV�DUH�SURFHVVHG�DFFRUGLQJ�WR�YHUVLRQ
QXPEHU��DV�IROORZV�
� 'DWDJUDPV�ZKRVH�YHUVLRQ�QXPEHU�LV�]HUR�DUH�WR�EH�LJQRUHG�
� 'DWDJUDPV�ZKRVH�YHUVLRQ�QXPEHU�LV�RQH�DUH�SURFHVVHG��$OO�ILHOGV�WKDW

DUH�WR�EH����DUH�WR�EH�FKHFNHG��,I�DQ\�VXFK�ILHOG�FRQWDLQV�D�QRQ�]HUR
YDOXH��WKH�HQWLUH�PHVVDJH�LV�LJQRUHG�

� 6SHFLILHV�5,3�PHVVDJHV�ZKLFK�XVH�DXWKHQWLFDWLRQ�RU�FDUU\�LQIRUPDWLRQ
LQ�DQ\�RI�WKH�QHZO\�GHILQHG�ILHOGV�

!� 'DWDJUDPV�ZKRVH�YHUVLRQ�QXPEHUV�DUH�JUHDWHU�WKDQ���DUH�SURFHVVHG�
$OO�ILHOGV�WKDW�DUH���DUH�LJQRUHG�

$GGUHVV�IDPLO\�LGHQWLILHU

,QGLFDWHV�ZKDW�W\SH�RI�DGGUHVV�LV�VSHFLILHG�LQ�WKLV�SDUWLFXODU�HQWU\��7KLV�LV
XVHG�EHFDXVH�5,3�PD\�FDUU\�URXWLQJ�LQIRUPDWLRQ�IRU�VHYHUDO�GLIIHUHQW
SURWRFROV��7KH�DGGUHVV�IDPLO\�LGHQWLILHU�IRU�,3�LV���

:KHQ�DXWKHQWLFDWLRQ�LV�LQ�XVH��WKH�$GGUHVV�)DPLO\�,GHQWLILHU�ILHOG�ZLOO�EH�VHW
WR��[))))��WKH�5RXWH�7DJ�ILHOG�FRQWDLQV�WKH�DXWKHQWLFDWLRQ�W\SH�DQG�WKH
UHPDLQGHU�RI�WKH�PHVVDJH�FRQWDLQV�WKH�SDVVZRUG�

5RXWH�WDJ

$WWULEXWH�DVVLJQHG�WR�D�URXWH�ZKLFK�PXVW�EH�SUHVHUYHG�DQG�UHDGYHUWLVHG�ZLWK
D�URXWH��7KH�URXWH�WDJ�SURYLGHV�D�PHWKRG�RI�VHSDUDWLQJ�LQWHUQDO�5,3�URXWHV
�URXWHV�IRU�QHWZRUNV�ZLWKLQ�WKH�5,3�URXWLQJ�GRPDLQ��IURP�H[WHUQDO�5,3
URXWHV��ZKLFK�PD\�KDYH�EHHQ�LPSRUWHG�IURP�DQ�(*3�RU�DQRWKHU�,*3�

,3�DGGUHVV

7KH�,3�DGGUHVV�RI�WKH�GHVWLQDWLRQ�

6XEQHW�PDVN

9DOXH�DSSOLHG�WR�WKH�,3�DGGUHVV�WR�\LHOG�WKH�QRQ�KRVW�SRUWLRQ�RI�WKH�DGGUHVV�
,I�]HUR��WKHQ�QR�VXEQHW�PDVN�KDV�EHHQ�LQFOXGHG�IRU�WKLV�HQWU\�

1H[W�KRS

,PPHGLDWH�QH[W�KRS�,3�DGGUHVV�WR�ZKLFK�SDFNHWV�WR�WKH�GHVWLQDWLRQ�VSHFLILHG
E\�WKLV�URXWH�HQWU\�VKRXOG�EH�IRUZDUGHG�



�����½��7&3�,3�6XLWH

0HWULF

5HSUHVHQWV�WKH�WRWDO�FRVW�RI�JHWWLQJ�D�GDWDJUDP�IURP�WKH�KRVW�WR�WKDW
GHVWLQDWLRQ��7KLV�PHWULF�LV�WKH�VXP�RI�WKH�FRVWV�DVVRFLDWHG�ZLWK�WKH�QHWZRUNV
WKDW�ZRXOG�EH�WUDYHUVHG�LQ�JHWWLQJ�WR�WKH�GHVWLQDWLRQ�



5,3QJ�IRU�,3Y���¾�����

5,3QJ5,3QJ�IRU�,3Y��IRU�,3Y�

,(7)�5)&��������������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

5,3QJ�IRU�,3Y��LV�D�URXWLQJ�SURWRFRO�IRU�WKH�,3Y��,QWHUQHW��,W�LV�EDVHG�RQ
SURWRFROV�DQG�DOJRULWKPV�XVHG�H[WHQVLYHO\�LQ�WKH�,3Y��,QWHUQHW�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 32 bits

Command Version 0

Route table entry 1 (20 bytes)

.  .  .

Route table entry N (20 bytes)

5,3QJ�IRU�,3Y��KHDGHU�VWUXFWXUH

&RPPDQG&RPPDQG

7KH�SXUSRVH�RI�WKH�PHVVDJH��3RVVLEOH�FRPPDQGV�DUH�
5HTXHVW $�UHTXHVW�IRU�WKH�UHVSRQGLQJ�V\VWHP�WR�VHQG�DOO�RU�SDUW�RI�LWV

URXWLQJ�WDEOH
5HVSRQVH $�PHVVDJH�FRQWDLQLQJ�DOO�RU�SDUW�RI�WKH�VHQGHU·V�URXWLQJ�WDEOH�

9HUVLRQ9HUVLRQ

7KH�YHUVLRQ�RI�WKH�SURWRFRO��7KH�FXUUHQW�YHUVLRQ�LV�YHUVLRQ���

5RXWH�WDEOH�HQWU\5RXWH�WDEOH�HQWU\

(DFK�URXWH�WDEOH�HQWU\�FRQWDLQV�D�GHVWLQDWLRQ�SUHIL[��WKH�QXPEHU�RI
VLJQLILFDQW�ELWV�LQ�WKH�SUHIL[�DQG�WKH�FRVW�RI�UHDFKLQJ�WKDW�GHVWLQDWLRQ�



�����½��7&3�,3�6XLWH

56935693

,(7)�GUDIW�LHWI�UVYS�VSHF����W[W����������,(7)�GUDIW�LHWI�UVYS�PG�����W[W�������

5693�LV�D�5HVRXUFH�5H6HU9DWLRQ�VHWXS�3URWRFRO�GHVLJQHG�IRU�DQ�LQWHJUDWHG
VHUYLFHV�,QWHUQHW��,W�LV�XVHG�E\�D�KRVW�RQ�EHKDOI�RI�DQ�DSSOLFDWLRQ�GDWD�VWUHDP
WR�UHTXHVW�D�VSHFLILF�TXDOLW\�RI�VHUYLFH�IURP�WKH�QHWZRUN�IRU�SDUWLFXODU�GDWD
VWUHDPV�RU�IORZV��,W�LV�DOVR�XVHG�E\�URXWHUV�WR�GHOLYHU�4R6�FRQWURO�UHTXHVWV
WR�DOO�QRGHV�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

4 8 16 32 bits

Ver Flags Message type RSVP checksum

Send TTL (Reserved) RSVP length

5693�KHDGHU�VWUXFWXUH

9HUVLRQ9HUVLRQ

7KH�SURWRFRO�YHUVLRQ�QXPEHU��WKLV�LV�YHUVLRQ���

)ODJV)ODJV

1R�IODJ�ELWV�DUH�GHILQHG�\HW�

0HVVDJH�W\SH0HVVDJH�W\SH

3RVVLEOH�YDOXHV�DUH�
� 3DWK�
� 5HVY�
� 3DWK(UU�
� 5HVY(UU�
� 3DWK7HDU�
� 5HVY7HDU�
� 5HVY&RQI�

5693�FKHFNVXP5693�FKHFNVXP

7KH�FKHFNVXP�

6HQG�77/6HQG�77/

7KH�,3�77/�YDOXH�ZLWK�ZKLFK�WKH�PHVVDJH�ZDV�VHQW�



5693��¾�����

5693�OHQJWK

7KH�WRWDO�OHQJWK�RI�WKH�5693�PHVVDJH�LQ�E\WHV��LQFOXGLQJ�WKH�FRPPRQ
KHDGHU�DQG�WKH�YDULDEOH�OHQJWK�REMHFWV�WKDW�IROORZ�



�����½��7&3�,3�6XLWH

$+$+

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�,3�$XWKHQWLFDWLRQ�+HDGHU�VHHNV�WR�SURYLGH�VHFXULW\�E\�DGGLQJ
DXWKHQWLFDWLRQ�LQIRUPDWLRQ�WR�DQ�,3�GDWDJUDP��7KLV�DXWKHQWLFDWLRQ
LQIRUPDWLRQ�LV�FDOFXODWHG�XVLQJ�DOO�RI�WKH�ILHOGV�LQ�WKH�,3�GDWDJUDP��LQFOXGLQJ
QRW�RQO\�WKH�,3�+HDGHU�EXW�DOVR�RWKHU�KHDGHUV�DQG�WKH�XVHU�GDWD��ZKLFK�GR
QRW�FKDQJH�LQ�WUDQVLW��)LHOGV�RU�RSWLRQV�ZKLFK�QHHG�WR�FKDQJH�LQ�WUDQVLW��H�J��
KRS�FRXQW��WLPH�WR�OLYH��LGHQW��IUDJPHQW�RIIVHW�RU�URXWLQJ�SRLQWHU��DUH
FRQVLGHUHG�WR�EH�]HUR�IRU�WKH�FDOFXODWLRQ�RI�WKH�DXWKHQWLFDWLRQ�GDWD��7KLV
SURYLGHV�VLJQLILFDQWO\�PRUH�VHFXULW\�WKDQ�LV�FXUUHQWO\�SUHVHQW�LQ�,3Y��DQG
PLJKW�EH�VXIILFLHQW�IRU�WKH�QHHGV�RI�PDQ\�XVHUV��:KHQ�XVHG�ZLWK�,3Y���WKH
$XWKHQWLFDWLRQ�+HDGHU�QRUPDOO\�DSSHDUV�DIWHU�WKH�,3Y��+RS�E\�+RS
+HDGHU�DQG�EHIRUH�WKH�,3Y��'HVWLQDWLRQ�2SWLRQV��:KHQ�XVHG�ZLWK�,3Y���WKH
$XWKHQWLFDWLRQ�+HDGHU�QRUPDOO\�IROORZV�WKH�PDLQ�,3Y��KHDGHU�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 32 bits

Next header Length Reserved

SPI

Authentication data

$+�KHDGHU�VWUXFWXUH

1H[W�KHDGHU1H[W�KHDGHU

7KH�QH[W�SD\ORDG�DIWHU�WKH�DXWKHQWLFDWLRQ�SD\ORDG�

/HQJWK/HQJWK

7KH�OHQJWK�RI�WKH�DXWKHQWLFDWLRQ�GDWD�ILHOG�

5HVHUYHG5HVHUYHG

5HVHUYHG�IRU�IXWXUH�XVH��PXVW�EH�VHW�WR�]HUR�

6HFXULW\�SDUDPHWHUV�LQGH[��63,�6HFXULW\�SDUDPHWHUV�LQGH[��63,�

,GHQWLILHV�WKH�VHFXULW\�DVVRFLDWLRQ�IRU�WKLV�GDWDJUDP�



$+��¾�����

$XWKHQWLFDWLRQ�GDWD

9DULDEOH�QXPEHU�RI����ELW�ZRUGV�



�����½��7&3�,3�6XLWH

(63(63

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�,3�(QFDSVXODWLQJ�6HFXULW\�3D\ORDG��(63��VHHNV�WR�SURYLGH
FRQILGHQWLDOLW\�DQG�LQWHJULW\�E\�HQFU\SWLQJ�GDWD�WR�EH�SURWHFWHG�DQG�SODFLQJ
WKH�HQFU\SWHG�GDWD�LQ�WKH�GDWD�SRUWLRQ�RI�WKH�,3�(63��'HSHQGLQJ�RQ�WKH
XVHU
V�VHFXULW\�UHTXLUHPHQWV��WKLV�PHFKDQLVP�PD\�EH�XVHG�WR�HQFU\SW�HLWKHU�D
WUDQVSRUW�OD\HU�VHJPHQW��H�J���7&3��8'3��,&03��,*03��RU�DQ�HQWLUH�,3
GDWDJUDP��(QFDSVXODWLQJ�WKH�SURWHFWHG�GDWD�LV�QHFHVVDU\�WR�SURYLGH
FRQILGHQWLDOLW\�IRU�WKH�HQWLUH�RULJLQDO�GDWDJUDP�

(63�PD\�DSSHDU�DQ\ZKHUH�DIWHU�WKH�,3�KHDGHU�DQG�EHIRUH�WKH�ILQDO
WUDQVSRUW�OD\HU�SURWRFRO��7KH�,QWHUQHW�$VVLJQHG�1XPEHUV�$XWKRULW\�KDV
DVVLJQHG�3URWRFRO�1XPEHU����WR�(63��7KH�KHDGHU�LPPHGLDWHO\�SUHFHGLQJ�DQ
(63�KHDGHU�ZLOO�DOZD\V�FRQWDLQ�WKH�YDOXH����LQ�LWV�1H[W�+HDGHU��,3Y���RU
3URWRFRO��,3Y���ILHOG��(63�FRQVLVWV�RI�DQ�XQHQFU\SWHG�KHDGHU�IROORZHG�E\
HQFU\SWHG�GDWD��7KH�HQFU\SWHG�GDWD�LQFOXGHV�ERWK�WKH�SURWHFWHG�(63�KHDGHU
ILHOGV�DQG�WKH�SURWHFWHG�XVHU�GDWD��ZKLFK�LV�HLWKHU�DQ�HQWLUH�,3�GDWDJUDP�RU
DQ�XSSHU�OD\HU�SURWRFRO�IUDPH��H�J���7&3�RU�8'3��

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 32 bits

SPI

Opaque transform data

(63�KHDGHU�VWUXFWXUH

6HFXULW\�SDUDPHWHUV�LQGH[��63,�6HFXULW\�SDUDPHWHUV�LQGH[��63,�

$����ELW�SVHXGR�UDQGRP�YDOXH�LGHQWLI\LQJ�WKH�VHFXULW\�DVVRFLDWLRQ�IRU�WKLV
GDWDJUDP��,I�QR�VHFXULW\�DVVRFLDWLRQ�KDV�EHHQ�HVWDEOLVKHG��WKH�YDOXH�RI�WKH
63,�ILHOG�LV��[����������$Q�63,�LV�VLPLODU�WR�WKH�6$,'�XVHG�LQ�RWKHU�VHFXULW\
SURWRFROV��7KH�QDPH�KDV�EHHQ�FKDQJHG�EHFDXVH�WKH�VHPDQWLFV�XVHG�KHUH�DUH
QRW�H[DFWO\�WKH�VDPH�DV�WKRVH�XVHG�LQ�RWKHU�VHFXULW\�SURWRFROV�

2SDTXH�WUDQVIRUP�GDWD2SDTXH�WUDQVIRUP�GDWD

9DULDEOH�OHQJWK�GDWD�ILHOG�



%*3����¾�����

%*3��%*3��

,(7)�5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�%RUGHU�*DWHZD\�3URWRFRO��%*3��LV�DQ�LQWHU�$XWRQRPRXV�6\VWHP
URXWLQJ�SURWRFRO��7KH�SULPDU\�IXQFWLRQ�RI�D�%*3�VSHDNLQJ�V\VWHP�LV�WR
H[FKDQJH�QHWZRUN�UHDFKDELOLW\�LQIRUPDWLRQ�ZLWK�RWKHU�%*3�V\VWHPV��%*3��
SURYLGHV�D�QHZ�VHW�RI�PHFKDQLVPV�IRU�VXSSRUWLQJ�FODVVHV�LQWHUGRPDLQ
URXWLQJ�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Marker Length Type

16 2 1 bytes

%*3���KHDGHU�VWUXFWXUH

0DUNHU0DUNHU

$����E\WH�PHVVDJH�FRQWDLQLQJ�D�YDOXH�SUHGLFWDEOH�E\�WKH�UHFHLYHU�RI�WKH
PHVVDJH�

/HQJWK/HQJWK

7KH�OHQJWK�RI�WKH�PHVVDJH�LQFOXGLQJ�WKH�KHDGHU�

7\SH7\SH

7KH�PHVVDJH�W\SH��3RVVLEOH�PHVVDJHV�DUH�
2SHQ��8SGDWH��1RWLILFDWLRQ��.HHS$OLYH�



�����½��7&3�,3�6XLWH

(*3(*3

5)&�����KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF����KWPO

7KH�([WHULRU�*DWHZD\�3URWRFRO�(*3�H[LVWV�LQ�RUGHU�WR�FRQYH\�QHW�
UHDFKDELOLW\�LQIRUPDWLRQ�EHWZHHQ�QHLJKERULQJ�JDWHZD\V��SRVVLEO\�LQ�GLIIHUHQW
DXWRQRPRXV�V\VWHPV��7KH�SURWRFRO�LQFOXGHV�PHFKDQLVPV�WR�DFTXLUH
QHLJKERUV��PRQLWRU�QHLJKERU�UHDFKDELOLW\�DQG�H[FKDQJH�QHW�UHDFKDELOLW\
LQIRUPDWLRQ�LQ�WKH�IRUP�RI�8SGDWH�PHVVDJHV��7KH�SURWRFRO�LV�EDVHG�RQ
SHULRGLF�SROOLQJ�XVLQJ�+HOOR�,�+HDUG�<RX��,�+�8��PHVVDJH�H[FKDQJHV�WR
PRQLWRU�QHLJKERU�UHDFKDELOLW\�DQG�3ROO�FRPPDQGV�WR�VROLFLW�8SGDWH
UHVSRQVHV�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 32 bits

EGP version Type Code Status

Checksum Autonomous system number

Sequence number

(*3�KHDGHU�VWUXFWXUH

(*3�9HUVLRQ(*3�9HUVLRQ

7KH�YHUVLRQ�QXPEHU�

7\SH7\SH

,GHQWLILHV�WKH�PHVVDJH�W\SH��3RVVLEOH�W\SHV�DUH�DV�IROORZV�
� 8SGDWH�UHVSRQVH�LQGLFDWLRQ�
� 3ROO�FRPPDQG�
� 1HLJKERU�DFTXLVLWLRQ�PHVVDJH�
� 1HLJKERU�UHDFKDELOLW\�PHVVDJH�
� (UURU�UHVSRQVH�LQGLFDWLRQ�

&RGH&RGH

,GHQWLILHV�WKH�PHVVDJH�FRGH�

6WDWXV6WDWXV

&RQWDLQV�PHVVDJH�GHSHQGHQW�VWDWXV�LQIRUPDWLRQ�



(*3��¾�����

&KHFNVXP

7KH����ELW�RQH
V�FRPSOHPHQW�RI�WKH�RQH
V�FRPSOHPHQW�VXP�RI�WKH�(*3
PHVVDJH�VWDUWLQJ�ZLWK�WKH�(*3�YHUVLRQ�QXPEHU�ILHOG��:KHQ�FRPSXWLQJ�WKH
FKHFNVXP�WKH�FKHFNVXP�ILHOG�LWVHOI�VKRXOG�EH�]HUR�

$XWRQRPRXV�V\VWHP�QXPEHU

$VVLJQHG�QXPEHU�LGHQWLI\LQJ�WKH�SDUWLFXODU�DXWRQRPRXV�V\VWHP�

6HTXHQFH�QXPEHU

6HQG�VWDWH�YDULDEOH��FRPPDQGV��RU�UHFHLYH�VWDWH�YDULDEOH��UHVSRQVHV�DQG
LQGLFDWLRQV��



�����½��7&3�,3�6XLWH

(,*53(,*53

(QKDQFHG�,QWHULRU�*DWHZD\�5RXWLQJ�3URWRFRO��(,*53��LV�DQ�HQKDQFHG
YHUVLRQ�RI�,*53��,*53�LV�&LVFR
V�,QWHULRU�*DWHZD\�5RXWLQJ�3URWRFRO�XVHG
LQ�7&3�,3�DQG�26,�LQWHUQHWV��,W�LV�UHJDUGHG�DV�DQ�LQWHULRU�JDWHZD\�SURWRFRO
�,*3��EXW�KDV�DOVR�EHHQ�XVHG�H[WHQVLYHO\�DV�DQ�H[WHULRU�JDWHZD\�SURWRFRO�IRU
LQWHU�GRPDLQ�URXWLQJ��,*53�XVHV�GLVWDQFH�YHFWRU�URXWLQJ�WHFKQRORJ\��7KH
VDPH�GLVWDQFH�YHFWRU�WHFKQRORJ\�IRXQG�LQ�,*53�LV�DOVR�XVHG�LQ�(,*53��DQG
WKH�XQGHUO\LQJ�GLVWDQFH�LQIRUPDWLRQ�UHPDLQV�XQFKDQJHG��7KH�FRQYHUJHQFH
SURSHUWLHV�DQG�WKH�RSHUDWLQJ�HIILFLHQF\�RI�WKLV�SURWRFRO�KDYH�LPSURYHG
VLJQLILFDQWO\�

7KH�IRUPDW�RI�WKH�(,*53�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 32 bits

Version Opcode Checksum

Flags

Sequence number

Acknowledge number

Autonomous system number

Type Length

(,*53�KHDGHU�VWUXFWXUH

9HUVLRQ9HUVLRQ

7KH�YHUVLRQ�RI�WKH�SURWRFRO�

2SFRGH2SFRGH

� 8SGDWH�
� 5HVHUYHG�
� 4XHU\�
� +HOOR�
� ,3;�6$3�

7\SH7\SH

� (,*53�3DUDPHWHUV�
� 5HVHUYHG�
� 6HTXHQFH�
� 6RIWZDUH�YHUVLRQ�
� 1H[W�0XOWLFDVW�VHTXHQFH�



(,*53��¾�����

/HQJWK

/HQJWK�RI�WKH�IUDPH�



�����½��7&3�,3�6XLWH

*5(*5(

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�*HQHULF�5RXWLQJ�(QFDSVXODWLRQ��*5(��SURWRFRO�SURYLGHV�D�PHFKDQLVP
IRU�HQFDSVXODWLQJ�DUELWUDU\�SDFNHWV�ZLWKLQ�DQ�DUELWUDU\�WUDQVSRUW�SURWRFRO��,Q
WKH�PRVW�JHQHUDO�FDVH��D�V\VWHP�KDV�D�SDFNHW�WKDW�QHHGV�WR�EH�HQFDSVXODWHG
DQG�URXWHG��WKH�SD\ORDG�SDFNHW���7KH�SD\ORDG�LV�ILUVW�HQFDSVXODWHG�LQ�D�*5(
SDFNHW��ZKLFK�SRVVLEO\�DOVR�LQFOXGHV�D�URXWH��7KH�UHVXOWLQJ�*5(�SDFNHW�LV
WKHQ�HQFDSVXODWHG�LQ�VRPH�RWKHU�SURWRFRO�DQG�IRUZDUGHG��WKH�GHOLYHU\
SURWRFRO��

*5(�LV�DOVR�XVHG�ZLWK�,3��XVLQJ�,3�DV�WKH�GHOLYHU\�SURWRFRO�RU�WKH�SD\ORDG
SURWRFRO��7KH�*5(�KHDGHU�XVHG�LQ�3373�LV�HQKDQFHG�VOLJKWO\�IURP�WKDW
VSHFLILHG�LQ�WKH�FXUUHQW�*5(�SURWRFRO�VSHFLILFDWLRQ�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

16 32 bits

Flags Protocol type

Checksum (optional) Offset (optional)

Key (optional)

Sequence number (optional)

Routing (optional)

*5(�KHDGHU�VWUXFWXUH

)ODJV)ODJV
7KH�*5(�IODJV�DUH�HQFRGHG�LQ�WKH�ILUVW�WZR�RFWHWV��%LW���LV�WKH�PRVW
VLJQLILFDQW�ELW��ELW����LV�WKH�OHDVW�VLJQLILFDQW�ELW��)ODJV�DUH�DV�IROORZV�

&KHFNVXP�SUHVHQW��ELW�����:KHQ�VHW�WR����WKH�&KHFNVXP�ILHOG�LV�SUHVHQW�DQG
FRQWDLQV�YDOLG�LQIRUPDWLRQ�

5RXWLQJ�SUHVHQW��ELW�����:KHQ�VHW�WR����WKH�2IIVHW�DQG�5RXWLQJ�ILHOGV�DUH
SUHVHQW�DQG�FRQWDLQ�YDOLG�LQIRUPDWLRQ�

.H\�SUHVHQW��ELW�����:KHQ�VHW�WR����WKH�.H\�ILHOG�LV�SUHVHQW�LQ�WKH�*5(
KHDGHU�

6HTXHQFH�QXPEHU�SUHVHQW��ELW�����:KHQ�VHW�WR����WKH�6HTXHQFH�QXPEHU�ILHOG
LV�SUHVHQW�



*5(��¾�����

6WULFW�6RXUFH�5RXWH��ELW�����,W�LV�UHFRPPHQGHG�WKDW�WKLV�ELW�RQO\�EH�VHW�WR���LI
DOO�RI�WKH�5RXWLQJ�,QIRUPDWLRQ�FRQVLVWV�RI�6WULFW�6RXUFH�5RXWHV�

5HFXUVLRQ�&RQWURO��ELWV�������&RQWDLQV�D�WKUHH�ELW�XQVLJQHG�LQWHJHU�ZKLFK
FRQWDLQV�WKH�QXPEHU�RI�DGGLWLRQDO�HQFDSVXODWLRQV�ZKLFK�DUH�SHUPLVVLEOH�

9HUVLRQ�1XPEHU��ELWV���������&RQWDLQV�WKH�YDOXH���

3URWRFRO�W\SH

&RQWDLQV�WKH�SURWRFRO�W\SH�RI�WKH�SD\ORDG�SDFNHW��,Q�JHQHUDO��WKH�YDOXH�ZLOO
EH�WKH�(WKHUQHW�SURWRFRO�W\SH�ILHOG�IRU�WKH�SDFNHW�

2IIVHW

,QGLFDWHV�WKH�RFWHW�RIIVHW�IURP�WKH�VWDUW�RI�WKH�5RXWLQJ�ILHOG�WR�WKH�ILUVW�RFWHW
RI�WKH�DFWLYH�6RXUFH�5RXWH�(QWU\�WR�EH�H[DPLQHG�

&KHFNVXP

&RQWDLQV�WKH�,3��RQH·V�FRPSOHPHQW��FKHFNVXP�RI�WKH�*5(�KHDGHU�DQG�WKH
SD\ORDG�SDFNHW�

.H\

&RQWDLQV�D�IRXU�RFWHW�QXPEHU�ZKLFK�ZDV�LQVHUWHG�E\�WKH�HQFDSVXODWRU��,W
PD\�EH�XVHG�E\�WKH�UHFHLYHU�WR�DXWKHQWLFDWH�WKH�VRXUFH�RI�WKH�SDFNHW�

6HTXHQFH�QXPEHU

&RQWDLQV�DQ�XQVLJQHG����ELW�LQWHJHU�ZKLFK�LV�LQVHUWHG�E\�WKH�HQFDSVXODWRU��,W
PD\�EH�XVHG�E\�WKH�UHFHLYHU�WR�HVWDEOLVK�WKH�RUGHU�LQ�ZKLFK�SDFNHWV�KDYH
EHHQ�WUDQVPLWWHG�IURP�WKH�HQFDSVXODWRU�WR�WKH�UHFHLYHU�

5RXWLQJ

&RQWDLQV�GDWD�ZKLFK�PD\�EH�XVHG�LQ�URXWLQJ�WKLV�SDFNHW�

7KH�IRUPDW�RI�WKH�HQKDQFHG�*5(�KHDGHU�LV�DV�IROORZV�

16 32 bits

Flags Protocol type

Key (HW) Payload length

Key (LW) Call ID

Sequence number (optional)

Acknowledgement number (optional)

*5(�KHDGHU�VWUXFWXUH



�����½��7&3�,3�6XLWH

)ODJV

)ODJV�DUH�GHILQHG�DV�IROORZV�
&��ELW�����&KHFNVXP�3UHVHQW�
5��ELW�����5RXWLQJ�3UHVHQW�
.��ELW�����.H\�3UHVHQW�
6��ELW�����6HTXHQFH�1XPEHU�3UHVHQW�
V��ELW�����6WULFW�VRXUFH�URXWH�SUHVHQW�
5HFXU��ELWV�������5HFXUVLRQ�FRQWURO�
$��ELW�����$FNQRZOHGJPHQW�VHTXHQFH�QXPEHU�SUHVHQW�
)ODJV��ELWV��������0XVW�EH�VHW�WR�]HUR�
9HU��ELWV���������0XVW�FRQWDLQ����HQKDQFHG�*5(��

3URWRFRO�W\SH

6HW�WR�KH[����%�

.H\

8VH�RI�WKH�.H\�ILHOG�LV�XS�WR�WKH�LPSOHPHQWDWLRQ�

6HTXHQFH�QXPEHU

&RQWDLQV�WKH�VHTXHQFH�QXPEHU�RI�WKH�SD\ORDG�

$FNQRZOHGJPHQW�QXPEHU

&RQWDLQV�WKH�VHTXHQFH�QXPEHU�RI�WKH�KLJKHVW�QXPEHUHG�*5(�SDFNHW
UHFHLYHG�E\�WKH�VHQGLQJ�SHHU�IRU�WKLV�XVHU�VHVVLRQ�



+653��¾�����

+653+653

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�&LVFR�+RW�6WDQGE\�5RXWHU�3URWRFRO��+653��SURYLGHV�D�PHFKDQLVP
ZKLFK�LV�GHVLJQHG�WR�VXSSRUW�QRQ�GLVUXSWLYH�IDLORYHU�RI�,3�WUDIILF�LQ�FHUWDLQ
FLUFXPVWDQFHV��,Q�SDUWLFXODU��WKH�SURWRFRO�SURWHFWV�DJDLQVW�WKH�IDLOXUH�RI�WKH
ILUVW�KRS�URXWHU�ZKHQ�WKH�VRXUFH�KRVW�FDQQRW�OHDUQ�WKH�,3�DGGUHVV�RI�WKH�ILUVW
KRS�URXWHU�G\QDPLFDOO\��7KH�SURWRFRO�LV�GHVLJQHG�IRU�XVH�RYHU�PXOWL�DFFHVV�
PXOWLFDVW��RU�EURDGFDVW�FDSDEOH�/$1V��H�J���(WKHUQHW���$�ODUJH�FODVV�RI�OHJDF\
KRVW�LPSOHPHQWDWLRQV�WKDW�GR�QRW�VXSSRUW�G\QDPLF�GLVFRYHU\�DUH�FDSDEOH�RI
FRQILJXULQJ�D�GHIDXOW�URXWHU��+653�SURYLGHV�IDLORYHU�VHUYLFHV�WR�WKRVH�KRVWV�

+653�UXQV�RQ�WRS�RI�8'3��DQG�XVHV�SRUW�QXPEHU�������3DFNHWV�DUH�VHQW�WR
PXOWLFDVW�DGGUHVV�����������ZLWK�77/����5RXWHUV�XVH�WKHLU�DFWXDO�,3�DGGUHVV
DV�WKH�VRXUFH�DGGUHVV�IRU�SURWRFRO�SDFNHWV��QRW�WKH�YLUWXDO�,3�DGGUHVV��7KLV�LV
QHFHVVDU\�VR�WKDW�WKH�+653�URXWHUV�FDQ�LGHQWLI\�HDFK�RWKHU�

7KH�IRUPDW�RI�WKH�GDWD�SRUWLRQ�RI�WKH�8'3�GDWDJUDP�LV�VKRZQ�LQ�WKH
IROORZLQJ�LOOXVWUDWLRQ�

8 16 32 bits

Version OpCode State Hellotime

Holdtime Priority Group Reserved

Authentication data

Virtual IP address

+653�KHDGHU�VWUXFWXUH

9HUVLRQ9HUVLRQ

+653�YHUVLRQ�QXPEHU����IRU�WKLV�YHUVLRQ�

2S&RGH2S&RGH

7\SH�RI�PHVVDJH�FRQWDLQHG�LQ�WKH�SDFNHW��3RVVLEOH�YDOXHV�DUH�
� +HOOR��VHQW�WR�LQGLFDWH�WKDW�D�URXWHU�LV�UXQQLQJ�DQG�LV�FDSDEOH�RI

EHFRPLQJ�WKH�DFWLYH�RU�VWDQGE\�URXWHU�
� &RXS��VHQW�ZKHQ�D�URXWHU�ZLVKHV�WR�EHFRPH�WKH�DFWLYH�URXWHU�
� 5HVLJQ��VHQW�ZKHQ�D�URXWHU�QR�ORQJHU�ZLVKHV�WR�EH�WKH�DFWLYH�URXWHU�



�����½��7&3�,3�6XLWH

6WDWH

,QWHUQDOO\��HDFK�URXWHU�LQ�WKH�VWDQGE\�JURXS�LPSOHPHQWV�D�VWDWH�PDFKLQH�
7KH�6WDWH�ILHOG�GHVFULEHV�WKH�FXUUHQW�VWDWH�RI�WKH�URXWHU�VHQGLQJ�WKH�PHVVDJH�
3RVVLEOH�YDOXHV�DUH�
� ,QLWLDO
� /HDUQ
� /LVWHQ
� 6SHDN
� 6WDQGE\
�� $FWLYH

+HOORWLPH

$SSUR[LPDWH�SHULRG�EHWZHHQ�WKH�+HOOR�PHVVDJHV�WKDW�WKH�URXWHU�VHQGV��IRU
+HOOR�PHVVDJHV�RQO\���7KH�WLPH�LV�JLYHQ�LQ�VHFRQGV��,I�WKH�+HOORWLPH�LV�QRW
FRQILJXUHG�RQ�D�URXWHU��WKHQ�LW�PD\�EH�OHDUQHG�IURP�WKH�+HOOR�PHVVDJH�IURP
WKH�DFWLYH�URXWHU��7KH�+HOORWLPH�VKRXOG�RQO\�EH�OHDUQHG�LI�QR�+HOORWLPH�LV
FRQILJXUHG�DQG�WKH�+HOOR�PHVVDJH�LV�DXWKHQWLFDWHG��$�URXWHU�WKDW�VHQGV�D
+HOOR�PHVVDJH�PXVW�LQVHUW�WKH�+HOORWLPH�WKDW�LW�LV�XVLQJ�LQ�WKH�+HOORWLPH
ILHOG�LQ�WKH�+HOOR�PHVVDJH��,I�WKH�+HOORWLPH�LV�QRW�OHDUQHG�IURP�D�+HOOR
PHVVDJH�IURP�WKH�DFWLYH�URXWHU�DQG�LW�LV�QRW�PDQXDOO\�FRQILJXUHG��D�GHIDXOW
YDOXH�RI���VHFRQGV�LV�UHFRPPHQGHG�

+ROGWLPH

7KH�DPRXQW�RI�WLPH��LQ�VHFRQGV��WKDW�WKH�FXUUHQW�+HOOR�PHVVDJH�VKRXOG�EH
FRQVLGHUHG�YDOLG���)RU�+HOOR�PHVVDJHV�RQO\��

3ULRULW\

8VHG�WR�HOHFW�WKH�DFWLYH�DQG�VWDQGE\�URXWHUV��:KHQ�FRPSDULQJ�SULRULWLHV�RI
WZR�GLIIHUHQW�URXWHUV��WKH�URXWHU�ZLWK�WKH�QXPHULFDOO\�KLJKHU�SULRULW\�ZLQV��,Q
WKH�FDVH�RI�URXWHUV�ZLWK�HTXDO�SULRULW\�WKH�URXWHU�ZLWK�WKH�KLJKHU�,3�DGGUHVV
ZLQV�

*URXS

,GHQWLILHV�WKH�VWDQGE\�JURXS��)RU�7RNHQ�5LQJ��YDOXHV�EHWZHHQ���DQG��
LQFOXVLYH�DUH�YDOLG��)RU�RWKHU�PHGLD��YDOXHV�EHWZHHQ���DQG�����LQFOXVLYH�DUH
YDOLG�

$XWKHQWLFDWLRQ�GDWH

&OHDU�WH[W���FKDUDFWHU�UHXVHG�SDVVZRUG��,I�QR�DXWKHQWLFDWLRQ�GDWD�LV
FRQILJXUHG��WKH�UHFRPPHQGHG�GHIDXOW�YDOXH�LV��[����[����[����[����[�)
�[����[����[���



+653��¾�����

9LUWXDO�,3�$GGUHVV

9LUWXDO�,3�DGGUHVV�XVHG�E\�WKLV�JURXS��,I�WKH�YLUWXDO�,3�DGGUHVV�LV�QRW
FRQILJXUHG�RQ�D�URXWHU��WKHQ�LW�PD\�EH�OHDUQHG�IURP�WKH�+HOOR�PHVVDJH�IURP
WKH�DFWLYH�URXWHU��$Q�DGGUHVV�VKRXOG�RQO\�EH�OHDUQHG�LI�QR�DGGUHVV�ZDV
FRQILJXUHG�DQG�WKH�+HOOR�PHVVDJH�LV�DXWKHQWLFDWHG�



�����½��7&3�,3�6XLWH

,*53,*53

7KH�,QWHULRU�*DWHZD\�5RXWLQJ�3URWRFRO��,*53��ZDV�GHYHORSHG�E\�WKH�&LVFR
FRPSDQ\��,W�LV�XVHG�WR�WUDQVIHU�URXWLQJ�LQIRUPDWLRQ�EHWZHHQ�URXWHUV�

,*53�LV�VHQW�XVLQJ�,3�GDWDJUDPV�ZLWK�,3����,*3���7KH�SDFNHW�EHJLQV�ZLWK�D
KHDGHU�ZKLFK�VWDUWV�LPPHGLDWHO\�DIWHU�WKH�,3�KHDGHU�

Octets

Version 1

Opcode 1

Edition 1

ASystem 1

Ninterior 1

Nsystem 1

Nexterior 1

Checksum 1

,*53�KHDGHU�VWUXFWXUH

9HUVLRQ9HUVLRQ

3URWRFRO�YHUVLRQ�QXPEHU��FXUUHQWO\����

2SFRGH2SFRGH

2SHUDWLRQ�FRGH�LQGLFDWLQJ�WKH�PHVVDJH�W\SH�
� 8SGDWH�
� 5HTXHVW�

(GLWLRQ(GLWLRQ

6HULDO�QXPEHU�ZKLFK�LV�LQFUHPHQWHG�ZKHQHYHU�WKHUH�LV�D�FKDQJH�LQ�WKH
URXWLQJ�WDEOH��7KH�HGLWLRQ�QXPEHU�DOORZV�JDWHZD\V�WR�DYRLG�SURFHVVLQJ
XSGDWHV�FRQWDLQLQJ�LQIRUPDWLRQ�WKDW�WKH\�KDYH�DOUHDG\�VHHQ�

$6\VWHP$6\VWHP

$XWRQRPRXV�V\VWHP�QXPEHU��$�JDWHZD\�FDQ�SDUWLFLSDWH�LQ�PRUH�WKDQ�RQH
DXWRQRPRXV�V\VWHP�ZKHUH�HDFK�V\VWHP�UXQV�LWV�RZQ�,*53��)RU�HDFK
DXWRQRPRXV�V\VWHP��WKHUH�DUH�FRPSOHWHO\�VHSDUDWH�URXWLQJ�WDEOHV��7KLV�ILHOG
DOORZV�WKH�JDWHZD\�WR�VHOHFW�ZKLFK�VHW�RI�URXWLQJ�WDEOHV�WR�XVH�



,*53��¾�����

1LQWHULRU��1V\VWHP��1H[WHULRU
,QGLFDWH�WKH�QXPEHU�RI�HQWULHV�LQ�HDFK�RI�WKHVH�WKUHH�VHFWLRQV�RI�XSGDWH
PHVVDJHV��7KH�ILUVW�HQWULHV��1LQWHULRU��DUH�WDNHQ�WR�EH�LQWHULRU��WKH�QH[W
HQWULHV��1V\VWHP��DV�EHLQJ�V\VWHP��DQG�WKH�ILQDO�HQWULHV��1H[WHULRU��DV
H[WHULRU�

&KHFNVXP
,3�FKHFNVXP�ZKLFK�LV�FRPSXWHG�XVLQJ�WKH�VDPH�FKHFNVXP�DOJRULWKP�DV�D
8'3�FKHFNVXP��7KH�FKHFNVXP�LV�FRPSXWHG�RQ�WKH�,*53�KHDGHU�DQG�DQ\
URXWLQJ�LQIRUPDWLRQ�WKDW�IROORZV�LW��7KH�FKHFNVXP�ILHOG�LV�VHW�WR�]HUR�ZKHQ
FRPSXWLQJ�WKH�FKHFNVXP��7KH�FKHFNVXP�GRHV�QRW�LQFOXGH�WKH�,3�KHDGHU�DQG
WKHUH�LV�QR�YLUWXDO�KHDGHU�DV�LQ�8'3�DQG�7&3�

$Q�,*53�UHTXHVW�DVNV�WKH�UHFLSLHQW�WR�VHQG�LWV�URXWLQJ�WDEOH��7KH�UHTXHVW
PHVVDJH�KDV�RQO\�D�KHDGHU��2QO\�WKH�9HUVLRQ��2SFRGH�DQG�$6\VWHP�ILHOGV
DUH�XVHG��DOO�RWKHU�ILHOGV�DUH�]HUR�

$Q�,*53�XSGDWH�PHVVDJH�FRQWDLQV�D�KHDGHU��LPPHGLDWHO\�IROORZHG�E\
URXWLQJ�HQWULHV��$V�PDQ\�URXWLQJ�HQWULHV�DV�SRVVLEOH�DUH�LQFOXGHG�WR�ILW�LQWR�D
�����E\WH�GDWDJUDP��LQFOXGLQJ�WKH�,3�KHDGHU���:LWK�FXUUHQW�VWUXFWXUH
GHFODUDWLRQV��WKLV�DOORZV�XS�WR�����HQWULHV��,I�PRUH�HQWULHV�DUH�QHHGHG��VHYHUDO
XSGDWH�PHVVDJHV�DUH�VHQW�



�����½��7&3�,3�6XLWH

1$531$53

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�1%0$�$GGUHVV�5HVROXWLRQ�3URWRFRO��1$53��DOORZV�D�VRXUFH�WHUPLQDO
�D�KRVW�RU�URXWHU���ZLVKLQJ�WR�FRPPXQLFDWH�RYHU�D�1RQ�%URDGFDVW��0XOWL�
$FFHVV�OLQN�OD\HU��1%0$��QHWZRUN��WR�ILQG�RXW�WKH�1%0$�DGGUHVVHV�RI�D
GHVWLQDWLRQ�WHUPLQDO�LI�WKH�GHVWLQDWLRQ�WHUPLQDO�LV�FRQQHFWHG�WR�WKH�VDPH
1%0$�QHWZRUN�DV�WKH�VRXUFH�

7KH�JHQHUDO�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ��7KH
FRQILJXUDWLRQ�YDULHV�DFFRUGLQJ�WR�WKH�YDOXH�RI�WKH�W\SH�ILHOG�WR�UHTXHVW�W\SH
DQG�UHSO\�W\SH�

8 16 32 bits

Version Hop count Checksum

Type Code Unused

Destination IP address

Source IP address

NBMA length NBMA address (variable length)

1$53�KHDGHU�VWUXFWXUH

9HUVLRQ9HUVLRQ

7KH�1$53�YHUVLRQ�QXPEHU��&XUUHQWO\�WKLV�YDOXH�LV���

+RS�FRXQW+RS�FRXQW

,QGLFDWHV�WKH�PD[LPXP�QXPEHU�RI�1$6V�WKDW�D�UHTXHVW�RU�UHSO\�LV�DOORZHG
WR�WUDYHUVH�EHIRUH�EHLQJ�GLVFDUGHG�

&KHFNVXP&KHFNVXP

7KH�VWDQGDUG�,3�FKHFNVXP�RYHU�WKH�HQWLUH�1$53�SDFNHW��VWDUWLQJ�ZLWK�WKH
IL[HG�KHDGHU��

7\SH7\SH

7KH�1$53�SDFNHW�W\SH��7KH�1$53�5HTXHVW�KDV�D�7\SH�FRGH����1$53
5HSO\�KDV�D�7\SH�FRGH���



1$53��¾�����

&RGH

$�UHVSRQVH�WR�DQ�1$53�UHTXHVW�PD\�FRQWDLQ�FDFKHG�LQIRUPDWLRQ��,I�DQ
DXWKRULWDWLYH�DQVZHU�LV�GHVLUHG��WKHQ�FRGH����1$53�5HTXHVW�IRU
$XWKRULWDWLYH�,QIRUPDWLRQ��VKRXOG�EH�XVHG��2WKHUZLVH��D�FRGH�YDOXH�RI��
�1$53�5HTXHVW��VKRXOG�EH�XVHG��1$53�UHSOLHV�PD\�EH�SRVLWLYH�RU�QHJDWLYH�
$�3RVLWLYH��1RQ��DXWKRULWDWLYH�5HSO\�FDUULHV�D�FRGH�RI����ZKLOH�D�3RVLWLYH�
$XWKRULWDWLYH�5HSO\�FDUULHV�D�FRGH�RI����$�1HJDWLYH��1RQ��DXWKRULWDWLYH
5HSO\�FDUULHV�D�FRGH�RI���DQG�D�1HJDWLYH��$XWKRULWDWLYH�UHSO\�FDUULHV�D�FRGH
RI���

6RXUFH�DQG�GHVWLQDWLRQ�,3�DGGUHVVHV

5HVSHFWLYHO\��WKHVH�DUH�WKH�,3�DGGUHVVHV�RI�WKH�1$53�UHTXHVWRU�DQG�WKH
WDUJHW�WHUPLQDO�IRU�ZKLFK�WKH�1%0$�DGGUHVV�LV�GHVLUHG�

1%0$�OHQJWK�DQG�1%0$�DGGUHVV

7KH�1%0$�OHQJWK�ILHOG�LV�WKH�OHQJWK�RI�WKH�1%0$�DGGUHVV�RI�WKH�VRXUFH
WHUPLQDO�LQ�ELWV��7KH�1%0$�DGGUHVV�LWVHOI�LV�]HUR�ILOOHG�WR�WKH�QHDUHVW����ELW
ERXQGDU\�



�����½��7&3�,3�6XLWH

1+531+53

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
GUDIW�KWWS���LQIR�LQWHUQHW�LVL�HGX����LQ�GUDIWV�ILOHV�GUDIW�LHWI�UROF�QKUS����W[W

7KH�1%0$�1H[W�+RS�5HVROXWLRQ�3URWRFRO��1+53��DOORZV�D�VRXUFH�VWDWLRQ
�D�KRVW�RU�URXWHU���ZLVKLQJ�WR�FRPPXQLFDWH�RYHU�D�1RQ�%URDGFDVW��0XOWL�
$FFHVV��1%0$��VXEQHWZRUN��WR�GHWHUPLQH�WKH�LQWHUQHWZRUNLQJ�OD\HU
DGGUHVVHV�DQG�1%0$�DGGUHVVHV�RI�VXLWDEOH�1%0$�QH[W�KRSV�WRZDUG�D
GHVWLQDWLRQ�VWDWLRQ�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 24 32 bits

ar$afn ar$pro.type

ar$pro.snap

ar$pro.snap ar$hopcnt ar$pkstz

ar$chksum ar$extoff

ar$op.version ar$op.type ar$shtl ar$sstl

1+53�KHDGHU�VWUXFWXUH

DU�DIQDU�DIQ
'HILQHV�WKH�W\SH�RI�OLQN�OD\HU�DGGUHVV�EHLQJ�FDUULHG�

DU�SUR�W\SHDU�SUR�W\SH
7KLV�ILHOG�LV�D����ELW�XQVLJQHG�LQWHJHU�

DU�SUR�VQDSDU�SUR�VQDS
:KHQ�DU�SUR�W\SH�KDV�D�YDOXH�RI��[������D�VQDS�HQFRGHG�H[WHQVLRQ�LV�EHLQJ
XVHG�WR�HQFRGH�WKH�SURWRFRO�W\SH��7KLV�VQDS�H[WHQVLRQ�LV�SODFHG�LQ�WKH
DU�SUR�VQDS�ILHOG��RWKHUZLVH�WKLV�ILHOG�VKRXOG�EH�VHW�WR���

DU�KRSFQWDU�KRSFQW
7KH�KRS�FRXQW��7KLV�LQGLFDWHV�WKH�PD[LPXP�QXPEHU�RI�1+6V�WKDW�DQ
1+53�SDFNHW�LV�DOORZHG�WR�WUDYHUVH�EHIRUH�EHLQJ�GLVFDUGHG�

DU�SNWV]DU�SNWV]
7KH�WRWDO�OHQJWK�RI�WKH�1+53�SDFNHW�LQ�RFWHWV�



1+53��¾�����

DU�FKNVXP
7KH�VWDQGDUG�,3�FKHFNVXP�RYHU�WKH�HQWLUH�1+53�SDFNHW�

DU�H[WRII
7KLV�ILHOG�LGHQWLILHV�WKH�H[LVWHQFH�DQG�ORFDWLRQ�RI�1+53�H[WHQVLRQV�

DU�RS�YHUVLRQ
7KLV�ILHOG�LQGLFDWHV�ZKDW�YHUVLRQ�RI�JHQHULF�DGGUHVV�PDSSLQJ�DQG
PDQDJHPHQW�SURWRFRO�LV�UHSUHVHQWHG�E\�WKLV�PHVVDJH�

DU�RS�W\SH
,I�WKH�DU�RS�YHUVLRQ�LV���WKHQ�WKLV�ILHOG�UHSUHVHQWV�WKH�1+53�SDFNHW�W\SH�
3RVVLEOH�YDOXHV�IRU�SDFNHW�W\SHV�DUH�
� 1+53�5HVROXWLRQ�5HTXHVW�
� 1+53�5HVROXWLRQ�5HSO\�
� 1+53�5HJLVWUDWLRQ�5HTXHVW�
� 1+53�5HJLVWUDWLRQ�5HSO\�
� 1+53�3XUJH�5HTXHVW�
� 1+53�3XUJH�5HSO\�
� 1+53�(UURU�,QGLFDWLRQ�

DU�VKWO
7KH�W\SH�DQG�OHQJWK�RI�WKH�VRXUFH�1%0$�DGGUHVV�LQWHUSUHWHG�LQ�WKH�FRQWH[W
RI�WKH�DGGUHVV�IDPLO\�QXPEHU�

DU�VVWO
7KH�W\SH�DQG�OHQJWK�RI�WKH�VRXUFH�1%0$�VXEDGGUHVV�LQWHUSUHWHG�LQ�WKH
FRQWH[W�RI�WKH�´DGGUHVV�IDPLO\�QXPEHUµ�



�����½��7&3�,3�6XLWH

263)263)

5)&�����KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

263)��2SHQ�6KRUWHVW�3DWK�)LUVW��SURWRFRO�LV�D�OLQN�VWDWH�URXWLQJ�SURWRFRO
XVHG�IRU�URXWLQJ�,3��,W�LV�DQ�LQWHULRU�JDWHZD\�SURWRFRO�ZKLFK�LV�XVHG�IRU
URXWLQJ�ZLWKLQ�D�JURXS�RI�URXWHUV��,W�XVHV�OLQN�VWDWH�WHFKQRORJ\�LQ�ZKLFK
URXWHUV�VHQG�HDFK�RWKHU�LQIRUPDWLRQ�DERXW�WKH�GLUHFW�FRQQHFWLRQV�DQG�OLQNV
ZKLFK�WKH\�KDYH�WR�RWKHU�URXWHUV�

7KH�263)�KHDGHU�VWUXFWXUH�LV�VKRZQ�LQ�WKH�LOOXVWUDWLRQ�EHORZ�

8 16 32 bits

Version No. Packet Type Packet length

Router ID

Area ID

Checksum AU type

Authentication

263)�KHDGHU�VWUXFWXUH

9HUVLRQ�QXPEHU9HUVLRQ�QXPEHU

3URWRFRO�YHUVLRQ�QXPEHU��FXUUHQWO\����

3DFNHW�W\SH3DFNHW�W\SH

9DOLG�W\SHV�DUH�DV�IROORZV�
� +HOOR
� 'DWDEDVH�'HVFULSWLRQ
� /LQN�6WDWH�5HTXHVW
� /LQN�6WDWH�8SGDWH
� /LQN�6WDWH�$FNQRZOHGJPHQW�

3DFNHW�OHQJWK3DFNHW�OHQJWK

7KH�OHQJWK�RI�WKH�SURWRFRO�SDFNHW�LQ�E\WHV��7KLV�OHQJWK�LQFOXGHV�WKH�VWDQGDUG
263)�KHDGHU�

5RXWHU�,'5RXWHU�,'

7KH�URXWHU�,'�RI�WKH�SDFNHW·V�VRXUFH��,Q�263)��WKH�VRXUFH�DQG�GHVWLQDWLRQ
RI�D�URXWLQJ�SURWRFRO�SDFNHW�DUH�WKH�WZR�HQGV�RI�DQ��SRWHQWLDO��DGMDFHQF\�



263)��¾�����

$UHD�,'

$����ELW�QXPEHU�LGHQWLI\LQJ�WKH�DUHD�WKDW�WKLV�SDFNHW�EHORQJV�WR��$OO�263)
SDFNHWV�DUH�DVVRFLDWHG�ZLWK�D�VLQJOH�DUHD��0RVW�WUDYHO�D�VLQJOH�KRS�RQO\�
3DFNHWV�WUDYHOLQJ�RYHU�D�YLUWXDO�OLQN�DUH�ODEHOHG�ZLWK�WKH�EDFN�ERQH�DUHD�,'
RI���������

&KHFNVXP

7KH�VWDQGDUG�,3�FKHFNVXP�RI�WKH�HQWLUH�FRQWHQWV�RI�WKH�SDFNHW��VWDUWLQJ�ZLWK
WKH�263)�SDFNHW�KHDGHU��EXW�H[FOXGLQJ�WKH����ELW�DXWKHQWLFDWLRQ�ILHOG��7KLV
FKHFNVXP�LV�FDOFXODWHG�DV�WKH����ELW�RQH·V�FRPSOHPHQW�RI�WKH�RQH·V
FRPSOHPHQW�VXP�RI�DOO�WKH����ELW�ZRUGV�LQ�WKH�SDFNHW��H[FHSW�IRU�WKH
DXWKHQWLFDWLRQ�ILHOG��,I�WKH�SDFNHW�OHQJWK�LV�QRW�DQ�LQWHJUDO�QXPEHU�RI����ELW
ZRUGV��WKH�SDFNHW�LV�SDGGHG�ZLWK�D�E\WH�RI�]HUR�EHIRUH�FKHFNVXPPLQJ�

$8�W\SH

,GHQWLILHV�WKH�DXWKHQWLFDWLRQ�VFKHPH�WR�EH�XVHG�IRU�WKH�SDFNHW�

$XWKHQWLFDWLRQ

$����ELW�ILHOG�IRU�XVH�E\�WKH�DXWKHQWLFDWLRQ�VFKHPH�



�����½��7&3�,3�6XLWH

0RELOH�,30RELOH�,3

5)&�������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
5)&�������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
5)&�������KWWS���ZZZ�LVL�HGX�LQ�QRWHV�UIF�����W[W

7KH�0RELOH�,3�SURWRFRO�HQDEOHV�QRGHV�WR�PRYH�IURP�RQH�,3�VXEQHW�WR
DQRWKHU��(DFK�PRELOH�QRGH�LV�DOZD\V�LGHQWLILHG�E\�LWV�KRPH�DGGUHVV�
UHJDUGOHVV�RI�LWV�FXUUHQW�SRLQW�RI�DWWDFKPHQW�WR�WKH�,QWHUQHW��:KLOH�VLWXDWHG
DZD\�IURP�LWV�KRPH��D�PRELOH�QRGH�LV�DOVR�DVVRFLDWHG�ZLWK�D�FDUH�RI�DGGUHVV�
ZKLFK�SURYLGHV�LQIRUPDWLRQ�DERXW�LWV�FXUUHQW�SRLQW�RI�DWWDFKPHQW�WR�WKH
,QWHUQHW��7KH�SURWRFRO�DOORZV�UHJLVWUDWLRQ�RI�WKH�FDUH�RI�DGGUHVV�ZLWK�D�KRPH
DJHQW��7KH�KRPH�DJHQW�VHQGV�GDWDJUDPV�GHVWLQHG�IRU�WKH�PRELOH�QRGH
WKURXJK�D�WXQQHO�WR�WKH�FDUH�RI�DGGUHVV��$IWHU�DUULYLQJ�DW�WKH�HQG�RI�WKH
WXQQHO��HDFK�GDWDJUDP�LV�WKHQ�GHOLYHUHG�WR�WKH�PRELOH�QRGH��,W�FDQ�EH�XVHG
IRU�PRELOLW\�DFURVV�ERWK�KRPRJHQHRXV�DQG�KHWHURJHQHRXV�PHGLD��0RELOH�,3
GHILQHV�D�VHW�RI�QHZ�FRQWURO�PHVVDJHV��VHQW�ZLWK�8'3��5HJLVWUDWLRQ�5HTXHVW
DQG�5HJLVWUDWLRQ�5HSO\�

7KH�,3�SDFNHW�FRQVLVWV�RI�WKH�,3�VRXUFH�DQG�GHVWLQDWLRQ�DGGUHVVHV��IROORZHG
E\�WKH�8'3�VRXUFH�DQG�GHVWLQDWLRQ�SRUWV��IROORZHG�E\�WKH�0RELOH�,3�ILHOGV�
0RELOH�,3�SDFNHWV�FDQ�EH�HLWKHU�UHJLVWUDWLRQ�UHTXHVW�RU�UHJLVWUDWLRQ�UHSO\�

7KH�IRUPDW�RI�WKH�0RELOH�,3�UHJLVWUDWLRQ�UHTXHVW�PHVVDJH�LV�VKRZQ�LQ�WKH
IROORZLQJ�LOOXVWUDWLRQ�

8 9 10 11 12 13 14 15 16 Octet

Type S B D M G V T Rsv 2

Lifetime 4

Home address 8

Home agent 12

Care of address 16

Identification 20

Extensions …

0RELOH�,3�UHJLVWUDWLRQ�UHTXHVW�PHVVDJH�VWUXFWXUH

7\SH7\SH

��VLJQLILHV�D�UHJLVWUDWLRQ�UHTXHVW�



0RELOH�,3��¾�����

6

6LPXOWDQHRXV�ELQGLQJV��:KHQ�VHW��WKH�PRELOH�QRGH�LV�UHTXHVWLQJ�WKDW�WKH
KRPH�DJHQW�UHWDLQ�LWV�SULRU�PRELOLW\�ELQGLQJV�

%

%URDGFDVW�GDWDJUDPV��:KHQ�VHW��WKH�PRELOH�QRGH�UHTXHVWV�WKDW�WKH�KRPH
DJHQW�WXQQHO�WR�LW�DQ\�EURDGFDVW�GDWDJUDPV�WKDW�LW�UHFHLYHV�RQ�WKH�KRPH
QHWZRUN�

'

'HFDSVXODWLRQ�E\�PRELOH�QRGH��:KHQ�VHW��WKH�PRELOH�QRGH�ZLOO�LWVHOI
GHFDSVXODWH�GDWDJUDPV�ZKLFK�DUH�VHQW�WR�WKH�FDUH�RI�DGGUHVV��,Q�RWKHU�ZRUGV�
WKH�PRELOH�QRGH�LV�XVLQJ�D�FR�ORFDWHG�FDUH�RI�DGGUHVV�

0

0LQLPDO�HQFDSVXODWLRQ��:KHQ�VHW��WKH�PRELOH�QRGH�UHTXHVWV�WKDW�LWV�KRPH
DJHQW�XVH�PLQLPDO�HQFDSVXODWLRQ�IRU�GDWDJUDPV�WXQQHOHG�WR�WKH�PRELOH�QRGH�

*

*5(�HQFDSVXODWLRQ��:KHQ�VHW��WKH�PRELOH�QRGH�UHTXHVWV�WKDW�LWV�KRPH�DJHQW
XVH�*5(�HQFDSVXODWLRQ�IRU�GDWDJUDPV�WXQQHOHG�WR�WKH�PRELOH�QRGH�

9

7KH�PRELOH�QRGH�UHTXHVWV�WKDW�LWV�PRELOLW\�DJHQW�XVH�9DQ�-DFREVRQ�KHDGHU
FRPSUHVVLRQ�RYHU�LWV�OLQN�ZLWK�WKH�PRELOH�QRGH�

7

:KHQ�VHW��WKH�PRELOH�QRGH�DVNV�LWV�KRPH�DJHQW�WR�DFFHSW�D�UHYHUVH�WXQQHO
IURP�WKH�FDUH�RI�DGGUHVV��0RELOH�QRGHV�XVLQJ�D�IRUHLJQ�DJHQW�FDUH�RI�DGGUHVV
DVN�WKH�IRUHLJQ�DJHQW�WR�UHYHUVH�WXQQHO�LWV�SDFNHWV�

5VY

5HVHUYHG�ELW��VHW�WR�]HUR�

/LIHWLPH

7KH�QXPEHU�RI�VHFRQGV�UHPDLQLQJ�EHIRUH�WKH�UHJLVWUDWLRQ�H[SLUHV�

+RPH�DGGUHVV

,3�DGGUHVV�RI�WKH�PRELOH�QRGH�



�����½��7&3�,3�6XLWH

+RPH�DJHQW

,3�DGGUHVV�RI�WKH�PRELOH�QRGH·V�KRPH�DJHQW�

&DUH�RI�DGGUHVV

,3�DGGUHVV�IRU�WKH�HQG�RI�WKH�WXQQHO�

,GHQWLILFDWLRQ

$����ELW�QXPEHU��FRQVWUXFWHG�E\�WKH�PRELOH�QRGH��XVHG�IRU�PDWFKLQJ
UHJLVWUDWLRQ�UHTXHVWV�ZLWK�UHJLVWUDWLRQ�UHSOLHV��DQG�IRU�SURWHFWLQJ�DJDLQVW
UHSOD\�DWWDFNV�RI�UHJLVWUDWLRQ�PHVVDJHV�

([WHQVLRQV

7KH�IL[HG�SRUWLRQ�RI�WKH�UHJLVWUDWLRQ�UHTXHVW�LV�IROORZHG�E\�RQH�RU�PRUH�RI
WKH�H[WHQVLRQV�OLVWHG�LQ�6HFWLRQ�����RI�5)&������7KH�0RELOH�+RPH
$XWKHQWLFDWLRQ�([WHQVLRQ�PXVW�EH�LQFOXGHG�LQ�DOO�UHJLVWUDWLRQ�UHTXHVWV�

7KH�IRUPDW�RI�WKH�0RELOH�,3�UHJLVWUDWLRQ�UHSO\�PHVVDJH�LV�VKRZQ�LQ�WKH
IROORZLQJ�LOOXVWUDWLRQ�

8 16 32 Octets

Type Code Lifetime 4

Home address 8

Home agent 12

Identification 20

Extensions …

0RELOH�,3�UHJLVWUDWLRQ�UHSO\�PHVVDJH�VWUXFWXUH

7\SH

��LQGLFDWHV�D�UHJLVWUDWLRQ�UHSO\�

&RGH

$�YDOXH�LQGLFDWLQJ�WKH�UHVXOW�RI�WKH�5HJLVWUDWLRQ�5HTXHVW��9DOXHV�PD\�EH�DV
IROORZV�
5HJLVWUDWLRQ�VXFFHVVIXO�

� 5HJLVWUDWLRQ�DFFHSWHG�
� 5HJLVWUDWLRQ�DFFHSWHG��EXW�VLPXOWDQHRXV�PRELOLW\�ELQGLQJV

XQVXSSRUWHG�

5HJLVWUDWLRQ�GHQLHG�E\�WKH�IRUHLJQ�DJHQW�

�� 5HDVRQ�XQVSHFLILHG�
�� $GPLQLVWUDWLYHO\�SURKLELWHG�



0RELOH�,3��¾�����

�� ,QVXIILFLHQW�UHVRXUFHV�
�� 0RELOH�QRGH�IDLOHG�DXWKHQWLFDWLRQ�
�� +RPH�DJHQW�IDLOHG�DXWKHQWLFDWLRQ�
�� 5HTXHVWHG�/LIHWLPH�WRR�ORQJ�
�� 3RRUO\�IRUPHG�5HTXHVW�
�� 3RRUO\�IRUPHG�5HSO\�
�� 5HTXHVWHG�HQFDSVXODWLRQ�XQDYDLODEOH�
�� 5HTXHVWHG�9DQ�-DFREVRQ�FRPSUHVVLRQ�XQDYDLODEOH�

6HUYLFH�GHQLHG�E\�WKH�IRUHLJQ�DJHQW�

�� 5HTXHVWHG�UHYHUVH�WXQQHO�XQDYDLODEOH�
�� 5HYHUVH�WXQQHO�LV�PDQGDWRU\�DQG�7�ELW�QRW�VHW�
�� 0RELOH�QRGH�WRR�GLVWDQW

5HJLVWUDWLRQ�GHQLHG�E\�WKH�KRPH�DJHQW�

�� +RPH�QHWZRUN�XQUHDFKDEOH��,&03�HUURU�UHFHLYHG��
�� +RPH�DJHQW�KRVW�XQUHDFKDEOH��,&03�HUURU�UHFHLYHG��
�� +RPH�DJHQW�SRUW�XQUHDFKDEOH��,&03�HUURU�UHFHLYHG��
�� +RPH�DJHQW�XQUHDFKDEOH��RWKHU�,&03�HUURU�UHFHLYHG��

6HUYLFH�GHQLHG�E\�WKH�KRPH�DJHQW�

��� 5HTXHVWHG�UHYHUVH�WXQQHO�XQDYDLODEOH�
��� 5HYHUVH�WXQQHO�LV�PDQGDWRU\�DQG�7�ELW�QRW�VHW�
��� 5HTXHVWHG�HQFDSVXODWLRQ�XQDYDLODEOH�

/LIHWLPH

,I�WKH�&RGH�ILHOG�LQGLFDWHV�WKDW�WKH�UHJLVWUDWLRQ�ZDV�DFFHSWHG��WKH�/LIHWLPH
ILHOG�LV�VHW�WR�WKH�QXPEHU�RI�VHFRQGV�UHPDLQLQJ�EHIRUH�WKH�UHJLVWUDWLRQ
H[SLUHV��$�YDOXH�RI�]HUR�LQGLFDWHV�WKDW�WKH�PRELOH�QRGH�KDV�EHHQ
GHUHJLVWHUHG��$�YDOXH�RI��[IIII�LQGLFDWHV�LQILQLW\��,I�WKH�&RGH�ILHOG�LQGLFDWHV
WKDW�WKH�UHJLVWUDWLRQ�ZDV�GHQLHG��WKH�FRQWHQWV�RI�WKH�/LIHWLPH�ILHOG�DUH
XQVSHFLILHG�DQG�DUH�LJQRUHG�RQ�UHFHSWLRQ�

7KH�IROORZLQJ�ILHOGV�DUH�DV�GHVFULEHG�IRU�WKH�UHJLVWUDWLRQ�UHTXHVW�PHVVDJH�



�����½��7&3�,3�6XLWH

9DQ�-DFREVRQ9DQ�-DFREVRQ

,(7)�5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

9DQ�-DFREVRQ�LV�D�FRPSUHVVHG�7&3�SURWRFRO�ZKLFK�WKHUHE\�LPSURYHV�WKH
7&3�,3�SHUIRUPDQFH�RYHU�ORZ�VSHHG������WR��������ESV��VHULDO�OLQNV�

7KH�IRUPDW�RI�WKH�FRPSUHVVHG�7&3�LV�DV�IROORZV�

Octets

C I P S A W U 1

Connection number (C) 1

TCP checksum 2

Urgent pointer (U) 1

∆ Window (W) 1

∆ Ack (A) 1

∆ Sequence (S) 1

∆ IP ID (I) 1

data

&RPSUHVVHG�7&3�VWUXFWXUH

&��,��3��6��$��:��8&��,��3��6��$��:��8
&KDQJH�PDVN��,GHQWLILHV�ZKLFK�RI�WKH�ILHOGV�H[SHFWHG�WR�FKDQJH�SHU�SDFNHW
DFWXDOO\�FKDQJHG�

&RQQHFWLRQ�QXPEHU&RQQHFWLRQ�QXPEHU
8VHG�WR�ORFDWH�WKH�VDYHG�FRS\�RI�WKH�ODVW�SDFNHW�IRU�WKLV�7&3�FRQQHFWLRQ�

7&3�FKHFNVXP7&3�FKHFNVXP
,QFOXGHG�VR�WKDW�WKH�HQG�WR�HQG�GDWD�LQWHJULW\�FKHFN�ZLOO�VWLOO�EH�YDOLG�

8UJHQW�SRLQWHU8UJHQW�SRLQWHU
7KLV�LV�VHQW�LI�85*�LV�VHW�

∆�YDOXHV�IRU�HDFK�ILHOG�YDOXHV�IRU�HDFK�ILHOG
5HSUHVHQW�WKH�DPRXQW�WKH�DVVRFLDWHG�ILHOG�FKDQJHG�IURP�WKH�RULJLQDO
7&3�IRU�HDFK�ILHOG�VSHFLILHG�LQ�WKH�FKDQJH�PDVN��



;27��¾�����

;27;27

,(7)�5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

;27�LV�&LVFR�6\VWHPV�;����RYHU�7&3��7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ
LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Version Length

2 bytes 2 bytes

;27�KHDGHU�VWUXFWXUH

9HUVLRQ9HUVLRQ

7KH�YHUVLRQ�QXPEHU�

/HQJWK/HQJWK

7KH�OHQJWK�RI�WKH�SDFNHW�



�����½��7&3�,3�6XLWH

0*&30*&3

,(7)�GUDIW��KWWS���ZZZ�LHWI�RUJ�LQWHUQHW�GUDIWV�GUDIW�KXLWHPD�PJFS�WHVW�����W[W

0HGLD�*DWHZD\�&RQWURO�3URWRFRO��0*&3��LV�XVHG�IRU�FRQWUROOLQJ�WHOHSKRQ\
JDWHZD\V�IURP�H[WHUQDO�FDOO�FRQWURO�HOHPHQWV�FDOOHG�PHGLD�JDWHZD\
FRQWUROOHUV�RU�FDOO�DJHQWV��$�WHOHSKRQ\�JDWHZD\�LV�D�QHWZRUN�HOHPHQW�WKDW
SURYLGHV�FRQYHUVLRQ�EHWZHHQ�WKH�DXGLR�VLJQDOV�FDUULHG�RQ�WHOHSKRQH�FLUFXLWV
DQG�GDWD�SDFNHWV�FDUULHG�RYHU�WKH�,QWHUQHW�RU�RYHU�RWKHU�SDFNHW�QHWZRUNV�

0*&3�DVVXPHV�D�FDOO�FRQWURO�DUFKLWHFWXUH�ZKHUH�WKH�FDOO�FRQWURO�LQWHOOLJHQFH
LV�RXWVLGH�WKH�JDWHZD\V�DQG�KDQGOHG�E\�H[WHUQDO�FDOO�FRQWURO�HOHPHQWV��7KH
0*&3�DVVXPHV�WKDW�WKHVH�FDOO�FRQWURO�HOHPHQWV��RU�&DOO�$JHQWV��ZLOO
V\QFKURQL]H�ZLWK�HDFK�RWKHU�WR�VHQG�FRKHUHQW�FRPPDQGV�WR�WKH�JDWHZD\V
XQGHU�WKHLU�FRQWURO��0*&3�LV��LQ�HVVHQFH��D�PDVWHU�VODYH�SURWRFRO��ZKHUH
WKH�JDWHZD\V�DUH�H[SHFWHG�WR�H[HFXWH�FRPPDQGV�VHQW�E\�WKH�&DOO�$JHQWV�

7KH�0*&3�LPSOHPHQWV�WKH�PHGLD�JDWHZD\�FRQWURO�LQWHUIDFH�DV�D�VHW�RI
WUDQVDFWLRQV��7KH�WUDQVDFWLRQV�DUH�FRPSRVHG�RI�D�FRPPDQG�DQG�D
PDQGDWRU\�UHVSRQVH��7KHUH�DUH�HLJKW�W\SHV�RI�FRPPDQGV�

• &UHDWH&RQQHFWLRQ�

• 0RGLI\&RQQHFWLRQ�

• 'HOHWH&RQQHFWLRQ�

• 1RWLILFDWLRQ5HTXHVW�

• 1RWLI\�

• $XGLW(QGSRLQW�

• $XGLW&RQQHFWLRQ�

• 5HVWDUW,Q3URJUHVV�

7KH�ILUVW�IRXU�FRPPDQGV�DUH�VHQW�E\�WKH�&DOO�$JHQW�WR�D�JDWHZD\��7KH
1RWLI\�FRPPDQG�LV�VHQW�E\�WKH�JDWHZD\�WR�WKH�&DOO�$JHQW��7KH�JDWHZD\�PD\
DOVR�VHQG�D�'HOHWH&RQQHFWLRQ��7KH�&DOO�$JHQW�PD\�VHQG�HLWKHU�RI�WKH�$XGLW
FRPPDQGV�WR�WKH�JDWHZD\��7KH�*DWHZD\�PD\�VHQG�D�5HVWDUW,Q3URJUHVV
FRPPDQG�WR�WKH�&DOO�$JHQW�

$OO�FRPPDQGV�DUH�FRPSRVHG�RI�D�FRPPDQG�KHDGHU��RSWLRQDOO\�IROORZHG�E\
D�VHVVLRQ�GHVFULSWLRQ��$OO�UHVSRQVHV�DUH�FRPSRVHG�RI�D�UHVSRQVH�KHDGHU�
RSWLRQDOO\�IROORZHG�E\�D�VHVVLRQ�GHVFULSWLRQ��+HDGHUV�DQG�VHVVLRQ
GHVFULSWLRQV�DUH�HQFRGHG�DV�D�VHW�RI�WH[W�OLQHV��VHSDUDWHG�E\�D�FDUULDJH�UHWXUQ
DQG�OLQH�IHHG�FKDUDFWHU��RU��RSWLRQDOO\��D�VLQJOH�OLQH�IHHG�FKDUDFWHU���7KH
KHDGHUV�DUH�VHSDUDWHG�IURP�WKH�VHVVLRQ�GHVFULSWLRQ�E\�DQ�HPSW\�OLQH�



0*&3��¾�����

0*&3�XVHV�D�WUDQVDFWLRQ�LGHQWLILHU�WR�FRUUHODWH�FRPPDQGV�DQG�UHVSRQVHV�
7UDQVDFWLRQ�LGHQWLILHUV�KDYH�YDOXHV�EHWZHHQ���DQG������������$Q�0*&3
HQWLW\�FDQQRW�UHXVH�D�WUDQVDFWLRQ�LGHQWLILHU�VRRQHU�WKDQ���PLQXWHV�DIWHU
FRPSOHWLRQ�RI�WKH�SUHYLRXV�FRPPDQG�LQ�ZKLFK�WKH�LGHQWLILHU�ZDV�XVHG�

7KH�FRPPDQG�KHDGHU�LV�FRPSRVHG�RI�

• $�FRPPDQG�OLQH��LGHQWLI\LQJ�WKH�UHTXHVWHG�DFWLRQ�RU�YHUE��WKH
WUDQVDFWLRQ�LGHQWLILHU��WKH�HQGSRLQW�WRZDUGV�ZKLFK�WKH�DFWLRQ�LV
UHTXHVWHG��DQG�WKH�0*&3�SURWRFRO�YHUVLRQ�

• $�VHW�RI�SDUDPHWHU�OLQHV��FRPSRVHG�RI�D�SDUDPHWHU�QDPH�IROORZHG�E\�D
SDUDPHWHU�YDOXH�

7KH�FRPPDQG�OLQH�LV�FRPSRVHG�RI�

• 1DPH�RI�WKH�UHTXHVWHG�YHUE�

• 7UDQVDFWLRQ�LGHQWLILHU�FRUUHODWHV�FRPPDQGV�DQG�UHVSRQVHV��9DOXHV�PD\
EH�EHWZHHQ���DQG������������$Q�0*&3�HQWLW\�FDQQRW�UHXVH�D
WUDQVDFWLRQ�LGHQWLILHU�VRRQHU�WKDQ���PLQXWHV�DIWHU�FRPSOHWLRQ�RI�WKH
SUHYLRXV�FRPPDQG�LQ�ZKLFK�WKH�LGHQWLILHU�ZDV�XVHG�

• 1DPH�RI�WKH�HQGSRLQW�WKDW�VKRXOG�H[HFXWH�WKH�FRPPDQG��LQ
QRWLILFDWLRQV��WKH�QDPH�RI�WKH�HQGSRLQW�WKDW�LV�LVVXLQJ�WKH�QRWLILFDWLRQ��

• 3URWRFRO�YHUVLRQ�

7KHVH�IRXU�LWHPV�DUH�HQFRGHG�DV�VWULQJV�RI�SULQWDEOH�$6&,,�FKDUDFWHUV�
VHSDUDWHG�E\�ZKLWH�VSDFHV��L�H���WKH�$6&,,�VSDFH���[����RU�WDEXODWLRQ���[���
FKDUDFWHUV��,W�LV�UHFRPPHQGHG�WR�XVH�H[DFWO\�RQH�$6&,,�VSDFH�VHSDUDWRU�



�����½��7&3�,3�6XLWH

6*&36*&3

,(7)�GUDIW��KWWS���ZZZ�LHWI�RUJ�LQWHUQHW�GUDIWV�GUDIW�KXLWHPD�VJFS�Y�����W[W

6LPSOH�*DWHZD\�&RQWURO�3URWRFRO��6*&3��LV�XVHG�WR�FRQWURO�WHOHSKRQ\
JDWHZD\V�IURP�H[WHUQDO�FDOO�FRQWURO�HOHPHQWV��$�WHOHSKRQ\�JDWHZD\�LV�D
QHWZRUN�HOHPHQW�WKDW�SURYLGHV�FRQYHUVLRQ�EHWZHHQ�WKH�DXGLR�VLJQDOV�FDUULHG
RQ�WHOHSKRQH�FLUFXLWV�DQG�GDWD�SDFNHWV�FDUULHG�RYHU�WKH�,QWHUQHW�RU�RYHU
RWKHU�SDFNHW�QHWZRUNV�

7KH�6*&3�DVVXPHV�D�FDOO�FRQWURO�DUFKLWHFWXUH�ZKHUH�WKH�FDOO�FRQWURO
LQWHOOLJHQFH�LV�RXWVLGH�WKH�JDWHZD\V�DQG�KDQGOHG�E\�H[WHUQDO�FDOO�FRQWURO
HOHPHQWV��7KH�6*&3�DVVXPHV�WKDW�WKHVH�FDOO�FRQWURO�HOHPHQWV��RU�&DOO
$JHQWV��ZLOO�V\QFKURQL]H�ZLWK�HDFK�RWKHU�WR�VHQG�FRKHUHQW�FRPPDQGV�WR�WKH
JDWHZD\V�XQGHU�WKHLU�FRQWURO�

7KH�6*&3�LPSOHPHQWV�WKH�VLPSOH�JDWHZD\�FRQWURO�LQWHUIDFH�DV�D�VHW�RI
WUDQVDFWLRQV��7KH�WUDQVDFWLRQV�DUH�FRPSRVHG�RI�D�FRPPDQG�DQG�D
PDQGDWRU\�UHVSRQVH��7KHUH�DUH�ILYH�W\SHV�RI�FRPPDQGV�

• &UHDWH&RQQHFWLRQ�

• 0RGLI\&RQQHFWLRQ�

• 'HOHWH&RQQHFWLRQ�

• 1RWLILFDWLRQ5HTXHVW�

• 1RWLI\�

7KH�ILUVW�IRXU�FRPPDQGV�DUH�VHQW�E\�WKH�&DOO�$JHQW�WR�D�JDWHZD\��7KH
1RWLI\�FRPPDQG�LV�VHQW�E\�WKH�JDWHZD\�WR�WKH�&DOO�$JHQW��7KH�JDWHZD\�PD\
DOVR�VHQG�D�'HOHWH&RQQHFWLRQ�

$OO�FRPPDQGV�DUH�FRPSRVHG�RI�D�&RPPDQG�KHDGHU��RSWLRQDOO\�IROORZHG�E\
D�VHVVLRQ�GHVFULSWLRQ��$OO�UHVSRQVHV�DUH�FRPSRVHG�RI�D�5HVSRQVH�KHDGHU�
RSWLRQDOO\�IROORZHG�E\�D�VHVVLRQ�GHVFULSWLRQ��+HDGHUV�DQG�VHVVLRQ
GHVFULSWLRQV�DUH�HQFRGHG�DV�D�VHW�RI�WH[W�OLQHV��VHSDUDWHG�E\�D�OLQH�IHHG
FKDUDFWHU��7KH�KHDGHUV�DUH�VHSDUDWHG�IURP�WKH�VHVVLRQ�GHVFULSWLRQ�E\�DQ
HPSW\�OLQH�

7KH�FRPPDQG�KHDGHU�LV�FRPSRVHG�RI�

• &RPPDQG�OLQH�

• $�VHW�RI�SDUDPHWHU�OLQHV��FRPSRVHG�RI�D�SDUDPHWHU�QDPH�IROORZHG�E\�D
SDUDPHWHU�YDOXH�


