
��

333�6XLWH333�6XLWH

7KH�3RLQW�WR�3RLQW�3URWRFRO��333��VXLWH�LQFOXGHV�WKH�IROORZLQJ�SURWRFROV��LQ
DGGLWLRQ�WR�333�

• 0/3��0XOWLOLQN�333�

• 333�%3'8��333�%ULGJH�3URWRFRO�'DWD�8QLW�

• 333R(��333�RYHU�(WKHUQHW�

• %$3��%DQGZLGWK�$OORFDWLRQ�3URWRFRO�

• %6'�

• &+$3��&KDOOHQJH�+DQGVKDNH�$XWKHQWLFDWLRQ�3URWRFRO�

• '(6(��'DWD�(QFU\SWLRQ�6WDQGDUG�(QFU\SWLRQ�

• ($3��([WHQVLEOH�$XWKHQWLFDWLRQ�3URWRFRO�

• /&3��/LQN�&RQWURO�3URWRFRO�

• /(;��/$1�([WHQVLRQ�,QWHUIDFH�3URWRFRO�

• /45��/LQN�4XDOLW\�5HSRUW�

• 3$3��3DVVZRUG�$XWKHQWLFDWLRQ�3URWRFRO�
333�FRQWURO�SURWRFROV

• $7&3��$SSOH7DON�&RQWURO�3URWRFRO�

• %$&3��%DQGZLGWK�$OORFDWLRQ�&RQWURO�3URWRFRO�

• %&3��%ULGJLQJ�&RQWURO�3URWRFRO�
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• %9&3��333�%DQ\DQ�9LQHV�&RQWURO�3URWRFRO�

• &&3��&RPSUHVVLRQ�&RQWURO�3URWRFRO�

• '1&3��333�'(&QHW�3KDVH�,9�&RQWURO�3URWRFRO�

• (&3��(QFU\SWLRQ�&RQWURO�3URWRFRO�

• ,3&3��,3�&RQWURO�3URWRFRO�

• ,3Y�&3��,3Y��&RQWURO�3URWRFRO�

• ,3;&3��,3;�&RQWURO�3URWRFRO�

• /(;&3��/$1�([WHQVLRQ�,QWHUIDFH�&RQWURO�3URWRFRO�

• 1%)&3��333�1HW%LRV�)UDPHV�&RQWURO�3URWRFRO�

• 26,1/&3��26,�1HWZRUN�/D\HU�&RQWURO�3URWRFRO�

• 6'&3��6HULDO�'DWD�&RQWURO�3URWRFRO�

• 61$&3��61$�333�&RQWURO�3URWRFRO�

7KH�IROORZLQJ�GLDJUDP�VKRZV�WKH�333�VXLWH�LQ�UHODWLRQ�WR�WKH�26,�PRGHO��

333�SURWRFRO�VXLWH�LQ�UHODWLRQ�WR�WKH�26,�PRGHO

Data Link

Application

Session

Transport

Network

Presentation

Physical

LZSMPPC

MLP

PPP

PAP

CHAP

EAP

LCP

BAP

SDTP

LQR

LEX

PPP-BPDU
Control Protocols

OSINLCP

SPCP

CCPATCP

IPXCP

ECP CSCP

BCPBACP

SNACP

NBFCP LEXCP

XNSCP

IPCPSDCP



333��¾�����

333333

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

333��3RLQW�WR�3RLQW�3URWRFRO��LV�GHVLJQHG�IRU�VLPSOH�OLQNV�ZKLFK�WUDQVSRUW
SDFNHWV�EHWZHHQ�WZR�SHHUV��7KHVH�OLQNV�SURYLGH�IXOO�GXSOH[�VLPXOWDQHRXV�EL�
GLUHFWLRQDO�RSHUDWLRQ�DQG�DUH�DVVXPHG�WR�GHOLYHU�SDFNHWV�LQ�RUGHU��333
SURYLGHV�D�FRPPRQ�VROXWLRQ�IRU�WKH�HDV\�FRQQHFWLRQ�RI�D�ZLGH�YDULHW\�RI
KRVWV��EULGJHV�DQG�URXWHUV�

7KH�VWUXFWXUH�RI�WKH�333�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Address Control Protocol Information FCS

1 byte 1 byte 2 bytes variable 2 bytes

333�KHDGHU�VWUXFWXUH

$GGUHVV$GGUHVV

+'/&�EURDGFDVW�DGGUHVV��333�GRHV�QRW�DVVLJQ�LQGLYLGXDO�VWDWLRQ�DGGUHVVHV�
7KH�YDOXH�RI�WKLV�ILHOG�LV�DOZD\V�VHW�WR�))�+H[�

&RQWURO&RQWURO

+'/&�FRPPDQG�IRU�8QQXPEHUHG�,QIRUPDWLRQ��8,��ZLWK�WKH�3ROO�)LQDO�ELW
VHW�WR�]HUR��7KH�YDOXH�RI�WKLV�ILHOG�LV�DOZD\V�VHW�WR����+H[��)UDPHV�FRQWDLQLQJ
DQ\�RWKHU�YDOXH�LQ�WKLV�ILHOG�DUH�GLVFDUGHG�

3URWRFRO3URWRFRO

,GHQWLILHV�WKH�HQFDSVXODWHG�SURWRFRO�ZLWKLQ�WKH�,QIRUPDWLRQ�ILHOG�RI�WKH
IUDPH�

,QIRUPDWLRQ,QIRUPDWLRQ

+LJKHU�OHYHO�SURWRFRO�GDWD�

)&6)&6

9DOXH�RI�WKH�IUDPH�FKHFNVXP�FDOFXODWLRQ��333�YHULILHV�WKH�FRQWHQWV�RI�WKH
)&6�ILHOG�XSRQ�UHFHLSW�RI�WKH�SDFNHW�
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0/30/3��333�0XOWLOLQN��333�0XOWLOLQN��

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

0XOWLOLQN�LV�EDVHG�RQ�D�3&3�RSWLRQ�QHJRWLDWLRQ�WKDW�SHUPLWV�D�V\VWHP�WR
LQGLFDWH�WR�LWV�SHHU�WKDW�LW�LV�FDSDEOH�RI�FRPELQLQJ�PXOWLSOH�SK\VLFDO�OLQNV�LQWR
D�´EXQGOHµ��2QO\�XQGHU�H[FHSWLRQDO�FRQGLWLRQV�ZRXOG�D�JLYHQ�SDLU�RI
V\VWHPV�UHTXLUH�WKH�RSHUDWLRQ�RI�PRUH�WKDQ�RQH�EXQGOH�FRQQHFWLQJ�WKHP�

0XOWLOLQN�LV�QHJRWLDWHG�GXULQJ�WKH�LQLWLDO�/&3�RSWLRQ�QHJRWLDWLRQ��$�V\VWHP
LQGLFDWHV�WR�LWV�SHHU�WKDW�LW�LV�ZLOOLQJ�WR�GR�PXOWLOLQN�E\�VHQGLQJ�WKH�PXOWLOLQN
RSWLRQ�DV�SDUW�RI�WKH�LQLWLDO�/&3�RSWLRQ�QHJRWLDWLRQ��7KLV�QHJRWLDWLRQ
LQGLFDWHV�WKH�IROORZLQJ�
��� 7KH�V\VWHP�RIIHULQJ�WKH�RSWLRQ�LV�FDSDEOH�RI�FRPELQLQJ�PXOWLSOH�SK\VLFDO

OLQNV�LQWR�RQH�ORJLFDO�OLQN�
��� 7KH�V\VWHP�LV�FDSDEOH�RI�UHFHLYLQJ�XSSHU�OD\HU�3'8V�IUDJPHQWHG�XVLQJ

WKH�PXOWLOLQN�KHDGHU�DQG�UHDVVHPEOLQJ�WKH�IUDJPHQWV�EDFN�LQWR�WKH
RULJLQDO�3'8�IRU�SURFHVVLQJ�

��� 7KH�V\VWHP�LV�FDSDEOH�RI�UHFHLYLQJ�3'8V�RI�VL]H�1�RFWHWV�ZKHUH�1�LV
VSHFLILHG�DV�SDUW�RI�WKH�RSWLRQ�HYHQ�LI�1�LV�ODUJHU�WKDQ�WKH�PD[LPXP
UHFHLYH�XQLW��058��IRU�D�VLQJOH�SK\VLFDO�OLQN�

8VLQJ�WKH�333�0XOWLOLQN�SURWRFRO��QHWZRUN�SURWRFRO�SDFNHWV�DUH�ILUVW
HQFDSVXODWHG��EXW�QRW�IUDPHG��DFFRUGLQJ�WR�QRUPDO�333�SURFHGXUHV��ODUJH
SDFNHWV�DUH�EURNHQ�XS�LQWR�PXOWLSOH�VHJPHQWV�VL]HG�DSSURSULDWHO\�IRU�WKH
PXOWLSOH�SK\VLFDO�OLQNV��$�QHZ�333�KHDGHU�FRQVLVWLQJ�RI�WKH�0XOWLOLQN
SURWRFRO�LGHQWLILHU��DQG�WKH�0XOWLOLQN�KHDGHU�LV�LQVHUWHG�EHIRUH�HDFK�VHFWLRQ�
7KXV��WKH�ILUVW�IUDJPHQW�RI�D�PXOWLOLQN�SDFNHW�LQ�333�ZLOO�KDYH�WZR�KHDGHUV�
RQH�IRU�WKH�IUDJPHQW��IROORZHG�E\�WKH�KHDGHU�IRU�WKH�SDFNHW�LWVHOI�

333�0XOWLOLQN�IUDJPHQWV�DUH�HQFDSVXODWHG�XVLQJ�WKH�SURWRFRO�LGHQWLILHU��[���
�[�G��)ROORZLQJ�WKH�SURWRFRO�LGHQWLILHU�LV�D���E\WH�KHDGHU�FRQWDLQLQJ�D
VHTXHQFH�QXPEHU��DQG�WZR���E\WH�ILHOGV�LQGLFDWLQJ�ZKHWKHU�WKH�IUDJPHQW
EHJLQV�RU�WHUPLQDWHV�D�SDFNHW��$IWHU�QHJRWLDWLRQ�RI�DQ�DGGLWLRQDO�333�/&3
RSWLRQ��WKH���E\WH�KHDGHU�PD\�EH�RSWLRQDOO\�UHSODFHG�E\�D���E\WH�KHDGHU�ZLWK
D����ELW�VHTXHQFH�VSDFH��$GGUHVV�&RQWURO�DQG�3URWRFRO�,'�FRPSUHVVLRQ�DUH
DVVXPHG�WR�EH�LQ�HIIHFW�



0/3��333�0XOWLOLQN���¾�����

7KH�IROORZLQJ�LV�WKH�IRUPDW�IRU�WKH�ORQJ�VHTXHQFH�QXPEHU�IUDJPHQW�

PPP Header Address 0xff Control 0x03

PID (H) 0x00 PID (L) 0x3d

MP Header B E 0 0 0 0 0 0 Sequence number

Sequence number (L)

Fragment data
.
.
.

PPP FCS FCS

333�0XOWLOLQN�ORQJ�VHTXHQFH�QXPEHU�IUDJPHQW

7KH�IROORZLQJ�LV�WKH�IRUPDW�IRU�WKH�VKRUW�VHTXHQFH�QXPEHU�IUDJPHQW�

PPP Header Address 0xff Control 0x03

PID (H) 0x00 PID (L) 0x3d

MP Header B E 0 0 Sequence Number

Fragment Data
.
.
.

PPP FCS FCS

333�0XOWLOLQN�VKRUW�VHTXHQFH�QXPEHU�IUDJPHQW

3,'

3URWRFRO�,'�FRPSUHVVLRQ�

%

%HJLQQLQJ�IUDJPHQW�ELW��$���ELW�ILHOG�ZKLFK�LV�VHW�WR���RQ�WKH�ILUVW�IUDJPHQW
GHULYHG�IURP�D�333�SDFNHW�DQG�VHW�WR���IRU�DOO�RWKHU�IUDJPHQWV�IURP�WKH
VDPH�333�SDFNHW�

(

(QGLQJ�IUDJPHQW�ELW��$���ELW�ILHOG�ZKLFK�LV�VHW�WR���RQ�WKH�ODVW�IUDJPHQW�DQG
VHW�WR���IRU�DOO�RWKHU�IUDJPHQWV��$�IUDJPHQW�PD\�KDYH�ERWK�WKH�EHJLQQLQJ
DQG�HQGLQJ�IUDJPHQW�ELWV�VHW�WR���
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6HTXHQFH�QXPEHU

���ELW�RU����ELW�QXPEHU�WKDW�LV�LQFUHPHQWHG�IRU�HYHU\�IUDJPHQW�WUDQVPLWWHG�
%\�GHIDXOW��WKH�VHTXHQFH�ILHOG�LV����ELWV�ORQJ��EXW�FDQ�EH�QHJRWLDWHG�WR�EH
RQO\����ELWV�ZLWK�DQ�/&3�FRQILJXUDWLRQ�RSWLRQ�

�

$�UHVHUYHG�ILHOG�EHWZHHQ�WKH�HQGLQJ�IUDJPHQW�ELW�DQG�WKH�VHTXHQFH�QXPEHU�
7KLV�ILHOG�LV�QRW�XVHG�DW�SUHVHQW�DQG�PXVW�EH�VHW�WR�]HUR��,W�LV���ELWV�ORQJ
ZKHQ�VKRUW�VHTXHQFH�QXPEHUV�DUH�XVHG��RWKHUZLVH�LW�LV���ELWV�LQ�OHQJWK�

)&6

)UDPH�FKHFN�VHTXHQFH��7KLV�YDOXH�LV�LQKHULWHG�IURP�WKH�QRUPDO�IUDPLQJ
PHFKDQLVP�IURP�WKH�PHPEHU�OLQN�RQ�ZKLFK�WKH�SDFNHW�LV�WUDQVPLWWHG�



333�%3'8��¾�����

333�%3'8333�%3'8

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KHUH�H[LVW�WZR�EDVLF�W\SHV�RI�EULGJHV��WKRVH�WKDW�LQWHUFRQQHFW�/$1V
GLUHFWO\��FDOOHG�/RFDO�%ULGJHV��DQG�WKRVH�WKDW�LQWHUFRQQHFW�/$1V�YLD�DQ
LQWHUPHGLDWH�:$1�PHGLXP�VXFK�DV�D�OHDVHG�OLQH��FDOOHG�5HPRWH�%ULGJHV�
7KH�333�%3'8��%ULGJH�3URWRFRO�'DWD�8QLW��LV�XVHG�WR�FRQQHFW�5HPRWH
%ULGJHV�

7KH�IRUPDW�RI�WKH�333�%3'8�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

4 8 16 32 bits

F I Z 0 Pads MAC type LAN ID high word (optional)

LAN ID low word (optional) Pad byte Frame control

Destination MAC address

Destination MAC address Source MAC address

Source MAC address

LLC data

333�%3'8�SDFNHW�VWUXFWXUH

))

)�IODJ��VHW�LI�WKH�/$1�)&6�ILHOG�LV�SUHVHQW�

,,

,�IODJ��VHW�LI�WKH�/$1�,'�ILHOG�LV�SUHVHQW�

==

=�IODJ��VHW�LI�,(((�������SDG�PXVW�EH�]HUR�ILOOHG�WR�PLQLPXP�VL]H�

��

��IODJ�UHVHUYHG��PXVW�EH�]HUR�

3DGV3DGV

$Q\�333�IUDPH�PD\�KDYH�SDGGLQJ�LQVHUWHG�LQ�WKH�2SWLRQDO�'DWD�/LQN�/D\HU
3DGGLQJ�ILHOG��7KLV�QXPEHU�WHOOV�WKH�UHFHLYLQJ�V\VWHP�KRZ�PDQ\�SDG�RFWHWV
WR�VWULS�RII�
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0$&�W\SH

9DOXHV�RI�WKH�0$&�7\SH�ILHOG�
� %ULGJH�,GHQWLILFDWLRQ�
� /LQH�,GHQWLILFDWLRQ�
� 0$&�6XSSRUW�
� 7LQ\JUDP�&RPSUHVVLRQ�
� /$1�,GHQWLILFDWLRQ�
� 0$&�$GGUHVV�
� 6SDQQLQJ�7UHH�3URWRFRO�

/$1�,'

2SWLRQDO����ELW�ILHOG�WKDW�LGHQWLILHV�WKH�&RPPXQLW\�RI�/$1V�ZKLFK�PD\�EH
LQWHUHVWHG�LQ�UHFHLYLQJ�WKLV�IUDPH��,I�WKH�/$1�,'�IODJ�LV�QRW�VHW��WKHQ�WKLV
ILHOG�LV�QRW�SUHVHQW�DQG�WKH�3'8�LV�IRXU�RFWHWV�VKRUWHU�

)UDPH�FRQWURO

2Q��������������DQG�)'',�/$1V��WKHUH�DUH�D�IHZ�RFWHWV�SUHFHGLQJ�WKH
'HVWLQDWLRQ�0$&�$GGUHVV��RQH�RI�ZKLFK�LV�SURWHFWHG�E\�WKH�)&6��7KH�0$&
7\SH�RI�WKH�IUDPH�GHWHUPLQHV�WKH�FRQWHQWV�RI�WKH�)UDPH�&RQWURO�ILHOG��$
SDG�RFWHW�LV�SUHVHQW�WR�SURYLGH�D����ELW�SDFNHW�DOLJQPHQW�

'HVWLQDWLRQ�0$&�DGGUHVV

$V�GHILQHG�E\�WKH�,(((��7KH�0$&�7\SH�ILHOG�GHILQHV�WKH�ELW�RUGHULQJ�

6RXUFH�0$&�DGGUHVV

$V�GHILQHG�E\�WKH�,(((��7KH�0$&�7\SH�ILHOG�GHILQHV�WKH�ELW�RUGHULQJ�

//&�GDWD

7KLV�LV�WKH�UHPDLQGHU�RI�WKH�0$&�IUDPH�ZKLFK�LV��RU�ZRXOG�EH�ZHUH�LW
SUHVHQW��SURWHFWHG�E\�WKH�/$1�)&6�



333R(��¾�����

333R(333R(

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

333R(�LV�D�PHWKRG�IRU�WUDQVPLWWLQJ�333�RYHU�(WKHUQHW��,W�SURYLGHV�WKH
DELOLW\�WR�FRQQHFW�D�QHWZRUN�RI�KRVWV�RYHU�D�VLPSOH�EULGJLQJ�DFFHVV�GHYLFH�WR
D�UHPRWH�DFFHVV�FRQFHQWUDWRU��:LWK�WKLV�PRGHO��HDFK�KRVW�XWLOL]HV�LWV�RZQ
333�VWDFN�DQG�WKH�XVHU�LV�SUHVHQWHG�ZLWK�D�IDPLOLDU�XVHU�LQWHUIDFH��$FFHVV
FRQWURO��ELOOLQJ�DQG�W\SH�RI�VHUYLFH�FDQ�EH�GRQH�RQ�D�SHU�XVHU��UDWKHU�WKDQ�D
SHU�VLWH��EDVLV�

7R�SURYLGH�D�SRLQW�WR�SRLQW�FRQQHFWLRQ�RYHU�(WKHUQHW��HDFK�333�VHVVLRQ
PXVW�OHDUQ�WKH�(WKHUQHW�DGGUHVV�RI�WKH�UHPRWH�SHHU��DV�ZHOO�DV�HVWDEOLVK�D
XQLTXH�VHVVLRQ�LGHQWLILHU��333R(�LQFOXGHV�D�GLVFRYHU\�SURWRFRO�WKDW
SHUIRUPV�WKLV�

333R(�KDV�WZR�GLVWLQFW�VWDJHV��7KHUH�LV�D�GLVFRYHU\�VWDJH�DQG�D�333�VHVVLRQ
VWDJH��:KHQ�D�KRVW�ZLVKHV�WR�LQLWLDWH�D�333R(�VHVVLRQ��LW�PXVW�ILUVW�SHUIRUP
GLVFRYHU\�WR�LGHQWLI\�WKH�(WKHUQHW�0$&�DGGUHVV�RI�WKH�SHHU�DQG�HVWDEOLVK�D
333R(�6(66,21B,'��:KLOH�333�GHILQHV�D�SHHU�WR�SHHU�UHODWLRQVKLS�
GLVFRYHU\�LV�LQKHUHQWO\�D�FOLHQW�VHUYHU�UHODWLRQVKLS��,Q�WKH�GLVFRYHU\�SURFHVV�
D�KRVW��WKH�FOLHQW��GLVFRYHUV�DQ�DFFHVV�FRQFHQWUDWRU��WKH�VHUYHU���%DVHG�RQ
WKH�QHWZRUN�WRSRORJ\��WKHUH�PD\�EH�PRUH�WKDQ�RQH�DFFHVV�FRQFHQWUDWRU�WKDW
WKH�KRVW�FDQ�FRPPXQLFDWH�ZLWK��7KH�GLVFRYHU\�VWDJH�DOORZV�WKH�KRVW�WR
GLVFRYHU�DOO�DFFHVV�FRQFHQWUDWRUV�DQG�WKHQ�VHOHFW�RQH��:KHQ�GLVFRYHU\
FRPSOHWHV�VXFFHVVIXOO\��ERWK�WKH�KRVW�DQG�WKH�VHOHFWHG�DFFHVV�FRQFHQWUDWRU
KDYH�WKH�LQIRUPDWLRQ�WKH\�WKHQ�XVH�WR�EXLOG�WKHLU�SRLQW�WR�SRLQW�FRQQHFWLRQ
RYHU�(WKHUQHW�

7KH�GLVFRYHU\�VWDJH�UHPDLQV�VWDWHOHVV�XQWLO�D�333�VHVVLRQ�LV�HVWDEOLVKHG�
2QFH�D�333�VHVVLRQ�LV�HVWDEOLVKHG��ERWK�WKH�KRVW�DQG�WKH�DFFHVV
FRQFHQWUDWRU�PXVW�DOORFDWH�WKH�UHVRXUFHV�IRU�D�333�YLUWXDO�LQWHUIDFH�

7KH�(WKHU7\SH�ILHOG�LQ�WKH�(WKHUQHW�IUDPH�LV�VHW�WR�HLWKHU��[�����IRU�WKH
GLVFRYHU\�VWDJH�RU��[�����IRU�WKH�333�VHVVLRQ�VWDJH�
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7KH�(WKHUQHW�SD\ORDG�IRU�333R(�LV�DV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

4 8 16 bits

Version Type Code

Session ID

Length

Payload

(WKHUQHW�SD\ORDG�IRU�333R(

9HUVLRQ

6SHFLILHV�WKH�YHUVLRQ�QXPEHU���[��IRU�WKH�FXUUHQW�YHUVLRQ�RI�333R(��5)&
������

7\SH

6HW�WR��[��IRU�WKH�FXUUHQW�YHUVLRQ�RI�333R(��5)&�������

&RGH

9DOXH�RI�WKH�FRGH�GHSHQGV�RQ�WKH�SDFNHW�VHQW��9DOXHV�PD\�EH�DV�IROORZV�
3DFNHW &RGH

'LVFRYHU\�VWDJH�
$FWLYH�'LVFRYHU\�,QLWLDWLRQ��3$',� �[��
$FWLYH�'LVFRYHU\�2IIHU��3$'2� �[��
$FWLYH�'LVFRYHU\�5HTXHVW��3$'5� �[��
$FWLYH�'LVFRYHU\�6HVVLRQ�FRQILUPDWLRQ��3$'6� �[��
$FWLYH�'LVFRYHU\�7HUPLQDWH��3$'7� �[D�
333�6HVVLRQ�6WDJH �[��

6HVVLRQ�,'

8QVLJQHG�YDOXH�LQ�QHWZRUN�E\WH�RUGHU�ZKLFK�GHILQHV�D�333�VHVVLRQ�DORQJ
ZLWK�WKH�(WKHUQHW�VRXUFH�DQG�GHVWLQDWLRQ�DGGUHVVHV���[IIII�LV�UHVHUYHG�IRU
IXWXUH�XVH�

/HQJWK

/HQJWK�RI�WKH�333R(�SD\ORDG��QRW�LQFOXGLQJ�WKH�(WKHUQHW�RU�333R(
KHDGHUV�



%$3��¾�����

%$3%$3

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�%DQGZLGWK�$OORFDWLRQ�3URWRFRO��%$3��FDQ�EH�XVHG�WR�PDQDJH�WKH
QXPEHU�RI�OLQNV�LQ�D�PXOWL�OLQN�EXQGOH��%$3�GHILQHV�GDWDJUDPV�WR�FRRUGLQDWH
DGGLQJ�DQG�UHPRYLQJ�LQGLYLGXDO�OLQNV�LQ�D�PXOWL�OLQN�EXQGOH��DV�ZHOO�DV
VSHFLI\LQJ�ZKLFK�SHHU�LV�UHVSRQVLEOH�IRU�YDULRXV�GHFLVLRQV�UHJDUGLQJ
PDQDJLQJ�EDQGZLGWK�GXULQJ�D�PXOWL�OLQN�FRQQHFWLRQ�

7KH�IRUPDW�RI�WKH�%$3�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Type Length Data

1 byte 1 byte variable

%$3�SDFNHW�VWUXFWXUH

7\SH7\SH

2QH�RFWHW�ILHOG�ZKLFK�LQGLFDWHV�WKH�W\SH�RI�WKH�%$3�'DWDJUDP�2SWLRQ��7KLV
ILHOG�LV�ELQDU\�FRGHG�KH[DGHFLPDO�
� &DOO�5HTXHVW�
� &DOO�5HVSRQVH�
� &DOOEDFN�5HTXHVW�
� &DOOEDFN�5HVSRQVH�
� /LQN�'URS�4XHU\�5HTXHVW�
� /LQN�'URS�4XHU\�5HVSRQVH�
� &DOO�6WDWXV�,QGLFDWLRQ�
� &DOO�6WDWXV�5HVSRQVH�

/HQJWK/HQJWK

2QH�RFWHW�ILHOG�ZKLFK�LQGLFDWHV�WKH�OHQJWK�RI�WKLV�%$3�RSWLRQ�LQFOXGLQJ�WKH
7\SH��/HQJWK�DQG�'DWD�ILHOGV�

'DWD'DWD

=HUR�RU�PRUH�RFWHWV�DQG�FRQWDLQV�LQIRUPDWLRQ�VSHFLILF�WR�WKH�%$3�RSWLRQ�
7KH�IRUPDW�DQG�OHQJWK�RI�WKH�'DWD�ILHOG�LV�GHWHUPLQHG�E\�WKH�7\SH�DQG
/HQJWK�ILHOGV�



�����½��333�6XLWH

%6'%6'

5)&�������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

%6'�LV�WKH�IUHHO\�DQG�ZLGHO\�GLVWULEXWHG�81,;�FRPSUHVV�FRPPDQG�VRXUFH�
,W�SURYLGHV�WKH�IROORZLQJ�IHDWXUHV�

• '\QDPLF�WDEOH�FOHDULQJ�ZKHQ�FRPSUHVVLRQ�EHFRPHV�OHVV�HIIHFWLYH�

• $XWRPDWLF�WXUQLQJ�RII�RI�FRPSUHVVLRQ�ZKHQ�WKH�RYHUDOO�UHVXOW�LV�QRW
VPDOOHU�WKDQ�WKH�LQSXW�

• '\QDPLF�FKRLFH�RI�FRGH�ZLGWK�ZLWKLQ�SUHGHWHUPLQHG�OLPLWV�

• +HDYLO\�XVHG�IRU�PDQ\�\HDUV�LQ�QHWZRUNV��RQ�PRGHP�DQG�RWKHU�SRLQW�WR�
SRLQW�OLQNV�WR�WUDQVIHU�QHW�QHZV�

• $Q�HIIHFWLYH�FRGH�ZLGWK��UHTXLUHV�OHVV�WKDQ����.E\WHV�RI�PHPRU\�RQ
ERWK�VHQG�DQG�UHFHLYH�

%HIRUH�DQ\�%6'�&RPSUHVV�SDFNHWV�PD\�EH�FRPPXQLFDWHG��333�PXVW�UHDFK
WKH�QHWZRUN�OD\HU�SURWRFRO�SKDVH��DQG�WKH�&&3�FRQWURO�SURWRFRO�PXVW�UHDFK
WKH�RSHQHG�VWDWH��([DFWO\�RQH�%6'�&RPSUHVV�GDWDJUDP�LV�HQFDSVXODWHG�LQ
WKH�333�LQIRUPDWLRQ�ILHOG��ZKHUH�WKH�333�SURWRFRO�ILHOG�FRQWDLQV��[)'��RU
�[)%���[)'�LV�XVHG�DERYH�0/3���[)%�LV�XVHG�EHORZ�0/3�WR�FRPSUHVV
LQGHSHQGHQWO\�RQ�LQGLYLGXDO�OLQNV�RI�D�PXOWLOLQN�EXQGOH��7KH�PD[LPXP
OHQJWK�RI�WKH�%6'�&RPSUHVV�GDWDJUDP�WUDQVPLWWHG�RYHU�D�333�OLQN�LV�WKH
VDPH�DV�WKH�PD[LPXP�OHQJWK�RI�WKH�LQIRUPDWLRQ�ILHOG�RI�D�333�HQFDSVXODWHG
SDFNHW��2QO\�SDFNHWV�ZLWK�333�SURWRFRO�QXPEHUV�LQ�WKH�UDQJH��[�����WR
�[�)))�DQG�QHLWKHU��[)'��QRU��[)%�DUH�FRPSUHVVHG��2WKHU�333�SDFNHWV
DUH�DOZD\V�VHQW�XQFRPSUHVVHG��&RQWURO�SDFNHWV�DUH�LQIUHTXHQW�DQG�VKRXOG
QRW�EH�FRPSUHVVHG�IRU�UREXVWQHVV�



&+$3��¾�����

&+$3&+$3

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

&KDOOHQJH�+DQGVKDNH�$XWKHQWLFDWLRQ�3URWRFRO��&+$3��LV�XVHG�WR
SHULRGLFDOO\�YHULI\�WKH�LGHQWLW\�RI�WKH�SHHU�XVLQJ�D���ZD\�KDQGVKDNH��7KLV�LV
GRQH�XSRQ�LQLWLDO�OLQN�HVWDEOLVKPHQW�DQG�PD\�EH�UHSHDWHG�DQ\�WLPH�DIWHU�WKH
OLQN�KDV�EHHQ�HVWDEOLVKHG�

([DFWO\�RQH�&+$3�SDFNHW�LV�HQFDSVXODWHG�LQ�WKH�,QIRUPDWLRQ�ILHOG�RI�D�333
GDWD�OLQN�OD\HU�IUDPH�ZKHUH�WKH�SURWRFRO�ILHOG�LQGLFDWHV�W\SH�KH[�F�����7KH
VWUXFWXUH�RI�WKH�&+$3�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Code Identifier Length Data . . .

1 byte 1 byte 2 bytes variable

&+$3�SDFNHW�VWUXFWXUH

&RGH&RGH

,GHQWLILHV�WKH�W\SH�RI�&+$3�SDFNHW��&+$3�FRGHV�DUH�DVVLJQHG�DV�IROORZV�
� &KDOOHQJH�
� 5HVSRQVH�
� 6XFFHVV�
� )DLOXUH�

,GHQWLILHU,GHQWLILHU

$LGV�LQ�PDWFKLQJ�FKDOOHQJHV��UHVSRQVHV�DQG�UHSOLHV�

/HQJWK/HQJWK

/HQJWK�RI�WKH�&+$3�SDFNHW�LQFOXGLQJ�WKH�&RGH��,GHQWLILHU��/HQJWK�DQG�'DWD
ILHOGV�

'DWD'DWD

=HUR�RU�PRUH�RFWHWV��WKH�IRUPDW�RI�ZKLFK�LV�GHWHUPLQHG�E\�WKH�&RGH�ILHOG�
7KH�IRUPDW�RI�WKH�&KDOOHQJH�DQG�5HVSRQVH�GDWD�ILHOGV�LV�VKRZQ�LQ�WKH
IROORZLQJ�LOOXVWUDWLRQ�

Value size Value Name

1 byte 1 byte

&+$3�&KDOOHQJH�DQG�5HVSRQVH�GDWD�VWUXFWXUH
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9DOXH�VL]H

,QGLFDWHV�WKH�OHQJWK�RI�WKH�9DOXH�ILHOG�

9DOXH

&KDOOHQJH�YDOXH�LV�D�YDULDEOH�VWUHDP�RI�RFWHWV�ZKLFK�PXVW�EH�FKDQJHG�HDFK
WLPH�D�FKDOOHQJH�LV�VHQW�
5HVSRQVH�YDOXH�LV�WKH�RQH�ZD\�KDVK�FDOFXODWHG�RYHU�D�VWUHDP�RI�RFWHWV
FRQVLVWLQJ�RI�WKH�,GHQWLILHU��IROORZHG�E\�WKH�´VHFUHWµ�DQG�WKH�&KDOOHQJH
YDOXH�

1DPH

,GHQWLILFDWLRQ�RI�WKH�V\VWHP�WUDQVPLWWLQJ�WKH�SDFNHW�

)RU�6XFFHVV�DQG�)DLOXUH��WKH�GDWD�ILHOG�FRQWDLQV�D�YDULDEOH�PHVVDJH�ILHOG
ZKLFK�LV�LPSOHPHQWDWLRQ�GHSHQGHQW�



'(6(��¾�����

'(6('(6(

5)&�������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�'(6��'DWD�(QFU\SWLRQ�6WDQGDUG��(QFU\SWLRQ�DOJRULWKP�LV�D�ZHOO
VWXGLHG��XQGHUVWRRG�DQG�ZLGHO\�LPSOHPHQWHG�HQFU\SWLRQ�DOJRULWKP�ZKLFK
ZDV�GHVLJQHG�IRU�HIILFLHQW�LPSOHPHQWDWLRQ�LQ�KDUGZDUH��'(6(�LV�DQ�RSWLRQ
RI�(&3�ZKLFK�LQGLFDWHV�WKDW�WKH�LVVXLQJ�LPSOHPHQWDWLRQ�LV�RIIHULQJ�WR
HPSOR\�WKH�'(6�HQFU\SWLRQ�IRU�GHFU\SWLQJ�FRPPXQLFDWLRQV�RQ�WKH�OLQN�DQG
PD\�EH�WKRXJKW�RI�DV�D�UHTXHVW�IRU�LWV�SHHU�WR�HQFU\SW�SDFNHWV�LQ�WKLV
PDQQHU�

7KH�IRUPDW�RI�WKH�'(6(�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 24 32 bits

Address Control 0 0 0 0 Protocol ID

Seq no high Seq no low Cyphertext (variable)

'(6(�SDFNHW�VWUXFWXUH

7KH�DGGUHVV�DQG�FRQWURO�ILHOGV�DUH�DV�GHVFULEHG�IRU�333�

3URWRFRO�,'3URWRFRO�,'

9DOXHV�PD\�EH��[���RU��[����WKH�ODWWHU�LQGLFDWHV�WKDW�F\SKHUWH[W�LQFOXGHV
KHDGHUV�IRU�0/3�DQG�UHTXLUHV�WKDW�WKH�,QGLYLGXDO�/LQN�(QFU\SWLRQ�&RQWURO
3URWRFRO�KDV�UHDFKHG�WKH�RSHQHG�VWDWH��7KH�OHDGLQJ�]HUR�PD\�EH�DEVHQW�LI
WKH�333�3URWRFRO�)LHOG�&RPSUHVVLRQ��3)&��RSWLRQ�KDV�EHHQ�QHJRWLDWHG�

6HT�QR�KLJK�ORZ6HT�QR�KLJK�ORZ

6HTXHQFH�QXPEHUV�DUH����ELW�QXPEHUV�ZKLFK�DUH�DVVLJQHG�E\�WKH�HQFU\SWRU
VHTXHQWLDOO\�VWDUWLQJ�ZLWK����IRU�WKH�ILUVW�SDFNHW�WUDQVPLWWHG�RQFH�(&3�KDV
UHDFKHG�WKH�RSHQ�VWDWH��

&\SKHUWH[W&\SKHUWH[W

*HQHUDWLRQ�RI�HQFU\SWHG�GDWD�LV�GHVFULEHG�LQ�WKH�'(6(�VWDQGDUG�



�����½��333�6XLWH

($3($3

GUDIW�LHWI�SSSH[W�HDS�DXWK����W[W

7KH�([WHQVLEOH�$XWKHQWLFDWLRQ�3URWRFRO��($3��LV�D�333�H[WHQVLRQ�WKDW
SURYLGHV�VXSSRUW�IRU�DGGLWLRQDO�DXWKHQWLFDWLRQ�PHWKRGV�ZLWKLQ�333�

7KH�IRUPDW�RI�WKH�($3�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Code Identifier Length Type Data

1 byte 1 byte 2 bytes 1 byte variable

($3�SDFNHW�VWUXFWXUH

&RGH&RGH

'HFLPDO�YDOXH�ZKLFK�LQGLFDWHV�WKH�W\SH�RI�($3�SDFNHW�
� 5HTXHVW�
� 5HVSRQVH�
� 6XFFHVV�
� )DLOXUH�

,GHQWLILHU,GHQWLILHU

$LGV�LQ�PDWFKLQJ�UHVSRQVHV�ZLWK�UHTXHVWV�

/HQJWK/HQJWK

,QGLFDWHV�WKH�OHQJWK�RI�WKH�($3�UHTXHVW�DQG�UHVSRQVH�SDFNHWV�LQFOXGLQJ�WKH
&RGH��,GHQWLILHU��/HQJWK��7\SH��DQG�'DWD�ILHOGV��2FWHWV�LQ�WKH�SDFNHW�RXWVLGH
WKH�UDQJH�RI�WKH�/HQJWK�ILHOG�DUH�WUHDWHG�DV�'DWD�/LQN�/D\HU�SDGGLQJ�DQG�DUH
LJQRUHG�RQ�UHFHSWLRQ�

7\SH7\SH

,QGLFDWHV�WKH�($3�W\SH��7KH�IROORZLQJ�W\SHV�DUH�VXSSRUWHG��.($�YDOLGDWH�
.($�SXEOLF��*7&��273��0'���14.��1RWLILFDWLRQ��,GHQWLW\�



/&3��¾�����

/&3/&3

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO
5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

,Q�RUGHU�WR�EH�VXIILFLHQWO\�YHUVDWLOH�WR�EH�SRUWDEOH�WR�D�ZLGH�YDULHW\�RI
HQYLURQPHQWV��333�SURYLGHV�WKH�/LQN�&RQWURO�3URWRFRO��/&3��IRU
HVWDEOLVKLQJ��FRQILJXULQJ�DQG�WHVWLQJ�WKH�GDWD�OLQN�FRQQHFWLRQ��/&3�LV�XVHG�WR
DXWRPDWLFDOO\�DJUHH�XSRQ�WKH�HQFDSVXODWLRQ�IRUPDW�RSWLRQV��KDQGOH�YDU\LQJ
OLPLWV�RQ�VL]HV�RI�SDFNHWV��GHWHFW�D�ORRSHG�EDFN�OLQN�DQG�RWKHU�FRPPRQ
PLVFRQILJXUDWLRQ�HUURUV��DQG�WHUPLQDWH�WKH�OLQN��2WKHU�RSWLRQDO�IDFLOLWLHV
SURYLGHG�DUH�DXWKHQWLFDWLRQ�RI�WKH�LGHQWLW\�RI�LWV�SHHU�RQ�WKH�OLQN��DQG
GHWHUPLQDWLRQ�ZKHQ�D�OLQN�LV�IXQFWLRQLQJ�SURSHUO\�DQG�ZKHQ�LW�LV�IDLOLQJ�

7KH�IRUPDW�RI�WKH�/&3�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Code Identifier Length Data

1 byte 1 byte 2 bytes variable

/&3�SDFNHW�VWUXFWXUH

&RGH&RGH

'HFLPDO�YDOXH�ZKLFK�LQGLFDWHV�WKH�W\SH�RI�/&3�SDFNHW�
� &RQILJXUH�5HTXHVW�
� &RQILJXUH�$FN�
� &RQILJXUH�1DN�
� &RQILJXUH�5HMHFW�
� 7HUPLQDWH�5HTXHVW�
� 7HUPLQDWH�$FN�
� &RGH�5HMHFW�
� 3URWRFRO�5HMHFW�
� (FKR�5HTXHVW�
�� (FKR�5HSO\�
�� 'LVFDUG�5HTXHVW�
�� /LQN�4XDOLW\�5HSRUW�

,GHQWLILHU,GHQWLILHU

'HFLPDO�YDOXH�ZKLFK�DLGV�LQ�PDWFKLQJ�UHTXHVWV�DQG�UHSOLHV�
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/HQJWK

/HQJWK�RI�WKH�/&3�SDFNHW��LQFOXGLQJ�WKH�&RGH��,GHQWLILHU��/HQJWK�DQG�'DWD
ILHOGV�

'DWD

9DULDEOH�OHQJWK�ILHOG�ZKLFK�PD\�FRQWDLQ�RQH�RU�PRUH�FRQILJXUDWLRQ�RSWLRQV�
7KH�IRUPDW�RI�WKH�/&3�FRQILJXUDWLRQ�RSWLRQV�LV�DV�IROORZV�

Type Length Data

/&3�FRQILJXUDWLRQ�RSWLRQV

7\SH

2QH�E\WH�LQGLFDWLRQ�RI�WKH�W\SH�RI�WKH�FRQILJXUDWLRQ�RSWLRQ�

/HQJWK

/HQJWK�RI�WKH�FRQILJXUDWLRQ�RSWLRQ�LQFOXGLQJ�WKH�7\SH��/HQJWK�DQG�'DWD
ILHOGV�

'DWD

9DOXH�RI�WKH�'DWD�ILHOG�

/&3�GHFRGH



/(;��¾�����

/(;/(;

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

$�/$1�H[WHQVLRQ�LQWHUIDFH�XQLW�LV�D�KDUGZDUH�GHYLFH�LQVWDOOHG�DW�UHPRWH�VLWHV
�VXFK�DV�D�KRPH�RIILFH�RU�VPDOO�EUDQFK�RIILFH��WKDW�FRQQHFWV�D�/$1�DFURVV�D
:$1�OLQN�WR�D�URXWHU�DW�D�FHQWUDO�VLWH��7R�DFFRPPRGDWH�WKLV�/$1�H[WHQVLRQ
LQWHUIDFH�DUFKLWHFWXUH��D�333�1HWZRUN�&RQWURO�3URWRFRO�ZDV�GHYHORSHG��WKH
/$1�H[WHQVLRQ�LQWHUIDFH�SURWRFRO��333�/(;��7KH�EDVLF�IXQFWLRQDOLW\�RI
/(;�LV�WR�HQFDSVXODWH�/$1�H[WHQVLRQ�LQWHUIDFH�FRQWURO�DQG�GDWD�SDFNHWV�
&RQVHTXHQWO\�SDFNHWV�FDQ�EH�FRQWURO�SDFNHWV�RU�GDWD�SDFNHWV��&RQWURO
SDFNHWV�DUH�GHVFULEHG�XQGHU�/(;&3�

7KH�IUDPH�IRUPDW�IRU�D�333�/(;�GDWD�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ
LOOXVWUDWLRQ��7KH�0$&�IUDPH�LV�WUDQVIHUUHG�H[FHSW�IRU�WKH�)&6�ILHOG��7KH
/$1�H[WHQVLRQ�LQWHUIDFH�XQLW�FRPSXWHV�WKH�)&6�IRU�SDFNHWV�WUDQVIHUUHG�WR
WKH�/$1�DQG�VWULSV�WKH�)&6�IRU�SDFNHWV�GHVWLQHG�IRU�WKH�KRVW�URXWHU�

4 8 16 24 32 bits

HDLC flag

Address Control Protocol type

F I Z 0 Pad MAC type Destination MAC address

Destination MAC address

Source MAC address

Source MAC address Length/type

LLC data

HDLC CRC HDLC flag

333�/(;�GDWD�SDFNHW�VWUXFWXUH

+'/&�IODJ+'/&�IODJ

+'/&�IUDPH�GHOLPLWHU�

$GGUHVV$GGUHVV

$GGUHVV�ILHOG�FRQWDLQLQJ�EURDGFDVW�DGGUHVV��[))�

&RQWURO&RQWURO

&RQWURO�ILHOG�FRQWDLQLQJ�XQQXPEHUHG�LQIRUPDWLRQ��[���



�����½��333�6XLWH

3URWRFRO�W\SH

&RQWDLQV�WKH�,(7)�DVVLJQHG�SURWRFRO�W\SH�YDOXH��,Q�WKLV�FDVH�WKLV�ILHOG�ZLOO
DOZD\V�FRQWDLQ��[�����WR�LQGLFDWH�D�GDWD�SDFNHW�

)

6HW�LI�WKH�/$1�)&6�ILHOG�LV�SUHVHQW��%HFDXVH�333�/(;�GDWD�SDFNHWV�GR�QRW
FRQWDLQ�WKH�/$1�)&6�ILHOG��WKLV�ELW�VKRXOG�QRW�EH�VHW��ILHOG ���

,

6HW�LI�WKH�/$1�,'�ILHOG�LV�SUHVHQW��%HFDXVH�333�/(;�GDWD�SDFNHWV�GR�QRW
FRQWDLQ�WKH�ILHOG��WKLV�ELW�VKRXOG�QRW�EH�VHW��ILHOG ���

=

6HW�LI�,(((�������3DG�PXVW�EH�]HUR�ILOOHG�WR�PLQLPXP�VL]H�

�

5HVHUYHG��PXVW�EH�]HUR�

3DG

$Q\�333�IUDPH�PD\�KDYH�SDGGLQJ�LQVHUWHG�LQ�WKH�2SWLRQDO�'DWD�/LQN�/D\HU
3DGGLQJ�ILHOG��7KH�YDOXH�WHOOV�WKH�UHFHLYLQJ�V\VWHP�KRZ�PDQ\�SDG�RFWHWV�WR
VWULS�RII��7KH�/$1�H[WHQVLRQ�LQWHUIDFH�SURWRFRO�GRHV�QRW�VXSSRUW�WKH
2SWLRQDO�'DWD�/LQN�/D\HU�3DGGLQJ�ILHOG��VR�WKH�YDOXH�RI�WKLV�ILHOG�VKRXOG�EH
]HUR�

0$&�W\SH

7KLV�ILHOG�FRQWDLQV�WKH�PRVW�XS�WR�GDWH�YDOXH�RI�WKH�0$&�W\SH�DV�VSHFLILHG
LQ�WKH�PRVW�UHFHQW�$VVLJQHG�1XPEHUV�5)&��7KH�FXUUHQW�YDOXH��DFFRUGLQJ�WR
5)&�������LQGLFDWHV�,(((�������(WKHUQHW�ZLWK�FDQRQLFDO�DGGUHVVHV�

'HVWLQDWLRQ�0$&�DGGUHVV

��RFWHW�ILHOG�FRQWDLQLQJ�WKH�0$&�DGGUHVV�RI�WKH�GHVWLQDWLRQ�V\VWHP�DV
GHILQHG�E\�,(((��7KH�0$&�W\SH�ILHOG�GHILQHV�WKH�ELW�RUGHULQJ�

6RXUFH�0$&�DGGUHVV

��RFWHW�ILHOG�FRQWDLQLQJ�WKH�0$&�DGGUHVV�RI�WKH�VRXUFH�V\VWHP�DV�GHILQHG�E\
,(((��7KH�0$&�7\SH�ILHOG�GHILQHV�WKH�ELW�RUGHULQJ�

/HQJWK���W\SH

(WKHUQHW�SURWRFRO�W\SH��)RU�,(((�������IUDPHV��WKLV�LV�D�OHQJWK�ILHOG�



/(;��¾�����

//&�GDWD

5HPDLQGHU�RI�WKH�0$&�IUDPH�ZKLFK�LV��RU�ZRXOG�EH�LI�LW�ZHUH�SUHVHQW�
SURWHFWHG�E\�WKH�/$1�)&6�

+'/&�&5&

���ELW�F\FOLF�UHGXQGDQF\�FKHFN�ILHOG�



�����½��333�6XLWH

/45/45

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�/LQN�4XDOLW\�5HSRUW��/45��SURWRFRO�VSHFLILHV�WKH�PHFKDQLVP�IRU�OLQN
TXDOLW\�PRQLWRULQJ�ZLWKLQ�333��3DFNHWV�DUH�VRPHWLPHV�GURSSHG�RU�FRUUXSWHG
GXH�WR�OLQH�QRLVH��HTXLSPHQW�IDLOXUH��EXIIHU�RYHUUXQV��HWF��DQG�LW�LV�RIWHQ
GHVLUDEOH�WR�GHWHUPLQH�ZKHQ�DQG�KRZ�RIWHQ�WKH�OLQN�GURSV�GDWD��5RXWHUV�PD\
WHPSRUDULO\�DOORZ�DQRWKHU�URXWH�WR�WDNH�SUHFHGHQFH��RU�DQ�LPSOHPHQWDWLRQ
PD\�KDYH�WKH�RSWLRQ�RI�GLVFRQQHFWLQJ�DQG�VZLWFKLQJ�WR�DQ�DOWHUQDWH�OLQN��)RU
WKHVH�UHDVRQV��VXFK�D�TXDOLW\�PRQLWRULQJ�PHFKDQLVP�LV�QHFHVVDU\�

2QH�/45�SDFNHW�LV�HQFDSVXODWHG�LQ�WKH�LQIRUPDWLRQ�ILHOG�RI�333�GDWD�OLQN
OD\HU�IUDPHV�ZKHUH�WKH�SURWRFRO�ILHOG�LQGLFDWHV�W\SH�KH[�F�����7KH�VWUXFWXUH
RI�WKH�/45�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 24 32 bits

Magic number

Last out LQRs

Last out packets

Last out octets

Peer in LQRs

Peer in packets

Peer in discards

Peer in errors

Peer in octets

Peer out LQRs

Peer out packets

Peer out octets

Save in LQRs

Save in packets

Save in discards

Save in errors

Save in octets

/45�SDFNHW�VWUXFWXUH

0DJLF�QXPEHU0DJLF�QXPEHU

$LGV�LQ�GHWHFWLQJ�OLQNV�ZKLFK�DUH�LQ�WKH�ORRSHG�EDFN�FRQGLWLRQ�



/45��¾�����

/DVW�RXW�/45V

&RSLHG�IURP�WKH�PRVW�UHFHQWO\�UHFHLYHG�3HHU�2XW�/45V�RQ�WUDQVPLVVLRQ�

/DVW�RXW�SDFNHWV

&RSLHG�IURP�WKH�PRVW�UHFHQWO\�UHFHLYHG�3HHU�2XW�3DFNHWV�RQ�WUDQVPLVVLRQ�

/DVW�RXW�RFWHWV

&RSLHG�IURP�WKH�PRVW�UHFHQWO\�UHFHLYHG�3HHU�2XW�2FWHWV�RQ�WUDQVPLVVLRQ�

3HHU�LQ�/45V

&RSLHG�IURP�WKH�PRVW�UHFHQWO\�UHFHLYHG�6DYH�,Q�/45V�RQ�WUDQVPLVVLRQ�
:KHQHYHU�WKH�3HHU�,Q�/45V�ILHOG�LV�]HUR��WKH�/DVW�2XW�ILHOGV�DUH
LQGHWHUPLQDWH�DQG�WKH�3HHU�,Q�ILHOGV�FRQWDLQ�WKH�LQLWLDO�YDOXHV�IRU�WKH�SHHU�

3HHU�LQ�SDFNHWV

&RSLHG�IURP�WKH�PRVW�UHFHQWO\�UHFHLYHG�6DYH�,Q�3DFNHWV�RQ�WUDQVPLVVLRQ�

3HHU�LQ�GLVFDUGV

&RSLHG�IURP�WKH�PRVW�UHFHQWO\�UHFHLYHG�6DYH�,Q�'LVFDUGV�RQ�WUDQVPLVVLRQ�

3HHU�LQ�HUURUV

&RSLHG�IURP�WKH�PRVW�UHFHQWO\�UHFHLYHG�6DYH�,Q�(UURUV�RQ�WUDQVPLVVLRQ�

3HHU�LQ�RFWHWV

&RSLHG�IURP�WKH�PRVW�UHFHQWO\�UHFHLYHG�6DYH�,Q�2FWHWV�RQ�WUDQVPLVVLRQ�

3HHU�RXW�/45V

&RSLHG�IURP�WKH�2XW�/45V�RQ�WUDQVPLVVLRQ��7KLV�QXPEHU�PXVW�LQFOXGH�WKLV
/45�

3HHU�RXW�SDFNHWV

&RSLHG�IURP�WKH�FXUUHQW�0,%�LI2XW8QL3DFNHWV�DQG�LI2XW18QL3DFNHWV�RQ
WUDQVPLVVLRQ��7KLV�QXPEHU�PXVW�LQFOXGH�WKLV�/45�

3HHU�RXW�RFWHWV

&RSLHG�IURP�WKH�FXUUHQW�0,%�LI2XW2FWHWV�RQ�WUDQVPLVVLRQ��7KLV�QXPEHU
PXVW�LQFOXGH�WKLV�/45�

7KH�IROORZLQJ�ILHOGV�DUH�QRW�DFWXDOO\�WUDQVPLWWHG�RYHU�WKH�LQERXQG�OLQN�
5DWKHU��WKH\�DUH�ORJLFDOO\�DSSHQGHG�WR�WKH�SDFNHW�E\�WKH�5[�SURFHVV�
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6DYH�LQ�/45V

&RSLHG�IURP�,Q�/45V�RQ�UHFHSWLRQ��7KLV�QXPEHU�PXVW�LQFOXGH�WKLV�/45�

6DYH�LQ�SDFNHWV

&RSLHG�IURP�WKH�FXUUHQW�0,%�LI,Q8QL3DFNHWV�DQG�LI,Q18QL3DFNHWV�RQ
UHFHSWLRQ��7KLV�QXPEHU�PXVW�LQFOXGH�WKLV�/45�

6DYH�LQ�GLVFDUGV

&RSLHG�IURP�WKH�FXUUHQW�0,%�LI,Q'LVFDUGV�RQ�UHFHSWLRQ��7KLV�QXPEHU�PXVW
LQFOXGH�WKLV�/45�

6DYH�LQ�HUURUV

&RSLHG�IURP�WKH�FXUUHQW�0,%�LI,Q(UURUV�RQ�UHFHSWLRQ��7KLV�QXPEHU�PXVW
LQFOXGH�WKLV�/45�

6DYH�LQ�RFWHWV

&RSLHG�IURP�WKH�FXUUHQW�,Q*RRG2FWHWV�RQ�UHFHSWLRQ��7KLV�QXPEHU�PXVW
LQFOXGH�WKLV�/45�



3$3��¾�����

3$33$3

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

3DVVZRUG�$XWKHQWLFDWLRQ�3URWRFRO��3$3��SURYLGHV�D�VLPSOH�PHWKRG�IRU�WKH
SHHU�WR�HVWDEOLVK�LWV�LGHQWLW\�XVLQJ�D���ZD\�KDQGVKDNH��7KLV�LV�GRQH�RQO\
XSRQ�LQLWLDO�OLQN�HVWDEOLVKPHQW�

7KH�3$3�SDFNHW�LV�HQFDSVXODWHG�LQ�WKH�,QIRUPDWLRQ�ILHOG�RI�D�333�GDWD�OLQN
OD\HU�IUDPH�ZKHUH�WKH�SURWRFRO�ILHOG�LQGLFDWHV�W\SH�KH[�F�����7KH�VWUXFWXUH
RI�WKH�3$3�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Code Identifier Length Data . . .

1 byte 1 byte 2 bytes

3$3�SDFNHW�VWUXFWXUH

&RGH&RGH

2QH�RFWHW�ILHOG�ZKLFK�LGHQWLILHV�WKH�W\SH�RI�3$3�SDFNHW��3$3�FRGHV�DUH
DVVLJQHG�DV�IROORZV�
� $XWKHQWLFDWH�5HTXHVW�
� $XWKHQWLFDWH�$FN�
� $XWKHQWLFDWH�1DN�

,GHQWLILHU,GHQWLILHU

$LGV�LQ�PDWFKLQJ�UHTXHVWV�DQG�UHSOLHV�

/HQJWK/HQJWK

,QGLFDWHV�WKH�OHQJWK�RI�WKH�3$3�SDFNHW�LQFOXGLQJ�WKH�&RGH��,GHQWLILHU�
/HQJWK�DQG�'DWD�ILHOGV�

'DWD'DWD

=HUR�RU�PRUH�RFWHWV��WKH�IRUPDW�RI�ZKLFK�LV�GHWHUPLQHG�E\�WKH�&RGH�ILHOG�
7KH�IRUPDW�RI�WKH�GDWD�ILHOG�IRU�$XWKHQWLFDWH�5HTXHVW�SDFNHWV�LV�VKRZQ
EHORZ�

Peer-ID length Peer-ID Password length Password

1 byte variable 1 byte variable

'DWD�VWUXFWXUH�IRU�$XWKHQWLFDWH�5HTXHVW�SDFNHW



�����½��333�6XLWH

3HHU�,'�OHQJWK

/HQJWK�RI�WKH�3HHU�,'�ILHOG�

3HHU�,'

,QGLFDWHV�WKH�QDPH�RI�WKH�SHHU�WR�EH�DXWKHQWLFDWHG�

3DVVZRUG�OHQJWK

/HQJWK�RI�WKH�3DVVZRUG�ILHOG�

3DVVZRUG

,QGLFDWHV�WKH�SDVVZRUG�WR�EH�XVHG�IRU�DXWKHQWLFDWLRQ�

7KH�IRUPDW�RI�WKH�GDWD�ILHOG�IRU�$XWKHQWLFDWH�$FN�DQG�$XWKHQWLFDWH�1DN
SDFNHWV�LV�VKRZQ�EHORZ�

Message Length Message

1 byte variable

'DWD�VWUXFWXUH�IRU�$XWKHQWLFDWH�$FN�DQG�$XWKHQWLFDWH�1DN�SDFNHWV

0HVVDJH�OHQJWK

/HQJWK�RI�WKH�0HVVDJH�ILHOG�

0HVVDJH

7KH�FRQWHQWV�RI�WKH�0HVVDJH�ILHOG�DUH�LPSOHPHQWDWLRQ�GHSHQGHQW�



$7&3��¾�����

$7&3$7&3

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�$SSOH7DON�&RQWURO�3URWRFRO��$7&3��LV�UHVSRQVLEOH�IRU�FRQILJXULQJ��WKH
$SSOH7DON�SDUDPHWHUV�RQ�ERWK�HQGV�RI�WKH�SRLQW�WR�SRLQW�OLQN��$7&3�XVHV
WKH�VDPH�SDFNHW�H[FKDQJH�PHFKDQLVP�DV�WKH�/LQN�&RQWURO�3URWRFRO��/&3��
$7&3�SDFNHWV�PD\�QRW�EH�H[FKDQJHG�XQWLO�333�KDV�UHDFKHG�WKH�1HWZRUN�
/D\HU�3URWRFRO�SKDVH��$7&3�SDFNHWV�UHFHLYHG�EHIRUH�WKLV�SKDVH�LV�UHDFKHG
DUH�GLVFDUGHG�

7KH�IRUPDW�RI�WKH�$7&3�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Code Identifier Length Data

1 byte 1 byte 2 bytes variable

$7&3�SDFNHW�VWUXFWXUH

&RGH&RGH

'HFLPDO�YDOXH�ZKLFK�LQGLFDWHV�WKH�W\SH�RI�$7&3�SDFNHW�
� &RQILJXUH�5HTXHVW�
� &RQILJXUH�$FN�
� &RQILJXUH�1DN�
� &RQILJXUH�5HMHFW�
� 7HUPLQDWH�5HTXHVW�
� 7HUPLQDWH�$FN�
� &RGH�5HMHFW�

,GHQWLILHU,GHQWLILHU

'HFLPDO�YDOXH�ZKLFK�DLGV�LQ�PDWFKLQJ�UHTXHVWV�DQG�UHSOLHV�

/HQJWK/HQJWK

/HQJWK�RI�WKH�$7&3�SDFNHW��LQFOXGLQJ�WKH�&RGH��,GHQWLILHU��/HQJWK�DQG
'DWD�ILHOGV�

'DWD'DWD

9DULDEOH�OHQJWK�ILHOG�ZKLFK�PD\�FRQWDLQ�RQH�RU�PRUH�FRQILJXUDWLRQ�RSWLRQV�
7KH�IRUPDW�RI�WKH�$7&3�FRQILJXUDWLRQ�RSWLRQV�LV�DV�IROORZV�

Type Length Data

$7&3�FRQILJXUDWLRQ�RSWLRQV
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7\SH

2QH�E\WH�LQGLFDWLRQ�RI�WKH�W\SH�RI�WKH�FRQILJXUDWLRQ�RSWLRQ�
� $SSOH7DON�$GGUHVV�
� 5RXWLQJ�3URWRFRO�
� 6XSSUHVV�%URDGFDVWV�
� $7�&RPSUHVVLRQ�3URWRFRO�
� 6HUYHU�,QIRUPDWLRQ�
� =RQH�,QIRUPDWLRQ�
� 'HIDXOW�5RXWHU�$GGUHVV�

/HQJWK

/HQJWK�RI�WKH�FRQILJXUDWLRQ�RSWLRQ�LQFOXGLQJ�WKH�7\SH��/HQJWK�DQG�'DWD
ILHOGV�

'DWD

9DOXH�RI�WKH�'DWD�ILHOG�



%$&3��¾�����

%$&3%$&3

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�%DQGZLGWK�$OORFDWLRQ�&RQWURO�3URWRFRO��%$&3��LV�WKH�DVVRFLDWHG
FRQWURO�SURWRFRO�IRU�%$3��%$3�FDQ�EH�XVHG�WR�PDQDJH�WKH�QXPEHU�RI�OLQNV
LQ�D�PXOWL�OLQN�EXQGOH��%$3�GHILQHV�GDWDJUDPV�WR�FRRUGLQDWH�DGGLQJ�DQG
UHPRYLQJ�LQGLYLGXDO�OLQNV�LQ�D�PXOWL�OLQN�EXQGOH��DV�ZHOO�DV�VSHFLI\LQJ�ZKLFK
SHHU�LV�UHVSRQVLEOH�IRU�ZKLFK�GHFLVLRQV�UHJDUGLQJ�PDQDJLQJ�EDQGZLGWK
GXULQJ�D�PXOWL�OLQN�FRQQHFWLRQ��%$&3�GHILQHV�FRQWURO�SDUDPHWHUV�IRU�WKH
%$3�SURWRFRO�WR�XVH�

7KH�IRUPDW�RI�WKH�%$&3�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Code Identifier Length Data

1 byte 1 byte 2 bytes variable

%$&3�SDFNHW�VWUXFWXUH

&RGH&RGH

'HFLPDO�YDOXH�ZKLFK�LQGLFDWHV�WKH�W\SH�RI�%$&3�SDFNHW�
� &RQILJXUH�5HTXHVW�
� &RQILJXUH�$FN�
� &RQILJXUH�1DN�
� &RQILJXUH�5HMHFW�
� 7HUPLQDWH�5HTXHVW�
� 7HUPLQDWH�$FN�
� &RGH�5HMHFW�

,GHQWLILHU,GHQWLILHU

'HFLPDO�YDOXH�ZKLFK�DLGV�LQ�PDWFKLQJ�UHTXHVWV�DQG�UHSOLHV�

/HQJWK/HQJWK

/HQJWK�RI�WKH�%$&3�SDFNHW��LQFOXGLQJ�WKH�&RGH��,GHQWLILHU��/HQJWK�DQG
'DWD�ILHOGV�
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'DWD

9DULDEOH�OHQJWK�ILHOG�ZKLFK�PD\�FRQWDLQ�RQH�RU�PRUH�FRQILJXUDWLRQ�RSWLRQV�
7KH�IRUPDW�RI�WKH�%$&3�FRQILJXUDWLRQ�RSWLRQV�LV�DV�IROORZV�

Type Length Data

%$&3�FRQILJXUDWLRQ�RSWLRQV

7\SH

2QH�E\WH�LQGLFDWLRQ�RI�WKH�W\SH�RI�WKH�FRQILJXUDWLRQ�RSWLRQ�
� )DYRUHG�3HHU

/HQJWK

/HQJWK�RI�WKH�FRQILJXUDWLRQ�RSWLRQ�LQFOXGLQJ�WKH�7\SH��/HQJWK�DQG�'DWD
ILHOGV�

'DWD

9DOXH�RI�WKH�'DWD�ILHOG�



%&3��¾�����

%&3%&3

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�%ULGJLQJ�&RQWURO�3URWRFRO��%&3��LV�UHVSRQVLEOH�IRU�FRQILJXULQJ�WKH
EULGJH�SURWRFRO�SDUDPHWHUV�RQ�ERWK�HQGV�RI�WKH�SRLQW�WR�SRLQW�OLQN��%&3
XVHV�WKH�VDPH�SDFNHW�H[FKDQJH�PHFKDQLVP�DV�WKH�/LQN�&RQWURO�3URWRFRO�
%&3�SDFNHWV�FDQ�QRW�EH�H[FKDQJHG�XQWLO�333�KDV�UHDFKHG�WKH�1HWZRUN�
/D\HU�3URWRFRO�SKDVH��%&3�SDFNHWV�UHFHLYHG�EHIRUH�WKLV�SKDVH�LV�UHDFKHG�DUH
GLVFDUGHG�

7KH�IRUPDW�RI�WKH�%&3�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Code Identifier Length Data

1 byte 1 byte 2 bytes variable

%&3�SDFNHW�VWUXFWXUH

&RGH&RGH

'HFLPDO�YDOXH�ZKLFK�LQGLFDWHV�WKH�W\SH�RI�%&3�SDFNHW�
� &RQILJXUH�5HTXHVW�
� &RQILJXUH�$FN�
� &RQILJXUH�1DN�
� &RQILJXUH�5HMHFW�
� 7HUPLQDWH�5HTXHVW�
� 7HUPLQDWH�$FN�
� &RGH�5HMHFW�

,GHQWLILHU,GHQWLILHU

'HFLPDO�YDOXH�ZKLFK�DLGV�LQ�PDWFKLQJ�UHTXHVWV�DQG�UHSOLHV�

/HQJWK/HQJWK

/HQJWK�RI�WKH�%&3�SDFNHW��LQFOXGLQJ�WKH�&RGH��,GHQWLILHU��/HQJWK�DQG�'DWD
ILHOGV�

'DWD'DWD

9DULDEOH�OHQJWK�ILHOG�ZKLFK�PD\�FRQWDLQ�RQH�RU�PRUH�FRQILJXUDWLRQ�RSWLRQV�
7KH�IRUPDW�RI�WKH�%&3�FRQILJXUDWLRQ�RSWLRQV�LV�DV�IROORZV�

Type Length Data

%&3�FRQILJXUDWLRQ�RSWLRQV
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7\SH

2QH�E\WH�LQGLFDWLRQ�RI�WKH�W\SH�RI�WKH�FRQILJXUDWLRQ�RSWLRQ�
� %ULGJH�,GHQWLILFDWLRQ�
� /LQH�,GHQWLILFDWLRQ�
� 0$&�6XSSRUW�
� 7LQ\JUDP�&RPSUHVVLRQ�
� /$1�,GHQWLILFDWLRQ�
� 0$&�$GGUHVV�
� 6SDQQLQJ�7UHH�3URWRFRO�

/HQJWK

/HQJWK�RI�WKH�FRQILJXUDWLRQ�RSWLRQ�LQFOXGLQJ�WKH�7\SH��/HQJWK�DQG�'DWD
ILHOGV�

'DWD

9DOXH�RI�WKH�'DWD�ILHOG�


