
��

1RYHOO�3URWRFROV1RYHOO�3URWRFROV

7KH�1RYHOO�1HW:DUH�SURWRFRO�VXLWH�ZDV�JUHDWO\�LQIOXHQFHG�E\�WKH�GHVLJQ�DQG
LPSOHPHQWDWLRQ�RI�WKH�;HUR[�1HWZRUN�6\VWHP��;16��SURWRFRO�DUFKLWHFWXUH�
,W�SURYLGHV�FRPSUHKHQVLYH�VXSSRUW�IRU�HYHU\�PDMRU�GHVNWRS�RSHUDWLQJ
V\VWHP��LQFOXGLQJ�'26��:LQGRZV��0DFLQWRVK��26����DQG�81,;��,Q
DGGLWLRQ��1RYHOO�SURYLGHV�H[WHQVLYH�VXSSRUW�IRU�ORFDO�DUHD�QHWZRUNV�DQG
DV\QFKURQRXV�ZLGH�DUHD�FRPPXQLFDWLRQV��7KH�1RYHOO�VXLWH�LQFOXGHV�WKH
IROORZLQJ�SURWRFROV�

• ,3;��,QWHUQHWZRUN�3DFNHW�([FKDQJH�

• %&$67��%URDGFDVW�

• %03��%XUVW�0RGH�3URWRFRO�

• ',$*��'LDJQRVWLF�5HVSRQGHU�

• 1&3��1HW:DUH�&RUH�3URWRFRO�

• 1'6��1HW:DUH�'LUHFWRU\�6HUYLFHV�

• 1/63��1HW:DUH�/LQN�6HUYLFHV�3URWRFRO�

• 1RYHO1HW%,26�

• 5,3;��5RXWLQJ�,QIRUPDWLRQ�3URWRFRO�

• 6$3��6HUYLFH�$GYHUWLVLQJ�3URWRFRO�
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• 6(5��6HULDOL]DWLRQ�

• 63;��6HTXHQFHG�3DFNHW�([FKDQJH�

• :'2*��:DWFKGRJ�

7KH�IROORZLQJ�GLDJUDP�UHSUHVHQWV�WKH�1RYHOO�SURWRFRO�VXLWH�LQ�UHODWLRQ�WR�WKH
26,�PRGHO��

1RYHOO�SURWRFRO�VXLWH�LQ�UHODWLRQ�WR�WKH�26,�PRGHO

Transport

Application

Data Link

NWSERIAL

Session

Network

Presentation

NWWDOGNWDIAG

NLP

NWBCASTNDS

BMPSAP
NCP

LSP

NetBIOS

SPX IISPX

Error (IPX) Routing

IPX

Physical

Echo (IPX)IPX Ping

IPX WAN

NLSP

RIP



,3;��¾�����

,3;,3;

´1RYHOO·V�*XLGH�WR�1HW:DUH�/$1�$QDO\VLVµ�E\�/DXUD�$��&KDSSHOO�DQG�'DQ�(�
+DNHV��1RYHOO�3UHVV������

,QWHUQHW�3URWRFRO�([FKDQJH��,3;��LV�1RYHOO·V�LPSOHPHQWDWLRQ�RI�WKH�;HUR[
,QWHUQHW�'DWDJUDP�3URWRFRO��,'3���,3;�LV�D�FRQQHFWLRQOHVV�GDWDJUDP
SURWRFRO�WKDW�GHOLYHUV�SDFNHWV�DFURVV�WKH�,QWHUQHW�DQG�SURYLGHV�1HW:DUH
ZRUNVWDWLRQV�DQG�ILOH�VHUYHUV�ZLWK�DGGUHVVLQJ�DQG�LQWHUQHWZRUNLQJ�URXWLQJ
VHUYLFHV�

7KH�VWUXFWXUH�RI�WKH�,3;�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

0 15 bits

Checksum

Packet length

Transport control Packet type

Destination network
(4 bytes)

Netware
IPX

Destination node
(6 bytes)

Header

Destination socket

Source network
(4 bytes)

Source node
(6 bytes)

Source socket

Data (contains RIP, SAP, SPX, NCP, etc. information)

,3;�SDFNHW�VWUXFWXUH

&KHFNVXP&KHFNVXP

6HW�WR�))))+�

3DFNHW�OHQJWK3DFNHW�OHQJWK

/HQJWK�RI�WKH�,3;�GDWDJUDP�LQ�RFWHWV�
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7UDQVSRUW�FRQWURO

8VHG�E\�1HW:DUH�URXWHUV��6HW�WR�]HUR�E\�,3;�EHIRUH�SDFNHW�WUDQVPLVVLRQ�

3DFNHW�W\SH

6SHFLILHV�WKH�SDFNHW�LQIRUPDWLRQ�
� +HOOR�RU�6$3�
� 5RXWLQJ�,QIRUPDWLRQ�3URWRFRO�
� (FKR�3DFNHW�
� (UURU�3DFNHW�
� 1HW:DUH�����RU�6$3�
� 6HTXHQFHG�3DFNHW�3URWRFRO�
����� ([SHULPHQWDO�SURWRFROV�
�� 1HW:DUH�����

1HWZRUN�QXPEHU

$����ELW�QXPEHU�DVVLJQHG�E\�WKH�QHWZRUN�DGPLQLVWUDWRU��VHW�WR���RQ�WKH�ORFDO
QHWZRUN�

1RGH�QXPEHU

$����ELW�QXPEHU�WKDW�LGHQWLILHV�WKH�/$1�KDUGZDUH�DGGUHVV��,I�WKH�QRGH
QXPEHU�LV�))))�))))�))))��LW�PHDQV�EURDGFDVW��DQG�LI�WKH�QRGH�QXPEHU�LV
����������������LW�PHDQV�LW�LV�WKH�VHUYHU��RQ�1HW:DUH���[�DQG���[�RQO\��

6RFNHW�QXPEHU

$����ELW�QXPEHU�WKDW�LGHQWLILHV�WKH�KLJKHU�OD\HU�SDFNHW�
����+ 1&3�
����+ 6$3�
����+ 5,3�
����+ 1HW%,26�
����+ 'LDJQRVWLFV�
�[��� 6HULDOL]DWLRQ�SDFNHW��6(5��
���������+ (SKHPHUDO�VRFNHWV��XVHG�IRU�ILOH�VHUYHU�DQG�QHWZRUN

FRPPXQLFDWLRQ�



%&$67��¾�����

%&$67%&$67

´1RYHOO·V�*XLGH�WR�1HW:DUH�/$1�$QDO\VLVµ�E\�/DXUD�$��&KDSSHOO�DQG�'DQ�(�
+DNHV��1RYHOO�3UHVV������

7KH�%URDGFDVW��%&$67��SURWRFRO�GHDOV�ZLWK�DQQRXQFHPHQWV�IURP�WKH
QHWZRUN�LQIRUPLQJ�WKH�XVHU�WKDW�KH�KDV�UHFHLYHG�D�PHVVDJH�

7KH�IRUPDW�RI�WKH�%&$67�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 bits

Connection number Signature Character

%&$67�SDFNHW�VWUXFWXUH

&RQQHFWLRQ�QXPEHU&RQQHFWLRQ�QXPEHU

*LYHQ�WR�WKH�VWDWLRQ�GXULQJ�WKH�ORJLQ�SURFHVV�

6LJQDWXUH�FKDUDFWHU6LJQDWXUH�FKDUDFWHU

7KH�YDOXH�LV��[����$6&,,�FKDUDFWHU���ZKLFK�PHDQV�%URDGFDVW�0HVVDJH�:DLWLQJ�
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%03%03��%XUVW���%XUVW�

´1RYHOO·V�*XLGH�WR�1HW:DUH�/$1�$QDO\VLVµ�E\�/DXUD�$��&KDSSHOO�DQG�'DQ�(�
+DNHV��1RYHOO�3UHVV������

7KH�%XUVW�0RGH�3URWRFRO��%03��LV�DFWXDOO\�D�W\SH�RI�1&3�SDFNHW��5HTXHVW
W\SH� �����+���%03�ZDV�GHVLJQHG�WR�DOORZ�PXOWLSOH�UHVSRQVHV�WR�D�VLQJOH
UHTXHVW�IRU�ILOH�UHDGV�DQG�ZULWHV��%XUVW�0RGH�LQFUHDVHV�WKH�HIILFLHQF\�RI
FOLHQW�VHUYHU�FRPPXQLFDWLRQV�E\�DOORZLQJ�ZRUNVWDWLRQV�WR�VXEPLW�D�VLQJOH
ILOH�UHDG�RU�ZULWH�UHTXHVW�DQG�UHFHLYH�XS�WR����NLORE\WHV�RI�GDWD�ZLWKRXW
VXEPLWWLQJ�DQRWKHU�UHTXHVW�

7KH�IRUPDW�RI�WKH�%03�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

16 24 32 bits

Request type Stream type flags Stream type

Source connection ID

Destination connection ID

Packet sequence number

Send delay time

Burst sequence number ACK sequence number

Total burst length

Total burst offset

Packet length Number of list entries

Missing fragment list

Function code

File handle

Starting offset

Bytes to write

%03�SDFNHW�VWUXFWXUH

5HTXHVW�W\SH5HTXHVW�W\SH

,GHQWLFDO�WR�5HTXHVW�7\SH�LQ�1&3�DQG�DOZD\V�ZLOO�EH�VHW�WR�����+��%XUVW
PRGH�SDFNHW��

6WUHDP�W\SH�IODJV6WUHDP�W\SH�IODJV

$YDLODEOH�IODJV�



%03��%XUVW���¾�����

6WUHDP�W\SH

%XUVW�PRGH�FRQWURO�ELWV�

6RXUFH�FRQQHFWLRQ�,'

&RQQHFWLRQ�,'�QXPEHU�DVVLJQHG�WR�VRXUFH�ZRUNVWDWLRQ�

'HVWLQDWLRQ�FRQQHFWLRQ�,'

&RQQHFWLRQ�,'�QXPEHU�DVVLJQHG�WR�GHVWLQDWLRQ�ZRUNVWDWLRQ�

3DFNHW�VHTXHQFH�QXPEHU

8VHG�E\�ZRUNVWDWLRQ�DQG�ILOH�VHUYHU�WR�LGHQWLI\�SDFNHWV�VHQW�DQG�UHFHLYHG�

6HQG�GHOD\�WLPH

7LPH�GHOD\�EHWZHHQ�SDFNHWV�

%XUVW�VHTXHQFH�QXPEHU

%XUVW�QXPEHU�EHLQJ�WUDQVPLWWHG�

$&.�VHTXHQFH�QXPEHU

1H[W�DFFHSWHG�EXUVW�VHTXHQFH�QXPEHU�

7RWDO�EXUVW�OHQJWK

/HQJWK�RI�WUDQVPLWWHG�EXUVW��LQ�RFWHWV��

%XUVW�RIIVHW

/RFDWLRQ�RI�SDFNHW�GDWD�ZLWKLQ�WKH�EXUVW�

3DFNHW�OHQJWK

/HQJWK�RI�SDFNHW�EXUVW�GDWD��LQ�RFWHWV��

1XPEHU�RI�OLVW�HQWULHV

1XPEHU�RI�HOHPHQWV�LQ�WKH�PLVVLQJ�IUDJPHQW�OLVW�

0LVVLQJ�IUDJPHQW�OLVW

'DWD�IUDJPHQWV�QRW�\HW�UHFHLYHG�

,I�´%XUVW�2IIVHW� ��µ��IRXU�DGGLWLRQDO�ILHOGV�IROORZ�

)XQFWLRQ�FRGH

:ULWH�UHDG�IXQFWLRQ�
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6WDUWLQJ�RIIVHW

2IIVHW�WR�VWDUW�ZULWLQJ��UHDGLQJ��

%\WHV�WR�ZULWH

1R��RI�E\WHV�WR�ZULWH��UHDG��

%03�GHFRGH



',$*��¾�����

',$*',$*

´1RYHOO·V�*XLGH�WR�1HW:DUH�/$1�$QDO\VLVµ�E\�/DXUD�$��&KDSSHOO�DQG�'DQ�(�
+DNHV��1RYHOO�3UHVV������

7KH�'LDJQRVWLF�5HVSRQGHU��',$*��SURWRFRO�LV�XVHIXO�LQ�DQDO\]LQJ�1HW:DUH
/$1V��',$*�FDQ�EH�XVHG�IRU�FRQQHFWLYLW\�WHVWLQJ��FRQILJXUDWLRQ�DQG
LQIRUPDWLRQ�JDWKHULQJ�

7KH�',$*�UHTXHVW�SDFNHW�VWUXFWXUH�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Exclusion address count (1 byte)

Exclusion address 0 (6 bytes)

.

.

.

Exclusion address 79 (6 bytes)

',$*�UHTXHVW�SDFNHW�VWUXFWXUH

([FOXVLRQ�DGGUHVV�FRXQW([FOXVLRQ�DGGUHVV�FRXQW

7KH�QXPEHU�RI�VWDWLRQV�WKDW�ZLOO�EH�UHTXHVWHG�QRW�WR�UHVSRQG��$�YDOXH�RI��
LQ�WKLV�ILHOG�LQGLFDWHV�WKDW�DOO�VWDWLRQV�VKRXOG�UHVSRQG��7KH�PD[LPXP�YDOXH
IRU�WKLV�ILHOG�LV�����H[FOXVLRQ�DGGUHVV�������

7KH�',$*�UHVSRQVH�SDFNHW�VWUXFWXUH�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 bits

Major version Minor version

SPX diagnostic socket

Component count

Component type 0 (variable length)

',$*�UHVSRQVH�SDFNHW�VWUXFWXUH

0DMRU�PLQRU�YHUVLRQ0DMRU�PLQRU�YHUVLRQ

9HUVLRQ�RI�WKH�GLDJQRVWLF�UHVSRQGHU�WKDW�LV�LQVWDOOHG�LQ�WKH�UHVSRQGLQJ
VWDWLRQ�

63;�GLDJQRVWLF�VRFNHW63;�GLDJQRVWLF�VRFNHW

7KH�VRFNHW�1R��WR�ZKLFK�DOO�63;�GLDJQRVWLF�UHVSRQVHV�FDQ�EH�DGGUHVVHG�
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&RPSRQHQW�FRXQW

1XPEHU�RI�FRPSRQHQWV�IRXQG�ZLWKLQ�WKLV�UHVSRQVH�SDFNHW�

&RPSRQHQW�W\SH

&RQWDLQV�LQIRUPDWLRQ�DERXW�RQH�RI�WKH�FRPSRQHQWV�RU�DFWLYH�SURFHVV�DW�WKH
UHVSRQGLQJ�QRGH�

6LPSOH�

�� �,3;�63;�
�� �5RXWHU�GULYHUV�
�� �/$1�GULYHUV�
�� �6KHOOV�
�� �9$3V�

([WHQGHG�

�� �5RXWHU�
�� �)LOH�6HUYHU�5RXWHU�
�� �1RQGHGLFDWHG�,3;�63;�

(DFK�H[WHQGHG�W\SH�ZLOO�EH�IROORZHG�E\�DGGLWLRQDO�ILHOGV�

Number of local networks (1 byte)

',$*�DGGLWLRQDO�ILHOG

1XPEHU�RI�ORFDO�QHWZRUNV

1XPEHU�RI�ORFDO�QHWZRUNV�ZLWK�ZKLFK�WKLV�FRPSRQHQW�FDQ�FRPPXQLFDWH�

)RU�HDFK�ORFDO�QHWZRUN��WKHUH�ZLOO�EH�

Local network type (1 byte)

Network address (4 bytes)

Node address (6 bytes)

)RUPDW�IRU�ORFDO�QHWZRUNV

/RFDO�QHWZRUN�W\SH

&RQWDLQV�D�QXPEHU�LQGLFDWLQJ�WKH�W\SH�RI�QHWZRUN�ZLWK�ZKLFK�WKH
FRPSRQHQW�FRPPXQLFDWHV�

1HWZRUN�DGGUHVV

&RQWDLQV�WKH���E\WH�QHWZRUN�DGGUHVV�DVVLJQHG�WR�WKH�QHWZRUN�OLVWHG�LQ�WKH
/RFDO�1HWZRUN�7\SH�ILHOG�



',$*��¾�����

1RGH�DGGUHVV

&RQWDLQV�WKH���E\WH�QRGH�DGGUHVV�WKDW�DFFRPSDQLHV�WKH�QHWZRUN�DGGUHVV
OLVWHG�DERYH��7KHVH�ZLOO�GHSHQG�RQ�WKH�QXPEHU�RI�ORFDO�QHWZRUNV�

',$*�GHFRGH



�����½��1RYHOO�3URWRFROV

1&31&3

´1RYHOO·V�*XLGH�WR�1HW:DUH�/$1�$QDO\VLVµ�E\�/DXUD�$��&KDSSHOO�DQG�'DQ�(�
+DNHV��1RYHOO�3UHVV������

7KH�1RYHOO�1HW:DUH�&RUH�3URWRFRO��1&3��PDQDJHV�DFFHVV�WR�WKH�SULPDU\
1HW:DUH�VHUYHU�UHVRXUFHV��,W�PDNHV�SURFHGXUH�FDOOV�WR�WKH�1HW:DUH�)LOH
6KDULQJ�3URWRFRO��1)63��WKDW�VHUYLFHV�UHTXHVWV�IRU�1HW:DUH�ILOH�DQG�SULQW
UHVRXUFHV�

7KH�IRUPDW�RI�WKH�1&3�5HTXHVW�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ
LOOXVWUDWLRQ��7KH�UHTXHVW�W\SH�LV���E\WHV��DOO�RWKHU�ILHOGV�DUH���E\WH�

Request type

Sequence number

Connection number low

Task number

Connection number high

Request code

Data
(variable length)

1&3�UHTXHVW�KHDGHU

5HTXHVW�W\SH5HTXHVW�W\SH

,GHQWLILHV�WKH�SDFNHW�W\SH�
����+ $OORFDWH�VORW�UHTXHVW�
����+ )LOH�VHUYHU�UHTXHVW�
����+ )LOH�VHUYHU�UHSO\�
����+ 'HDOORFDWH�VORW�UHTXHVW�
����+ %XUVW�PRGH�SDFNHW��%03��
����+ 3RVLWLYH�DFNQRZOHGJH�
+�VLJQLILHV�KH[DGHFLPDO�QRWDWLRQ�

6HTXHQFH�QXPEHU6HTXHQFH�QXPEHU

1XPEHU�XVHG�E\�WKH�ZRUNVWDWLRQ�DQG�ILOH�VHUYHU�WR�LGHQWLI\�SDFNHWV�ZKLFK
DUH�VHQW�DQG�UHFHLYHG�

&RQQHFWLRQ�QXPEHU�ORZ&RQQHFWLRQ�QXPEHU�ORZ

/RZ�FRQQHFWLRQ�,'�QXPEHU�DVVLJQHG�WR�WKH�ZRUNVWDWLRQ�



1&3��¾�����

7DVN�QXPEHU

,GHQWLILHV�WKH�RSHUDWLQJ�V\VWHP�H�J���'26��WDVN�

&RQQHFWLRQ�QXPEHU�KLJK

+LJK�&RQQHFWLRQ�,'�QXPEHU�DVVLJQHG�WR�WKH�ZRUNVWDWLRQ��8VHG�RQO\�RQ�WKH
�����XVHU�YHUVLRQ�RI�1HW:DUH��RQ�DOO�RWKHU�YHUVLRQV�ZLOO�EH�VHW�WR���

5HTXHVW�FRGH

,GHQWLILHV�WKH�VSHFLILF�UHTXHVW�IXQFWLRQ�FRGH�

7KH�VWUXFWXUH�RI�WKH�1&3�5HSO\�KHDGHU�LV�WKH�VDPH�DV�WKH�5HTXHVW�KHDGHU�
EXW�WKH�ODVW���E\WHV�GLIIHU�DIWHU�&RQQHFWLRQ�1XPEHU�+LJK��7KLV�LV�VKRZQ�LQ
WKH�IROORZLQJ�LOOXVWUDWLRQ�

Completion code

Connection status

1&3�UHSO\�KHDGHU��ODVW���E\WHV

&RPSOHWLRQ�FRGH

7KH�FRPSOHWLRQ�FRGH�LQGLFDWHV�ZKHWKHU�RU�QRW�WKH�&OLHQW·V�UHTXHVW�ZDV
VXFFHVVIXO��$�YDOXH�RI���LQ�WKH�&RPSOHWLRQ�&RGH�ILHOG�LQGLFDWHV�WKDW�WKH
UHTXHVW�ZDV�VXFFHVVIXO��$Q\�RWKHU�YDOXH�LQGLFDWHV�DQ�HUURU�

&RQQHFWLRQ�VWDWXV

7KH�IRXUWK�ELW�LQ�WKLV�E\WH�ZLOO�EH�VHW�WR���LI�'2:1�LV�W\SHG�DW�WKH�FRQVROH
SURPSW��WR�EULQJ�WKH�VHUYHU�GRZQ�
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1'61'6

´1RYHOO·V�*XLGH�WR�1HW:DUH�/$1�$QDO\VLVµ�E\�/DXUD�$��&KDSSHOO�DQG�'DQ�(�
+DNHV��1RYHOO�3UHVV������

1HW:DUH�'LUHFWRU\�6HUYLFHV��1'6��LV�D�JOREDOO\�GLVWULEXWHG�QHWZRUN
GDWDEDVH�WKDW�UHSODFHV�WKH�ELQGHU\�XVHG�LQ�SUHYLRXV�YHUVLRQV�RI�1HW:DUH��,Q
DQ�1'6�EDVHG�QHWZRUN��RQH�ORJV�LQWR�WKH�HQWLUH�QHWZRUN�SURYLGLQJ�DFFHVV�WR
DOO�QHWZRUN�VHUYLFHV�

7KH�IRUPDW�RI�WKH�1'6�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 24 32 bits

Fragger handle

Maximum fragment size

Message size

Fragment flag

Internal verb

1'6�SDFNHW�VWUXFWXUH

)UDJJHU�KDQGOH)UDJJHU�KDQGOH

)UDJPHQWHG�UHTXHVW�UHSO\�KDQGOH�

0D[LPXP�IUDJPHQW�VL]H0D[LPXP�IUDJPHQW�VL]H

0D[LPXP�QXPEHU�RI�GDWD�E\WHV�WKDW�FDQ�EH�VHQW�DV�D�UHSO\�

0HVVDJH�VL]H0HVVDJH�VL]H

$FWXDO�VL]H�RI�WKH�PHVVDJH�EHLQJ�VHQW�

)UDJPHQW�IODJ)UDJPHQW�IODJ

)ODJ�ILHOG��DOZD\V�VHW�WR���

,QWHUQDO�YHUE,QWHUQDO�YHUE

1XPEHU�RI�WKH�1'6�YHUE�WKDW�VKRXOG�EH�H[HFXWHG�



1/63��¾�����

1/631/63

1RYHOO�SXEOLFDWLRQ�1HW:DUH�/LQN�6HUYLFHV�3URWRFRO�6SHFLILFDWLRQ�UHY����

7KH�1HW:DUH�/LQN�6HUYLFHV�3URWRFRO��1/63��SURYLGHV�OLQN�VWDWH�URXWLQJ
IRU�,QWHUQHWZRUN�3DFNHW�([FKDQJH�QHWZRUNV��,W�LV�D�SURWRFRO�IRU�LQIRUPDWLRQ
H[FKDQJH�DPRQJ�URXWHUV�JHDUHG�WR�WKH�QHHGV�RI�ODUJH�,3;�QHWZRUNV��,3;�LV
WKH�QHWZRUN�OD\HU�SURWRFRO�XVHG�E\�WKH�1RYHOO�1HW:DUH�RSHUDWLQJ�V\VWHP�

7KH�JHQHUDO�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 24 32 bits

Protocol ID Length Minor ver Reserved

NR R Pkt type Major ver Reserved

Packet length

1/63�KHDGHU�VWUXFWXUH

3URWRFRO�,'3URWRFRO�,'

,GHQWLILHV�WKH�1/63�URXWLQJ�OD\HU�

/HQJWK�LQGLFDWRU/HQJWK�LQGLFDWRU

7KH�QXPEHU�RI�E\WHV�LQ�WKH�IL[HG�SRUWLRQ�RI�WKH�KHDGHU�

0LQRU�YHUVLRQ0LQRU�YHUVLRQ

7KH�YDOXH�RI�WKLV�ILHOG�LV�RQH�

1515

0XOWL�KRPHG�QRQ�URXWLQJ�VHUYHU��D���ELW�ILHOG��:KHQ�WKH�YDOXH�RI�WKLV�ILHOG�LV
RQH��WKH�V\VWHP�KDV�PRUH�WKDQ�RQH�QHWZRUN�LQWHUIDFH��EXW�GRHV�QRW�IRUZDUG
WUDIILF�IURP�RQH�QHWZRUN�VHJPHQW�WR�DQRWKHU�

55

5HVHUYHG����ELW�ILHOG�

3DFNHW�W\SH3DFNHW�W\SH

7KH�SDFNHW�W\SH�

0DMRU�YHUVLRQ0DMRU�YHUVLRQ

7KH�YDOXH�RI�WKLV�ILHOG�LV�RQH�
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3DFNHW�OHQJWK

7KH�HQWLUH�OHQJWK�RI�WKH�SDFNHW�LQ�E\WHV��LQFOXGLQJ�WKH�IL[HG�SRUWLRQ�RI�WKH
1/63�KHDGHU�



1RYHO1HW%,26��¾�����

1RYHO1HW%,261RYHO1HW%,26

7KLV�LV�D�SURSULHWDU\�SURWRFRO�GHYHORSHG�E\�1RYHOO�EDVHG�RQ�1HW%,26�

7KH�GDWD�VWUHDP�W\SH�ILHOG�LV�D���E\WH�IL[HG�ILHOG��$OO�RI�WKH�RWKHU�ILHOGV�DUH
YDULDEOH��3RVVLEOH�YDOXHV�IRU�WKH�GDWD�VWUHDP�W\SH�ILHOG�DUH�
� )LQG�1DPH�
� 1DPH�5HFRJQL]HG�
� &KHFN�1DPH�
� 1DPH�LQ�8VH�
� 'H�5HJLVWHU�1DPH�
� 6HVVLRQ�'DWD�
� 6HVVLRQ�(QG�
� 6HVVLRQ�(QG�$FN�
� 6WDWXV�4XHU\�
�� 6WDWXV�5HVSRQVH�
�� 'LUHFWHG�'DWDJUDP�



�����½��1RYHOO�3URWRFROV

5,3;5,3;

´1RYHOO·V�*XLGH�WR�1HW:DUH�/$1�$QDO\VLVµ�E\�/DXUD�$��&KDSSHOO�DQG�'DQ�(�
+DNHV��1RYHOO�3UHVV������

7KH�5RXWLQJ�,QIRUPDWLRQ�3URWRFRO��5,3���LV�XVHG�WR�FROOHFW��PDLQWDLQ�DQG
H[FKDQJH�FRUUHFW�URXWLQJ�LQIRUPDWLRQ�DPRQJ�JDWHZD\V�ZLWKLQ�WKH�,QWHUQHW�
7KLV�SURWRFRO�VKRXOG�QRW�EH�FRQIXVHG�ZLWK�5,3�RI�WKH�7&3�,3�VXLWH�RI
SURWRFROV�

7KH�IRUPDW�RI�WKH�5,3;�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

16 bits

Operation

Network number
(4 bytes)

Number of hops

Number of ticks

.

.

.

2SHUDWLRQ2SHUDWLRQ

6SHFLILHV�WKH�SDFNHW�RSHUDWLRQ�
� 5,3�5HTXHVW�
� 5,3�5HVSRQVH�

1HWZRUN�QXPEHU1HWZRUN�QXPEHU

7KH����ELW�DGGUHVV�RI�WKH�VSHFLILHG�QHWZRUN�

1XPEHU�RI�KRSV1XPEHU�RI�KRSV

7KH�QXPEHU�RI�URXWHUV�WKDW�PXVW�EH�SDVVHG�WR�UHDFK�WKH�VSHFLILHG�QHWZRUN�
5RXWHUV�EURDGFDVW�´JRLQJ�GRZQµ��FRQWDLQLQJ�WKH�YDOXH����LQ�WKLV�ILHOG��ZKLFK
PHDQV�WKH�URXWH�LV�QR�ORQJHU�DYDLODEOH�

1XPEHU�RI�WLFNV1XPEHU�RI�WLFNV

$�PHDVXUH�RI�WLPH�QHHGHG�WR�UHDFK�WKH�VSHFLILHG�QHWZRUN
�������WLFNV�VHFRQG��



6(5��¾�����

6(56(5

´1RYHOO·V�*XLGH�WR�1HW:DUH�/$1�$QDO\VLVµ�E\�/DXUD�$��&KDSSHOO�DQG�'DQ�(�
+DNHV��1RYHOO�3UHVV������

7R�HQVXUH�WKDW�D�VLQJOH�YHUVLRQ�RI�1HW:DUH�LV�QRW�EHLQJ�ORDGHG�RQ�PXOWLSOH
VHUYHUV��WKH�RSHUDWLQJ�V\VWHP�EURDGFDVWV�FRS\�SURWHFWLRQ�SDFNHWV��FDOOHG
6HULDOL]DWLRQ�SDFNHWV��WR�GHWHUPLQH�ZKHWKHU�WKHUH�DUH�PXOWLSOH�FRSLHV�RI�WKH
VDPH�RSHUDWLQJ�V\VWHP�RQ�WKH�QHWZRUN�

6HULDOL]DWLRQ�SDFNHWV�FRQWDLQ�RQO\�RQH�ILHOG��WKH���E\WH�6HULDOL]DWLRQ�'DWD
ILHOG�



�����½��1RYHOO�3URWRFROV

6$36$3

´1RYHOO·V�*XLGH�WR�1HW:DUH�/$1�$QDO\VLVµ�E\�/DXUD�$��&KDSSHOO�DQG�'DQ�(�
+DNHV��1RYHOO�3UHVV������

%HIRUH�D�FOLHQW�FDQ�FRPPXQLFDWH�ZLWK�D�VHUYHU�LW�PXVW�NQRZ�ZKDW�VHUYHUV
DUH�DYDLODEOH�RQ�WKH�QHWZRUN��7KLV�LQIRUPDWLRQ�LV�PDGH�DYDLODEOH�WKURXJK
1RYHOO·V�6HUYLFH�$GYHUWLVLQJ�3URWRFRO��6$3���6$3�VHUYLFHV�SURYLGH
LQIRUPDWLRQ�RQ�DOO�WKH�NQRZQ�VHUYHUV�WKURXJKRXW�WKH�HQWLUH�LQWHUQHWZRUN�
7KHVH�VHUYHUV�FDQ�LQFOXGH�ILOH�VHUYHUV��SULQW�VHUYHUV��1HW:DUH�DFFHVV�VHUYHUV�
UHPRWH�FRQVROH�VHUYHUV�DQG�VR�RQ�

7KH�IRUPDW�RI�WKH�6$3�UHVSRQVH�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ
LOOXVWUDWLRQ�

Operation (2 bytes)

Service type (2 bytes)

Server name (48 bytes)

Network address (4 bytes)

Node address (6 bytes)

Socket address (2 bytes)

Hops (2 bytes)

.

.

.

6$3�UHVSRQVH�SDFNHW�VWUXFWXUH

7KH�6$3�SDFNHW�PD\�KDYH�XS�WR���VHWV�RI�VHUYHU�LQIRUPDWLRQ�

2SHUDWLRQ2SHUDWLRQ

6SHFLILHV�WKH�RSHUDWLRQ�WKDW�WKH�SDFNHW�ZLOO�SHUIRUP�
� *HQHUDO�VHUYLFH�UHTXHVW�
� *HQHUDO�VHUYLFH�UHVSRQVH�
� 1HDUHVW�VHUYLFH�UHTXHVW�
� 1HDUHVW�VHUYLFH�UHVSRQVH�

6HUYLFH�W\SH6HUYLFH�W\SH

6SHFLILHV�WKH�VHUYLFH�SHUIRUPHG��([DPSOHV�LQFOXGH�
��+ 8VHU�
��+ )LOH�VHUYLFH�
��+ 3ULQW�VHUYHU�



6$3��¾�����

��+ 1$6�61$�JDWHZD\�
��+ 1$&6�
��+ 7&3�,3�JDWHZD\�
��+ 1HW:DUH�DFFHVV�VHUYHU�
���+ 1HW:DUH�����6725(;3�6SHF�
���+ 1HW:DUH�����SULQW�TXHXH�
+�VLJQLILHV�KH[DGHFLPDO�QRWDWLRQ�

6HUYHU�QDPH

���E\WH�ILHOG�FRQWDLQLQJ�WKH�VHUYHU·V�QDPH�LQ�TXRWDWLRQ�PDUNV�

1HWZRUN�DGGUHVV

���ELW�QHWZRUN�QXPEHU�RI�VHUYHU�

1RGH�DGGUHVV

���ELW�QRGH�QXPEHU�RI�VHUYHU�

6RFNHW�DGGUHVV

���ELW�VRFNHW�QXPEHU�RI�VHUYHU�

+RSV

1XPEHU�RI�URXWHUV�WKDW�PXVW�EH�SDVVHG�WKURXJK�WR�UHDFK�WKH�VSHFLILHG
QHWZRUN��,I�WKH�YDOXH�LQ�WKLV�ILHOG�LV����WKH�VHUYLFH�LQ�QRW�DYDLODEOH�

7KH�VWUXFWXUH�RI�WKH�5HTXHVW�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Operation (2 bytes)

Service type (2 bytes)

6$3�UHTXHVW�KHDGHU



�����½��1RYHOO�3URWRFROV

63;63;

´1RYHOO·V�*XLGH�WR�1HW:DUH�/$1�$QDO\VLVµ�E\�/DXUD�$��&KDSSHOO�DQG�'DQ�(�
+DNHV��1RYHOO�3UHVV������

7KH�6HTXHQWLDO�3DFNHW�([FKDQJH��63;���LV�1RYHOO·V�YHUVLRQ�RI�WKH�;HUR[
6HTXHQFHG�3DFNHW�3URWRFRO��633���,W�LV�D�WUDQVSRUW�OD\HU�SURWRFRO�SURYLGLQJ�D
SDFNHW�GHOLYHU\�VHUYLFH�IRU�WKLUG�SDUW\�DSSOLFDWLRQV�

,Q�-XO\�������1RYHOO�HVWDEOLVKHG�DQ�63;�GHYHORSPHQW�WHDP�WR�FUHDWH�DQ
LPSURYHG�YHUVLRQ�RI�63;�FDOOHG�63;�,,��7KH�SULPDU\�LPSURYHPHQWV
SURYLGHG�E\�63;�,,�LQFOXGH�XWLOL]DWLRQ�RI�ODUJHU�SDFNHWV�VL]HV�DQG
LPSOHPHQWDWLRQ�RI�D�ZLQGRZLQJ�SURWRFRO�

7KH�VWUXFWXUH�RI�WKH�63;�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 bits

Connection control flag Datastream type

Source connection ID

Destination connection ID

Sequence number

Acknowledge number

Allocation number

0-534 bytes of data

63;�SDFNHW�VWUXFWXUH

&RQQHFWLRQ�FRQWURO�IODJ&RQQHFWLRQ�FRQWURO�IODJ

)RXU�IODJV�ZKLFK�FRQWURO�WKH�EL�GLUHFWLRQDO�IORZ�RI�GDWD�DFURVV�DQ�63;
FRQQHFWLRQ��7KHVH�IODJV�KDYH�D�YDOXH�RI���ZKHQ�VHW�DQG���LI�QRW�VHW�
%LW�� (RP��(QG�RI�PHVVDJH�
%LW�� $WW��$WWHQWLRQ�ELW��QRW�XVHG�E\�63;�
%LW�� $FN��$FNQRZOHGJH�UHTXLUHG�
%LW�� 6\V��7UDQVSRUW�FRQWURO�

'DWDVWUHDP�W\SH'DWDVWUHDP�W\SH

6SHFLILHV�WKH�GDWD�ZLWKLQ�WKH�SDFNHW�
����� ,JQRUHG�E\�63;�
��� (QG�RI�FRQQHFWLRQ�
��� (QG�RI�FRQQHFWLRQ�DFNQRZOHGJPHQW�



63;��¾�����

6RXUFH�FRQQHFWLRQ�,'

$����ELW�QXPEHU�DVVLJQHG�E\�63;�WR�LGHQWLI\�WKH�FRQQHFWLRQ�

'HVWLQDWLRQ�FRQQHFWLRQ�,'

7KH�UHIHUHQFH�QXPEHU�XVHG�WR�LGHQWLI\�WKH�WDUJHW�HQG�RI�WKH�WUDQVSRUW
FRQQHFWLRQ�

6HTXHQFH�QXPEHU

$����ELW�QXPEHU��PDQDJHG�E\�63;��ZKLFK�LQGLFDWHV�WKH�QXPEHU�RI�SDFNHWV
WUDQVPLWWHG�

$FNQRZOHGJH�QXPEHU

$����ELW�QXPEHU��LQGLFDWLQJ�WKH�QH[W�H[SHFWHG�SDFNHW�

$OORFDWLRQ�QXPEHU

$����ELW�QXPEHU��LQGLFDWLQJ�WKH�QXPEHU�RI�SDFNHWV�VHQW�EXW�QRW�\HW
DFNQRZOHGJHG�

7KH�63;�,,�KHDGHU�LV�WKH�VDPH�DV�WKH�63;�KHDGHU�GHVFULEHG�DERYH��H[FHSW
IRU�WKH�IROORZLQJ�GLIIHUHQFHV�

&RQQHFWLRQ�FRQWURO�IODJ

%LW�����6L]H�QHJRWLDWLRQ�
%LW�����63;�,,�W\SH�

'DWDVWUHDP�W\SH

������2UGHUO\�UHOHDVH�UHTXHVW�
������2UGHUO\�UHOHDVH�DFNQRZOHGJPHQW�

7KHUH�LV�DOVR�DQ�DGGLWLRQDO���E\WH�([WHQGHG�$FNQRZOHGJHPHQW�ILHOG�DW�WKH
HQG�



�����½��1RYHOO�3URWRFROV

:'2*:'2*

´1RYHOO·V�*XLGH�WR�1HW:DUH�/$1�$QDO\VLVµ�E\�/DXUD�$��&KDSSHOO�DQG�'DQ�(�
+DNHV��1RYHOO�3UHVV������

7KH�:DWFKGRJ��:'2*��SURWRFRO�SURYLGHV�FRQVWDQW�YDOLGDWLRQ�RI�DFWLYH
ZRUNVWDWLRQ�FRQQHFWLRQV�DQG�QRWLILHV�WKH�1HW:DUH�RSHUDWLQJ�V\VWHP�ZKHQ�D
FRQQHFWLRQ�PD\�EH�WHUPLQDWHG�DV�D�UHVXOW�RI�OHQJWK\�SHULRGV�ZLWKRXW
FRPPXQLFDWLRQ�

7KH�IRUPDW�RI�WKH�:'2*�SDFNHW�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 bits

Connection number Signature character

:'2*�SDFNHW�VWUXFWXUH

&RQQHFWLRQ�QXPEHU&RQQHFWLRQ�QXPEHU

*LYHQ�WR�WKH�VWDWLRQ�GXULQJ�WKH�ORJLQ�SURFHVV�

6LJQDWXUH�FKDUDFWHU6LJQDWXUH�FKDUDFWHU

&RQWDLQV��[�)��$6&,,�FKDUDFWHU�"��RU��[����$6&,,�FKDUDFWHU�<��


