
��

/$1/$1�'DWD�/LQN�/D\HU�'DWD�/LQN�/D\HU

3URWRFROV3URWRFROV

7KH�'DWD�/LQN�/D\HU�GHILQHV�KRZ�GDWD�LV�IRUPDWWHG�IRU�WUDQVPLVVLRQ�DQG
KRZ�DFFHVV�WR�WKH�QHWZRUN�LV�FRQWUROOHG��7KLV�OD\HU�KDV�EHHQ�GLYLGHG�E\�WKH
,(((�����VWDQGDUGV�FRPPLWWHH�LQWR�WZR�VXEOD\HUV��PHGLD�DFFHVV�FRQWURO
�0$&��DQG�ORJLFDO�OLQN�FRQWURO��//&��

7KH�IROORZLQJ�GDWD�OLQN�OD\HU�SURWRFROV�DUH�GHVFULEHG�

• (WKHUQHW�

• 7RNHQ�5LQJ�

• )'',�

• //&�

• 61$3�

• &,)�

• *$53��*HQHULF�$WWULEXWH�5HJLVWUDWLRQ�3URWRFRO�

• *053��*$53�0XOWLFDVW�5HJLVWUDWLRQ�3URWRFRO�



�����½��/$1�'DWD�/LQN�/D\HU�3URWRFROV

• *953��*$53�9/$1�5HJLVWUDWLRQ�3URWRFRO�

• 9/$1�

)'',��7RNHQ�5LQJ�DQG�(WKHUQHW�PD\�EH�SK\VLFDO�LQWHUIDFHV�RU�PD\�DFW�DV
ORJLFDO�SURWRFROV�HQFDSVXODWHG�RYHU�D�:$1�SURWRFRO�RU�$70�

7KH�IROORZLQJ�LOOXVWUDWLRQ�UHSUHVHQWV�WKH�/$1�SURWRFROV�LQ�UHODWLRQ�WR�WKH
26,�PRGHO�

/$1�SURWRFROV�LQ�UHODWLRQ�WR�WKH�26,�PRGHO

Data Link

Application

Session

Transport

Network

Presentation

IEEE 802.Q

MAC (TR)

IEEE 802.1P

RI

SNAP

Physical

MAC (FDDI)SMT
BPDU

Token RingToken BusCSMA/CD
Ethernet

FDDI

LLC



(WKHUQHW��¾�����

(WKHUQHW(WKHUQHW

$16,�,(((��������������

(WKHUQHW�LV�D�ZLGHO\�XVHG�GDWD�FRPPXQLFDWLRQV�QHWZRUN�VWDQGDUG�GHYHORSHG
E\�'(&��,QWHO��DQG�;HUR[��,W�XVHV�D�EXV�WRSRORJ\�DQG�&06$�&'�DFFHVV
PHWKRG��7KH�WHUPV�(WKHUQHW�DQG�WKH�,(((�������VWDQGDUG�DUH�RIWHQ�XVHG
LQWHUFKDQJHDEO\�

7KH�(WKHUQHW�KHDGHU�VWUXFWXUH�LV�VKRZQ�LQ�WKH�LOOXVWUDWLRQ�EHORZ�

Destination Source Len Data unit + pad FCS

(6 bytes) (6 bytes) (2) (46-1500 bytes) (4 bytes)

(WKHUQHW�KHDGHU�VWUXFWXUH

'HVWLQDWLRQ�DGGUHVV'HVWLQDWLRQ�DGGUHVV

7KH�DGGUHVV�VWUXFWXUH�LV�DV�IROORZV�

I/G U/L Address bits

(WKHUQHW�GHVWLQDWLRQ�DGGUHVV�VWUXFWXUH

,�* ,QGLYLGXDO�JURXS�DGGUHVV�PD\�EH�
� ,QGLYLGXDO�DGGUHVV�
� *URXS�DGGUHVV�

8�/ 8QLYHUVDO�ORFDO�DGGUHVV�PD\�EH�
� 8QLYHUVDOO\�DGPLQLVWHUHG�
� /RFDOO\�DGPLQLVWHUHG�

6RXUFH�DGGUHVV6RXUFH�DGGUHVV

7KH�DGGUHVV�VWUXFWXUH�LV�DV�IROORZV�

0 U/L Address bits

(WKHUQHW�VRXUFH�DGGUHVV�VWUXFWXUH

� 7KH�ILUVW�ELW�LV�DOZD\V���

8�/ 8QLYHUVDO�ORFDO�DGGUHVV�PD\�EH�
� 8QLYHUVDOO\�DGPLQLVWHUHG�
� /RFDOO\�DGPLQLVWHUHG�
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/HQJWK�W\SH

,Q�WKH�(WKHUQHW�SURWRFRO��WKH�YDOXH��≥�[�����+H[��RI�WKLV�ILHOG�LV�(WKHUQHW
/LVW��LQGLFDWLQJ�WKH�SURWRFRO�LQVLGH�

,Q�WKH�������SURWRFRO��WKH�YDOXH����������'HF��LV�WKH�OHQJWK�RI�WKH�LQQHU
SURWRFRO��ZKLFK�LV�WKH�//&�HQFDSVXODWHG�LQQHU�SURWRFRO���7KH�//&�KHDGHU
LQGLFDWHV�WKH�LQQHU�SURWRFRO�W\SH��

'DWD�XQLW���SDG

//&�SURWRFRO�

)&6

)UDPH�FKHFN�VHTXHQFH�



7RNHQ�5LQJ��¾�����

7RNHQ�5LQJ7RNHQ�5LQJ

,(((��������������

7RNHQ�5LQJ�LV�D�/$1�SURWRFRO�ZKHUH�DOO�VWDWLRQV�DUH�FRQQHFWHG�LQ�D�ULQJ�DQG
HDFK�VWDWLRQ�FDQ�GLUHFWO\�KHDU�WUDQVPLVVLRQV�RQO\�IURP�LWV�LPPHGLDWH
QHLJKERU��3HUPLVVLRQ�WR�WUDQVPLW�LV�JUDQWHG�E\�D�PHVVDJH��WRNHQ��WKDW
FLUFXODWHV�DURXQG�WKH�ULQJ�

7KH�7RNHQ�5LQJ�KHDGHU�VWUXFWXUH�LV�VKRZQ�LQ�WKH�LOOXVWUDWLRQ�EHORZ�

SDEL 1 byte

Access control 1 byte

Frame control 1 byte

Destination address 6 bytes

Source address 6 bytes

Route information 0-30 bytes

Information (LLC or MAC) variable

FCS 4 bytes

EDEL 1 byte

Frame status 1 byte

7RNHQ�5LQJ�KHDGHU�VWUXFWXUH

6'(/���('(/6'(/���('(/

6WDUWLQJ�'HOLPLWHU���(QGLQJ�'HOLPLWHU��%RWK�WKH�6'(/�DQG�('(/�KDYH
LQWHQWLRQDO�0DQFKHVWHU�FRGH�YLRODWLRQV�LQ�FHUWDLQ�ELW�SRVLWLRQV�VR�WKDW�WKH
VWDUW�DQG�HQG�RI�D�IUDPH�FDQ�QHYHU�EH�DFFLGHQWDOO\�UHFRJQL]HG�LQ�WKH�PLGGOH
RI�RWKHU�GDWD�

$FFHVV�FRQWURO$FFHVV�FRQWURO

7KH�IRUPDW�LV�DV�IROORZV�

P P P T M R R R

7RNHQ�5LQJ�DFFHVV�FRQWURO�IRUPDW

333 3ULRULW\�ELWV�
��� /RZHVW�SULRULW\�
��� +LJKHVW�SULRULW\�



�����½��/$1�'DWD�/LQN�/D\HU�3URWRFROV

7 7RNHQ�ELW�
� 7RNHQ�
� )UDPH�

0 0RQLWRU�FRXQW�
� ,QLWLDO�9DOXH�
� 0RGLILHG�WR�DFWLYH�PRQLWRU�

555 5HVHUYDWLRQ�ELWV�
��� /RZHVW�SULRULW\�UHVHUYDWLRQ�
��� +LJKHVW�SULRULW\�UHVHUYDWLRQ�

)UDPH�FRQWURO

7KH�IRUPDW�LV�DV�IROORZV�

2 1 1 4 bits

Frame type 0 0 Attention

7RNHQ�5LQJ�IUDPH�FRQWURO�IRUPDW

)UDPH�W\SH�PD\�KDYH�WKH�IROORZLQJ�YDOXHV�
�� 0$&�IUDPH�
�� //&�IUDPH�
���RU��� 8QGHILQHG�

7KH�VHFRQG���ELWV�DUH�DOZD\V�]HUR�

$WWHQWLRQ�LQGLFDWHV�WKRVH�IUDPHV�IRU�ZKLFK�WKH�DGDSWHU�GRHV�VSHFLDO
EXIIHULQJ�DQG�SURFHVVLQJ�
���� ([SUHVV�EXIIHU�
���� %HDFRQ�
���� &ODLP�WRNHQ�
���� 5LQJ�SXUJH�
���� $FWLYH�PRQLWRU�SUHVHQW�
���� 6WDQGE\�PRQLWRU�SUHVHQW�

'HVWLQDWLRQ�DGGUHVV

7KH�DGGUHVV�VWUXFWXUH�LV�DV�IROORZV�

I/G U/L Address bits

7RNHQ�5LQJ�GHVWLQDWLRQ�DGGUHVV�VWUXFWXUH



7RNHQ�5LQJ��¾�����

,�* ,QGLYLGXDO�JURXS�DGGUHVV�PD\�EH�
� ,QGLYLGXDO�DGGUHVV�
� *URXS�DGGUHVV�

8�/ 8QLYHUVDO�ORFDO�DGGUHVV�PD\�EH�
� 8QLYHUVDOO\�DGPLQLVWHUHG�
� /RFDOO\�DGPLQLVWHUHG�

6RXUFH�DGGUHVV

7KH�DGGUHVV�VWUXFWXUH�LV�DV�IROORZV�

RII I/G Address bits

7RNHQ�5LQJ�VRXUFH�DGGUHVV�VWUXFWXUH

5,, 5RXWLQJ�LQIRUPDWLRQ�LQGLFDWRU�
� 5,�DEVHQW�
� 5,�SUHVHQW�

,�* ,QGLYLGXDO�JURXS�DGGUHVV�
� *URXS�DGGUHVV�
� ,QGLYLGXDO�DGGUHVV�

5RXWH�LQIRUPDWLRQ

7KH�VWUXFWXUH�LV�DV�IROORZV�

RI Field
RC Field RD Fields

RT LTH D LF r RD1 RD2 … RDn

3 5 1 6 1 16 16 16 bits
Length in LTH Field

7RNHQ�5LQJ�URXWH�LQIRUPDWLRQ�VWUXFWXUH

5& 5RXWLQJ�FRQWURO�
5'Q 5RXWH�GHVFULSWRU�
57 5RXWLQJ�W\SH�
/7+ /HQJWK�
' 'LUHFWLRQ�ELW�
/) /DUJHVW�IUDPH�
U 5HVHUYHG�



�����½��/$1�'DWD�/LQN�/D\HU�3URWRFROV

,QIRUPDWLRQ

7KH�,QIRUPDWLRQ�ILHOG�PD\�EH�//&�RU�0$&��7KH�0$&�LQIRUPDWLRQ
VWUXFWXUH�LV�DV�IROORZV�

Major vector Subvector 1 Subvector n

VL VI SVL SVI SVV … SVL SVI SVV

2 2 1 1 n 1 1 n bytes

7RNHQ�5LQJ�0$&�LQIRUPDWLRQ�VWUXFWXUH

9/

0DMRU�YHFWRU�OHQJWK��6SHFLILHV�WKH�OHQJWK�RI�WKH�YHFWRU�LQ�RFWHWV�

9,

0DMRU�YHFWRU�LGHQWLILHU��$�FRGH�SRLQW�WKDW�LGHQWLILHV�WKH�YHFWRU��7KH�9,
IRUPDW�LV�DV�IROORZV�

4 8 16 bits

Destination class Source class Major vector code

7RNHQ�5LQJ�PDMRU�YHFWRU�LGHQWLILHU

'HVWLQDWLRQ�FODVV���VRXUFH�FODVV

&ODVV�ILHOGV�DVVXUH�SURSHU�URXWLQJ�ZLWKLQ�D�ULQJ�VWDWLRQ�
� 5LQJ�VWDWLRQ�
� &RQILJXUDWLRQ�UHSRUW�VHUYHU�
� 5LQJ�SDUDPHWHU�VHUYHU�
� 5LQJ�HUURU�PRQLWRU�

0DMRU�YHFWRU�FRGH

7KH�YHFWRU�FRGH�XQLTXHO\�GHILQHV�WKH�YHFWRU�
�[�� 5HVSRQVH�
�[�� %HDFRQ�
�[�� &ODLP�WRNHQ�
�[�� 5LQJ�SXUJH�
�[�� $FWLYH�PRQLWRU�SUHVHQW�
�[�� 6WDQGE\�PRQLWRU�SUHVHQW�
�[�� 'XSOLFDWH�DGGUHVV�WHVW�
�[�� /REH�PHGLD�WHVW�
�[�� 7UDQVPLW�IRUZDUG�
�[�% 5HPRYH�ULQJ�VWDWLRQ�
�[�& &KDQJH�SDUDPHWHUV�



7RNHQ�5LQJ��¾�����

�[�' ,QLWLDOL]H�ULQJ�VWDWLRQ�
�[�( 5HTXHVW�VWDWLRQ�DGGUHVVHV�
�[�) 5HTXHVW�VWDWLRQ�VWDWH�
�[�� 5HTXHVW�VWDWLRQ�DWWDFKPHQW�
�[�� 5HTXHVW�LQLWLDOL]DWLRQ�
�[�� 5HSRUW�VWDWLRQ�DGGUHVVHV�
�[�� 5HSRUW�VWDWLRQ�VWDWH�
�[�� 5HSRUW�VWDWLRQ�DWWDFKPHQW�
�[�� 5HSRUW�QHZ�DFWLYH�PRQLWRU�
�[�� 5HSRUW�68$�FKDQJH�
�[�� 5HSRUW�QHLJKERU�QRWLILFDWLRQ�LQFRPSOHWH�
�[�� 5HSRUW�DFWLYH�PRQLWRU�HUURU�
�[�� 5HSRUW�HUURU�

69/

6XE�YHFWRU�OHQJWK��6SHFLILHV�WKH�OHQJWK�RI�WKH�VXE�YHFWRU�LQ�RFWHWV�

69,

6XE�YHFWRU�LGHQWLILHU��$�FRGH�SRLQW�WKDW�LGHQWLILHV�WKH�VXE�YHFWRU�
�[�� %HDFRQ�W\SH�
�[�� 8SVWUHDP�QHLJKERU�DGGUHVVHV�QH[W�
�[�� /RFDO�ULQJ�QXPEHU�
�[�� $VVLJQ�SK\VLFDO�GURS�QXPEHU�QH[W�
�[�� (UURU�WLPHU�YDOXH�
�[�� $XWKRUL]HG�IXQFWLRQ�FODVVHV�QH[W�
�[�� $XWKRUL]HG�DFFHVV�SULRULW\�
�[�� $XWKRUL]HG�HQYLURQPHQW�
�[�� &RUUHODWLRQ�
�[�$ 6$�RI�ODVW�$03�RU�603�
�[�% 3K\VLFDO�GURS�QXPEHU�
�[�� 5HVSRQVH�FRGH�
�[�� 5HVHUYHG�
�[�� 3URGXFW�LQVWDQFH�,'�
�[�� 5LQJ�VWDWLRQ�YHUVLRQ�QXPEHU�
�[�� :UDS�GDWD�
�[�� )UDPH�IRUZDUG�
�[�� 6WDWLRQ�LGHQWLILHU�
�[�� 5LQJ�VWDWLRQ�VWDWXV�
�[�$ 7UDQVPLW�VWDWXV�FRGH�
�[�% *URXS�DGGUHVV�HV��
�[�& )XQFWLRQDO�DGGUHVV�HV��
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�[�' ,VRODWLQJ�HUURU�FRXQW�
�[�( 1RQ�LVRODWLQJ�HUURU�FRXQW�
�[�) )XQFWLRQ�UHTXHVW�,'�
�[�� (UURU�FRGH�

699

6XE�YHFWRU�YDOXH��YDULDEOH�OHQJWK�VXE�YHFWRU�LQIRUPDWLRQ�

)&6

)UDPH�FKHFN�VHTXHQFH�

)UDPH�VWDWXV

&RQWDLQV�ELWV�WKDW�PD\�EH�VHW�RQ�E\�WKH�UHFLSLHQW�RI�WKH�IUDPH�WR�VLJQDO
UHFRJQLWLRQ�RI�WKH�DGGUHVV�DQG�ZKHWKHU�WKH�IUDPH�ZDV�VXFFHVVIXOO\�FRSLHG�

7RNHQ�5LQJ�GHFRGH



)'',��¾�����

)'',)'',

7KH�)LEHU�'LVWULEXWHG�'DWD�,QWHUIDFH��)'',��LV�D�����0E\WH�ILEHU�RSWLF
PHGLD�XVLQJ�D�WLPHG�WRNHQ�RYHU�D�GXDO�ULQJ�RI�WUHHV��)'',�LV�VWDQGDUGL]HG
E\�WKH�$PHULFDQ�1DWLRQDO�6WDQGDUGV�,QVWLWXWH��$16,��

7KH�)'',�KHDGHU�VWUXFWXUH�LV�VKRZQ�LQ�WKH�LOOXVWUDWLRQ�EHORZ�

Frame
control

Destination
address

Source
address

Route
information

Information FCS

1 3 3 0-15 2 bytes

)'',�KHDGHU�VWUXFWXUH

)UDPH�FRQWURO)UDPH�FRQWURO

7KH�IUDPH�FRQWURO�VWUXFWXUH�LV�DV�IROORZV�

C L F F Z Z Z Z

bits

)'',�IUDPH�FRQWURO�VWUXFWXUH

& &ODVV�ELW�
� $V\QFKURQRXV�IUDPH�
� 6\QFKURQRXV�IUDPH�

/ $GGUHVV�OHQJWK�ELW�
� ���ELWV��QHYHU��
� ���ELWV��DOZD\V��

)) )RUPDW�ELWV�
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==== &RQWURO�ELWV�
7KH�IROORZLQJ�LV�D�GHVFULSWLRQ�RI�WKH�YDULRXV�)UDPH�&RQWURO�ILHOG
YDOXHV��&/))�====�WR�====��
�[������� 9RLG�IUDPH�
��������� 1RQ�UHVWULFWHG�WRNHQ�
��������� 5HVWULFWHG�WRNHQ�
�/��������WR����� 6WDWLRQ�PDQDJHPHQW�IUDPH�
�/������� 607�QH[W�VWDWLRQ�DGGUHVVLQJ�IUDPH�
�/��������WR����� 0$&�IUDPH�
�/������� 0$&�EHDFRQ�IUDPH�
�/������� 0$&�FODLP�IUDPH�
&/���U����WR�U��� //&�IUDPH�
�/���U333 //&�LQIRUPDWLRQ�IUDPH��DV\QFKURQRXV�

333 IUDPH�SULRULW\��
�/���UUUU //&�LQIRUPDWLRQ�IUDPH��V\QFKURQRXV��

U UHVHUYHG��
&/���U����WR�U��� 5HVHUYHG�IRU�LPSOHPHQWHU�
&/���UUUU 5HVHUYHG�IRU�IXWXUH�VWDQGDUGL]DWLRQ�

'HVWLQDWLRQ�DGGUHVV

7KH�DGGUHVV�VWUXFWXUH�LV�DV�IROORZV�

I/G U/L Address bits

)'',�GHVWLQDWLRQ�DGGUHVV�VWUXFWXUH

,�* ,QGLYLGXDO�JURXS�DGGUHVV�PD\�EH�
� ,QGLYLGXDO�DGGUHVV�
� *URXS�DGGUHVV�

8�/ 8QLYHUVDO�ORFDO�DGGUHVV�PD\�EH�
� 8QLYHUVDOO\�DGPLQLVWHUHG�
� /RFDOO\�DGPLQLVWHUHG�

6RXUFH�DGGUHVV

7KH�DGGUHVV�VWUXFWXUH�LV�DV�IROORZV�

I/G RII Address bits

)'',�VRXUFH�DGGUHVV�VWUXFWXUH



)'',��¾�����

,�* ,QGLYLGXDO�JURXS�DGGUHVV�
� *URXS�DGGUHVV�
� ,QGLYLGXDO�DGGUHVV�

5,, 5RXWLQJ�LQIRUPDWLRQ�LQGLFDWRU�
� 5,�DEVHQW�
� 5,�SUHVHQW�

5RXWH�,QIRUPDWLRQ

7KH�VWUXFWXUH�RI�WKH�URXWH�LQIRUPDWLRQ�LV�DV�IROORZV�

RI field
RC field RD fields

RT LTH D LF r RD1 RD2 … RDn

3 5 1 6 1 16 16 16 bits
Length in LTH field

)'',�URXWH�LQIRUPDWLRQ�VWUXFWXUH

5& 5RXWLQJ�FRQWURO�����ELWV��
5'Q 5RXWH�GHVFULSWRU�
57 5RXWLQJ�W\SH�
/7+ /HQJWK�
' 'LUHFWLRQ�ELW�
/) /DUJHVW�IUDPH�
U UHVHUYHG�

,QIRUPDWLRQ

7KH�,QIRUPDWLRQ�ILHOG�PD\�EH�//&��0$&�RU�607�SURWRFRO�

)&6

)UDPH�FKHFN�VHTXHQFH�
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//&//&

,62���������������
5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�,(((�������/RJLFDO�/LQN�&RQWURO��//&��SURWRFRO�SURYLGHV�D�OLQN
PHFKDQLVP�IRU�XSSHU�OD\HU�SURWRFROV��//&�W\SH�,�VHUYLFH�SURYLGHV�D�GDWD
OLQN�FRQQHFWLRQOHVV�PRGH�VHUYLFH��ZKLOH�//&�W\SH�,,�SURYLGHV�D�FRQQHFWLRQ�
RULHQWHG�VHUYLFH�DW�WKH�GDWD�OLQN�OD\HU�

7KH�//&�KHDGHU�VWUXFWXUH�LV�VKRZQ�LQ�WKH�LOOXVWUDWLRQ�EHORZ�

DSAP SSAP Control LLC information

1 byte 1 bytes 1 or 2 bytes

//&�KHDGHU�VWUXFWXUH

'6$3'6$3

7KH�GHVWLQDWLRQ�VHUYLFH�DFFHVV�SRLQW�VWUXFWXUH�LV�DV�IROORZV�

I/G Address bits

//&�'6$3�VWUXFWXUH

,�* ,QGLYLGXDO�JURXS�DGGUHVV�PD\�EH�
� ,QGLYLGXDO�'6$3�
� *URXS�'6$3�

66$366$3

7KH�VRXUFH�VHUYLFH�DFFHVV�SRLQW�VWUXFWXUH�LV�DV�IROORZV�

C/R Address bits

//&�66$3�VWUXFWXUH

&�5 &RPPDQG�UHVSRQVH�
� &RPPDQG�
� 5HVSRQVH�



//&��¾�����

&RQWURO

7KH�VWUXFWXUH�RI�WKH�FRQWURO�ILHOG�LV�DV�IROORZV�

1 8 9 16 bits

Information 0 N(S) P/
F

N(R)

Supervisory 1 0 SS XXXX P/
F

N(R)

Unnumbered 1 1 MM P/F MMM

//&�FRQWURO�ILHOG�VWUXFWXUH

1�6� 7UDQVPLWWHU�VHQG�VHTXHQFH�QXPEHU�

1�5� 7UDQVPLWWHU�UHFHLYH�VHTXHQFH�QXPEHU�

3�) 3ROO�ILQDO�ELW��&RPPDQG�//&�3'8�WUDQVPLVVLRQ�
UHVSRQVH�//&�3'8�WUDQVPLVVLRQ�
6 6XSHUYLVRU\�IXQFWLRQ�ELWV�
�� 55��UHFHLYH�UHDG\��
�� 5(-��UHMHFW��
�� 515��UHFHLYH�QRW�UHDG\��

; 5HVHUYHG�DQG�VHW�WR�]HUR�

0 0RGLILHU�IXQFWLRQ�ELWV�

//&�LQIRUPDWLRQ

//&�GDWD�RU�KLJKHU�OD\HU�SURWRFROV�
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61$361$3

5)&������KWWS���ZZZ�FLV�RKLR�VWDWH�HGX�KWELQ�UIF�UIF�����KWPO

7KH�6XE1HWZRUN�$FFHVV�3URWRFRO��61$3��LV�XVHG�IRU�HQFDSVXODWLQJ�,3
GDWDJUDPV�DQG�$53�UHTXHVWV�DQG�UHSOLHV�RQ�,(((�����QHWZRUNV��,3
GDWDJUDPV�DUH�VHQW�RQ�,(((�����QHWZRUNV�HQFDSVXODWHG�ZLWKLQ�WKH������
//&�DQG�61$3�GDWD�OLQN�OD\HUV�DQG�WKH��������������RU�������SK\VLFDO
QHWZRUN�OD\HUV��7KH�61$3�KHDGHU�IROORZV�WKH�//&�KHDGHU�DQG�FRQWDLQV�DQ
RUJDQL]DWLRQ�FRGH�LQGLFDWLQJ�WKDW�WKH�IROORZLQJ����ELWV�VSHFLI\�WKH
(WKHU7\SH�FRGH�

7KH�61$3�KHDGHU�LV�DV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

DSAP SSAP Control

1 byte 1 byte 1 byte

/&&�KHDGHU�VWUXFWXUH

Organization code EtherType

3 bytes 2 bytes

61$3�KHDGHU�VWUXFWXUH

:KHQ�61$3�LV�SUHVHQW�WKH�'6$3�DQG�66$3�ILHOGV�ZLWKLQ�WKH�//&�KHDGHU
FRQWDLQ�WKH�YDOXH������GHFLPDO��HDFK�DQG�WKH�&RQWURO�ILHOG�LV�VHW�WR��
�XQQXPEHUHG�LQIRUPDWLRQ��

2UJDQL]DWLRQ�FRGH2UJDQL]DWLRQ�FRGH

6HW�WR���

(WKHU7\SH(WKHU7\SH

6SHFLILHV�ZKLFK�SURWRFRO�LV�HQFDSVXODWHG�ZLWKLQ�WKH�,(((�����QHWZRUN�
,3� �������$53� ������



&,)��¾�����

&,)&,)

$70�)RUXP�&HOOV�LQ�)UDPHV�9HUVLRQ�������������������

&,)��&HOOV�,Q�)UDPHV��GHVFULEHV�WKH�PHFKDQLVP�E\�ZKLFK�$70�WUDIILF�LV
FDUULHG�DFURVV�D�PHGLD�VHJPHQW�DQG�D�QHWZRUN�LQWHUIDFH�FDUG�FRQIRUPLQJ�WR
WKH�VSHFLILFDWLRQ�IRU�(WKHUQHW�9HUVLRQ����,(((�������7RNHQ�5LQJ��RU�,(((
�������$70�FHOOV�FDQ�EH�FDUULHG�RYHU�PDQ\�GLIIHUHQW�SK\VLFDO�PHGLD��IURP
RSWLFDO�ILEHU�WR�VSUHDG�VSHFWUXP�UDGLR��$70�LV�QRW�FRXSOHG�WR�DQ\�SDUWLFXODU
SK\VLFDO�OD\HU��&,)�GHILQHV�D�QHZ�SVHXGR�SK\VLFDO�OD\HU�RYHU�ZKLFK�$70
WUDIILF�FDQ�EH�FDUULHG��,W�LV�QRW�VLPSO\�D�PHFKDQLVP�IRU�WUDQVODWLRQ�EHWZHHQ
IUDPHV�DQG�FHOOV��QHLWKHU�LV�LW�VLPSOH�HQFDSVXODWLRQ��&,)�FDUULHV�$70�FHOOV�LQ
OHJDF\�/$1�IUDPHV��7KLV�GHILQHV�D�SURWRFRO�EHWZHHQ�&,)�HQG�V\VWHP
VRIWZDUH�DQG�&,)�DWWDFKPHQW�GHYLFHV��&,)�$'��ZKLFK�PDNHV�LW�SRVVLEOH�WR
VXSSRUW�$70�VHUYLFHV��LQFOXGLQJ�PXOWLSOH�FODVVHV�RI�VHUYLFH��RYHU�DQ�H[LVWLQJ
/$1�1,&�MXVW�DV�LI�DQ�$70�1,&�ZHUH�LQ�XVH��&,)�VSHFLILHV�KRZ�WKH�$70
OD\HU�SURWRFROV�FDQ�EH�PDGH�WR�ZRUN�RYHU�WKH�H[LVWLQJ�/$1�IUDPLQJ
SURWRFROV�LQ�VXFK�D�ZD\�WKDW�WKH�RSHUDWLRQ�LV�WUDQVSDUHQW�WR�DQ�DSSOLFDWLRQ
ZULWWHQ�WR�DQ�$70�FRPSOLDQW�$3,��2YHU�(WKHUQHW��&,)�IUDPHV�KDYH�DQ
(WKHUQHW�KHDGHU�DQG�WUDLOHU��&,)�IUDPHV�DUH�HQFDSVXODWHG�LQ�7RNHQ�5LQJ�DQG
//&�E\�XVH�RI�D�61$3�KHDGHU�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

1 8 9 11 16 bits

P CIF format P F F Format flags

P Format flags GFC VPI

VPI VCI

VCI PT C HEC

&,)�KHDGHU�IRUPDW

33

(YHQ�3DULW\�ELW�IRU�DQ�RFWHW�

&,)�IRUPDW&,)�IRUPDW

&,)�IRUPDW�LGHQWLILHU��2QO\�WKUHH�IRUPDW�W\SHV�DUH�GHILQHG��)RUPDWV���DQG��
DUH�XVHG�IRU�&,)�VLJQDOOLQJ��)RUPDW���LV�WKH�GHIDXOW�IRUPDW�IRU�FDUU\LQJ�XVHU
WUDIILF��)RUPDWV���������DUH�UHVHUYHG�IRU�XVH�LQ�H[SHULPHQWDWLRQ�DQG�IRU
SUH�VWDQGDUG�&,)�LPSOHPHQWDWLRQV�



�����½��/$1�'DWD�/LQN�/D\HU�3URWRFROV

))

&,)�IRUPDW�LQGHSHQGHQW�IODJV��7KHVH�ELWV�FRQWDLQ�IODJV�WKDW�DUH�LQGHSHQGHQW
RI�DQ\�&,)�IRUPDW�W\SH��7KHVH�&,)�IRUPDW�LQGHSHQGHQW�IODJV�DUH�UHVHUYHG�
7KH\�DUH�VHW�WR���ZKHQ�VHQW�DQG�DUH�LJQRUHG�ZKHQ�UHFHLYHG�

)RUPDW�IODJV

&,)�IRUPDW�GHSHQGHQW�IODJV��7KH�&,)�IRUPDW�GHSHQGHQW�IODJV�GLIIHU
GHSHQGLQJ�RQ�WKH�&,)�IRUPDW�W\SH�

*)&

*HQHULF�)ORZ�&RQWURO��7KH�VWUXFWXUH�DQG�VHPDQWLFV�RI�RFWHWV�����LQ�WKH�&,)
KHDGHU�DUH�WKH�VDPH�DV�WKRVH�RI�DQ�$70�81,�FHOO�KHDGHU��7KHVH�RFWHWV�DUH
FROOHFWLYHO\�NQRZQ�DV�WKH��&,)�FHOO�KHDGHU�WHPSODWHµ�

93,

9LUWXDO�3DWK�,GHQWLILHU�

9&,

9LUWXDO�&KDQQHO�,GHQWLILHU�

37

3D\ORDG�7\SH�

&

&HOO�/RVV�3ULRULW\�

+(&

+HDGHU�(UURU�&KHFN��7KH�VHQGHU�RI�D�/$1�IUDPH�DOZD\V�FDOFXODWHV�DQG�ILOOV
LQ�WKH�+(&�ILHOG��7KH�UHFHLYHU�PD\�HLWKHU�UHO\�RQ�WKH�/$1�&5&�WR�GHWHFW
HUURUV�LQ�WKH�IUDPH��L�H���QRW�YDOLGDWH�WKH�UHFHLYHG�+(&V���RU�LW�PD\�FKHFN�WKH
FRUUHFWQHVV�RI�WKH�+(&�



*$53��¾�����

*$53*$53

,(((������3�KWWS���VWDQGDUGV�LHHH�RUJ�FDWDORJ�,(((������KWPO

7KH�*HQHULF�$WWULEXWH�5HJLVWUDWLRQ�3URWRFRO��*$53��SURYLGHV�D�JHQHULF
DWWULEXWH�GLVVHPLQDWLRQ�FDSDELOLW\�WKDW�LV�XVHG�E\�SDUWLFLSDQWV�LQ�*$53
DSSOLFDWLRQV�WR�UHJLVWHU�DQG�GH�UHJLVWHU�DWWULEXWH�YDOXHV�ZLWK�RWKHU�*$53
SDUWLFLSDQWV�ZLWKLQ�D�%ULGJHG�/$1��$�*$53�SDUWLFLSDQW�LQ�D�EULGJH�RU�DQ
HQG�VWDWLRQ�FRQVLVWV�RI�D�*$53�DSSOLFDWLRQ�FRPSRQHQW�DQG�D�*$53
,QIRUPDWLRQ�'HFODUDWLRQ��*,'��FRPSRQHQW�DVVRFLDWHG�ZLWK�HDFK�SRUW�RI�WKH
EULGJH��7KH�SURSDJDWLRQ�RI�LQIRUPDWLRQ�EHWZHHQ�*$53�SDUWLFLSDQWV�IRU�WKH
VDPH�DSSOLFDWLRQ�LQ�D�EULGJH�LV�FDUULHG�RXW�E\�WKH�*$53�,QIRUPDWLRQ
3URSDJDWLRQ��*,3��FRPSRQHQW��3URWRFRO�H[FKDQJHV�WDNH�SODFH�EHWZHHQ
*$53�SDUWLFLSDQWV�E\�PHDQV�RI�//&�7\SH���VHUYLFHV��XVLQJ�WKH�JURXS�0$&
DGGUHVV�DQG�3'8�IRUPDW�GHILQHG�IRU�WKH�*$53�DSSOLFDWLRQ�FRQFHUQHG�

7KH�IRUPDW�RI�WKH�*$53�3'8�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

2 bytes

Protocol ID Message

*$53�3'8�VWUXFWXUH

1 byte

Attribute type Attribute 1 . . . Attribute n End mark

*$53�PHVVDJH�VWUXFWXUH

1 byte 1 byte 1 byte

Attribute length Attribute event Attribute value

*$53�DWWULEXWH�VWUXFWXUH

3URWRFRO�,'3URWRFRO�,'

,GHQWLILHV�WKH�*$53�SURWRFRO�

,GHQWLILHU,GHQWLILHU

'HFLPDO�YDOXH�ZKLFK�DLGV�LQ�PDWFKLQJ�UHTXHVWV�DQG�UHSOLHV�
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$WWULEXWH�W\SH

'HILQHV�WKH�DWWULEXWH��9DOXHV�PD\�EH�
� *URXS�DWWULEXWH�
�C 6HUYLFH�5HTXLUHPHQW�DWWULEXWH�

$WWULEXWH�OHQJWK

/HQJWK�RI�WKH�$WWULEXWH�

$WWULEXWH�HYHQW

7KH�YDOXHV�RI�WKH�DWWULEXWH�HYHQW�FDQ�EH�
� /HDYHBDOO
� -RLQB(PSW\�RSHUDWRU
� -RLQB,Q�RSHUDWRU
� /HDYHB(PSW\�RSHUDWRU
� /HDYHB,Q�RSHUDWRU
� (PSW\�RSHUDWRU
7KH�GHIDXOW�LV�UHVHUYHG�

$WWULEXWH�YDOXH

7KLV�LV�HQFRGHG�LQ�DFFRUGDQFH�ZLWK�WKH�VSHFLILFDWLRQ�IRU�WKH�$WWULEXWH�7\SH�

(QG�PDUN

&RGHG�DV���



*053��¾�����

*053*053

,(((������3�KWWS���VWDQGDUGV�LHHH�RUJ�FDWDORJ�,(((������KWPO

7KH�*$53�0XOWLFDVW�5HJLVWUDWLRQ�3URWRFRO��*053��SURYLGHV�D�PHFKDQLVP
WKDW�DOORZV�EULGJHV�DQG�HQG�VWDWLRQV�WR�G\QDPLFDOO\�UHJLVWHU�JURXS
PHPEHUVKLS�LQIRUPDWLRQ�ZLWK�WKH�0$&�EULGJHV�DWWDFKHG�WR�WKH�VDPH�/$1
VHJPHQW�DQG�IRU�WKDW�LQIRUPDWLRQ�WR�EH�GLVVHPLQDWHG�DFURVV�DOO�EULGJHV�LQ�WKH
%ULGJHG�/$1�WKDW�VXSSRUWV�H[WHQGHG�ILOWHULQJ�VHUYLFHV��7KH�RSHUDWLRQ�RI
*053�UHOLHV�XSRQ�WKH�VHUYLFHV�SURYLGHG�E\�WKH�*$53�

7KH�IRUPDW�RI�WKH�*053�SDFNHW�LV�WKDW�RI�WKH�*$53��+RZHYHU��WKH
DWWULEXWH�W\SH�LV�VSHFLILF�WR�*053��LW�FDQ�EH�DV�IROORZV�
� *URXS�$WWULEXWH�7\SH�
� 6HUYLFH�5HTXLUHPHQW�$WWULEXWH�7\SH�
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*953*953

,(((������3�KWWS���VWDQGDUGV�LHHH�RUJ�FDWDORJ�,(((������KWPO

7KH�*$53�9/$1�5HJLVWUDWLRQ�3URWRFRO��*953��GHILQHV�D�*$53
DSSOLFDWLRQ�WKDW�SURYLGHV�WKH�9/$1�UHJLVWUDWLRQ�VHUYLFH��,W�PDNHV�XVH�RI
*,'�DQG�*,3��ZKLFK�SURYLGH�WKH�FRPPRQ�VWDWH�PDFKLQH�GHVFULSWLRQV�DQG
WKH�FRPPRQ�LQIRUPDWLRQ�SURSDJDWLRQ�PHFKDQLVPV�GHILQHG�IRU�XVH�LQ
*$53�EDVHG�DSSOLFDWLRQV�

7KH�IRUPDW�RI�WKH�*953�SDFNHW�LV�WKDW�RI�WKH�*$53��+RZHYHU��WKH
DWWULEXWH�W\SH�LV�VSHFLILF�WR�*953�
� 9,'�*URXS�$WWULEXWH�7\SH�



9/$1��¾�����

9/$19/$1

,(((������4�KWWS���VWDQGDUGV�LHHH�RUJ�FDWDORJ�,(((������KWPO

$�9/$1�LV�D�ORJLFDO�JURXS�RI�/$1�VHJPHQWV��LQGHSHQGHQW�RI
SK\VLFDO�ORFDWLRQ��ZLWK�D�FRPPRQ�VHW�RI�UHTXLUHPHQWV��9/$1
WDJJHG�IUDPHV�FDUU\�DQ�H[SOLFLW�LGHQWLILFDWLRQ�RI�WKH�9/$1�WR�ZKLFK
LW�EHORQJV��7KH�YDOXH�RI�WKH�9,'�LQ�WKH�7DJ�KHDGHU�VLJQLILHV�WKH
SDUWLFXODU�9/$1�LW�EHORQJV�WR��7KLV�DGGLWLRQDO�WDJ�ILHOG�DSSHDUV�LQ
WKH�(WKHUQHW�DQG�61$3�SURWRFROV�

7KH�IRUPDW�RI�WKH�(WKHUQHW�HQFRGHG�7DJ�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ
LOOXVWUDWLRQ�

8 7 6 5 4 3 2 1 Octet

ETPID 1
2

TCI 3
4

Length/type

E-RIF 7-n

(WKHUQHW�HQFRGHG�WDJ�KHDGHU

(73,'(73,'

(WKHUQHW�FRGHG�7DJ�3URWRFRO�,GHQWLILHU��9DOXH�LV�������

7&,7&,

7DJ�&RQWURO�,QIRUPDWLRQ��7KH�VWUXFWXUH�RI�WKH�7&,�ILHOG�LV�DV�IROORZV�

8 7 6 5 4 3 2 1 Octet

User priority CFI VID 1

VID 2

7&,�VWUXFWXUH

8VHU�SULRULW\8VHU�SULRULW\

��ELW�ELQDU\�QXPEHU�UHSUHVHQWLQJ���SULRULW\�OHYHOV������
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&),

&DQRQLFDO�)RUPDW�,QGLFDWRU��:KHQ�VHW��WKH�(�5,)�ILHOG�LV�SUHVHQW�DQG�WKH
1&),�ELW�GHWHUPLQHV�ZKHWKHU�0$&�DGGUHVV�LQIRUPDWLRQ�FDUULHG�E\�WKH
IUDPH�LV�LQ�FDQRQLFDO�RU�QRQ�FDQRQLFDO�IRUPDW��:KHQ�UHVHW��LQGLFDWHV�WKDW�WKH
(�5,)�ILHOG�LV�QRW�SUHVHQW�DQG�WKDW�DOO�0$&�LQIRUPDWLRQ�FDUULHG�E\�WKH
IUDPH�LV�LQ�FDQRQLFDO�IRUPDW�

9,'

9/$1�,GHQWLILHU��8QLTXHO\�LGHQWLILHV�WKH�9/$1�WR�ZKLFK�WKH�IUDPH
EHORQJV�
� 1XOO�9/$1�,'��,QGLFDWHV�WKDW�WKH�WDJ�KHDGHU�FRQWDLQV�RQO\��XVHU

SULRULW\�LQIRUPDWLRQ��QR�9/$1�,'�
� 'HIDXOW�39,'�YDOXH�XVHG�IRU�FODVVLI\LQJ�IUDPHV�RQ�LQJUHVV�WKURXJK�D

EULGJH�SRUW�
))) 5HVHUYHG�IRU�LPSOHPHQWDWLRQ�XVH�
$OO�RWKHU�YDOXHV�DUH�DYDLODEOH�IRU�JHQHUDO�XVH�DV�9/$1�LGHQWLILHUV�

(�5,)

(PEHGGHG�5,)�IRUPDW��3UHVHQW�RQO\�LI�&),�LV�VHW�LQ�7&,��:KHQ�SUHVHQW�
LPPHGLDWHO\�IROORZV�WKH�/HQJWK�7\SH�ILHOG��(�5,)�FRQVLVWV�RI�WZR
FRPSRQHQWV����RFWHW�5RXWH�&RQWURO��5&��ILHOG�DQG���RU�PRUH�RFWHWV�RI
5RXWH�'HVFULSWRUV��XS�WR�D�PD[LPXP�RI����RFWHWV��(�5,)�PD\�EH�����
RFWHWV�

7KH�IRUPDW�RI�WKH�5&�LV�DV�IROORZV�

8 7 6 5 4 3 2 1 Octet

RT LTH 1

D LF NCFI 2

5&�VWUXFWXUH

57

5RXWLQJ�W\SH�

/7+

/HQJWK�ILHOG�

'

'LUHFWLRQ�ELW�



9/$1��¾�����

/)

/DUJHVW�IUDPH�

1&),

1RQ�FDQRQLFDO�IRUPDW�LQGLFDWRU��:KHQ�UHVHW��DOO�0$&�DGGUHVV�LQIRUPDWLRQ
LQ�WKH�IUDPH�LV�LQ�QRQ�FDQRQLFDO�IRUPDW��:KHQ�VHW��DOO�0$&�DGGUHVV
LQIRUPDWLRQ�LQ�WKH�IUDPH�LV�LQ�FDQRQLFDO�IRUPDW�

7KH�IRUPDW�RI�WKH�61$3�HQFRGHG�7DJ�KHDGHU�RQ�������LV�VKRZQ�LQ�WKH
IROORZLQJ�LOOXVWUDWLRQ�

8 7 6 5 4 3 2 1 Octet

SNAP header (AA-AA-03) 1-3

SNAP PID (00-00-00) 4-6

Tag protocol type (81-00) 7-8

TCI 9-10

61$3�HQFRGHG�WDJ�KHDGHU�RQ������

9DOXHV�RI�WKH�61$3�KHDGHU��61$3�3,'�DQG�7DJ�SURWRFRO�W\SH�DUH�JLYHQ�LQ
WKH�LOOXVWUDWLRQ��7&,�YDOXH�LV�DV�GHVFULEHG�IRU�(WKHUQHW�HQFRGHG�WDJ�KHDGHU�

7KH�IRUPDW�RI�WKH�61$3�HQFRGHG�7DJ�KHDGHU�RQ�),'',�LV�VKRZQ�LQ�WKH
IROORZLQJ�LOOXVWUDWLRQ�

8 7 6 5 4 3 2 1 Octet

SNAP header (AA-AA-03) 1-3

SNAP PID (00-00-00) 4-6

Tag protocol type (81-00) 7-8

TCI 9-10

E-RIF 11, 12

61$3�HQFRGHG�WDJ�KHDGHU�RQ�)'',

9DOXHV�RI�WKH�61$3�KHDGHU��61$3�3,'�DQG�7DJ�SURWRFRO�W\SH�DUH�JLYHQ�LQ
WKH�LOOXVWUDWLRQ��7KH�7&,�DQG�(�5,)�ILHOGV�DUH�DV�GHVFULEHG�IRU�(WKHUQHW�
HQFRGHG�WDJ�KHDGHU��7KH�(�5,)�ILHOG�LV�SUHVHQW�RQO\�LI�&),�LV�VHW�LQ�7&,�DQG
5,,�LV�UHVHW��,W�PD\�EH�EHWZHHQ���DQG����RFWHWV�ORQJ�
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