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$70�$70�6LJQDOOLQJ6LJQDOOLQJ�DQG�DQG

5RXWLQJ�3URWRFROV5RXWLQJ�3URWRFROV

6LJQDOOLQJ�LV�WKH�SURFHVV�E\�ZKLFK�$70�XVHUV�DQG�WKH�QHWZRUN�H[FKDQJH�WKH
FRQWURO�RI�LQIRUPDWLRQ��UHTXHVW�WKH�XVH�RI�QHWZRUN�UHVRXUFHV��RU�QHJRWLDWH
IRU�WKH�XVH�RI�FLUFXLW�SDUDPHWHUV��7KH�93,�9&,�SDLU�DQG�UHTXHVWHG
EDQGZLGWK�DUH�DOORFDWHG�DV�D�UHVXOW�RI�D�VXFFHVVIXO�VLJQDOOLQJ�H[FKDQJH�

7KH�SURWRFROV�LOOXVWUDWHG�EHORZ�VXSSRUW�FRQQHFWLRQ�FRQWURO�VLJQDOOLQJ��7KHVH
PHVVDJHV�DUH�VHQW�RYHU�WKH�6LJQDOOLQJ�$70�$GDSWDWLRQ�/D\HU��6$$/���ZKLFK
HQVXUHV�WKHLU�UHOLDEOH�GHOLYHU\��7KH�6$$/�LV�GLYLGHG�LQWR�D�6HUYLFH�6SHFLILF
3DUW�DQG�D�&RPPRQ�3DUW��7KH�6HUYLFH�6SHFLILF�3DUW�LV�IXUWKHU�GLYLGHG�LQWR�D
6HUYLFH�6SHFLILF�&RRUGLQDWLRQ�)XQFWLRQ��66&)���ZKLFK�LQWHUIDFHV�ZLWK�WKH
66&)�XVHU��DQG�D�6HUYLFH�6SHFLILF�&RQQHFWLRQ�2ULHQWHG�3URWRFRO��66&23��
ZKLFK�DVVXUHV�UHOLDEOH�GHOLYHU\�
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User-Network Signalling

UNI SSCF

SAAL SSCOP

AAL Type 5 Common Part

ATM Layer

Physical Layer

$70�VLJQDOOLQJ�SURWRFRO�VWDFN

7KH�81,�VLJQDOOLQJ�SURWRFROV�ZLWKLQ�WKH�6$$/�DUH�UHVSRQVLEOH�IRU�$70�FDOO
DQG�FRQQHFWLRQ�FRQWURO��LQFOXGLQJ�FDOO�HVWDEOLVKPHQW��FDOO�FOHDULQJ��VWDWXV
HQTXLU\��DQG�SRLQW�WR�PXOWLSRLQW�FRQWURO�

81,������81,������4�������81,������,,63��311,��4�6$$/�DQG�63$16�DUH
GHVFULEHG�LQ�WKLV�FKDSWHU��5HIHU�WR�&KDSWHU����IRU�LQIRUPDWLRQ�RQ�,/0,
ZKLFK�LV�XVHG�IRU�DGGUHVV�UHJLVWUDWLRQ�
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81,���[�6LJQDOOLQJ81,���[�6LJQDOOLQJ

$70�)RUXP�81,��������������81,������������

$�VLJQDOOLQJ�PHVVDJH�XVHV�WKH�4�����PHVVDJH�IRUPDW��,W�LV�PDGH�XS�RI�D
PHVVDJH�KHDGHU�DQG�D�YDULDEOH�QXPEHU�RI�,QIRUPDWLRQ�(OHPHQWV��,(V���7KLV
LV�VKRZQ�LQ�WKH�IROORZLQJ�ILJXUH�

Message header

IE

IE

...

IE

$70�VLJQDOOLQJ�PHVVDJH�VWUXFWXUH

7KH�PHVVDJH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�GLDJUDP�

Bit
8 7 6 5 4 3 2 1 Octet

Protocol discriminator (9 for Q.2931 messages) 1

0 0 0 0 Length of call reference value 2

Flag Call reference value 3

Call reference value (continued) 4

Call reference value (continued) 5

Message type 6

Message type (continued) 7

Message length 8

Message length (continued) 9

Variable length Information Elements as required etc.

$70�VLJQDOOLQJ�PHVVDJH�VWUXFWXUH

3URWRFRO�GLVFULPLQDWRU3URWRFRO�GLVFULPLQDWRU

'LVWLQJXLVKHV�PHVVDJHV�IRU�XVHU�QHWZRUN�FDOO�FRQWURO�IURP�RWKHU�PHVVDJHV�

&DOO�UHIHUHQFH&DOO�UHIHUHQFH

8QLTXH�QXPEHU�IRU�HYHU\�$70�FRQQHFWLRQ�ZKLFK�VHUYHV�WR�OLQN�DOO
VLJQDOOLQJ�PHVVDJHV�UHODWLQJ�WR�WKH�VDPH�FRQQHFWLRQ��,W�LGHQWLILHV�WKH�FDOO�DW
WKH�ORFDO�XVHU�QHWZRUN�LQWHUIDFH�WR�ZKLFK�WKH�SDUWLFXODU�PHVVDJH�DSSOLHV��7KH
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FDOO�UHIHUHQFH�LV�FRPSULVHG�RI�WKH�FDOO�UHIHUHQFH�YDOXH�DQG�WKH�FDOO�UHIHUHQFH
IODJ��7KH�FDOO�UHIHUHQFH�IODJ�LQGLFDWHV�ZKR�DOORFDWHG�WKH�FDOO�UHIHUHQFH�YDOXH�

0HVVDJH�W\SH

7KH�PHVVDJH�PD\�EH�RI�WKH�IROORZLQJ�W\SHV�

&DOO�HVWDEOLVKPHQW�PHVVDJHV�

&$//�352&((',1*��VHQW�E\�WKH�FDOOHG�XVHU�WR�WKH�QHWZRUN�RU�E\�WKH
QHWZRUN�WR�WKH�FDOOLQJ�XVHU�WR�LQGLFDWH�LQLWLDWLRQ�RI�WKH�UHTXHVWHG�FDOO�
&211(&7��VHQW�E\�WKH�FDOOHG�XVHU�WR�WKH�QHWZRUN�DQG�E\�WKH�QHWZRUN�WR
WKH�FDOOLQJ�XVHU�WR�LQGLFDWH�WKDW�WKH�FDOOHG�XVHU�DFFHSWHG�WKH�FDOO�
&211(&7�$&.12:/('*(��VHQW�E\�WKH�QHWZRUN�WR�WKH�FDOOHG�XVHU�WR
LQGLFDWH�WKDW�WKH�FDOO�ZDV�DZDUGHG�DQG�E\�WKH�FDOOLQJ�XVHU�WR�WKH�QHWZRUN�
6(783��VHQW�E\�WKH�FDOOLQJ�XVHU�WR�WKH�QHWZRUN�DQG�E\�WKH�QHWZRUN�WR�WKH
FDOOLQJ�XVHU�WR�LQLWLDWH�D�FDOO�

&DOO�FOHDULQJ�PHVVDJHV�

5(/($6(��VHQW�E\�WKH�XVHU�WR�UHTXHVW�WKDW�WKH�QHWZRUN�FOHDU�WKH
FRQQHFWLRQ�RU�VHQW�E\�WKH�QHWZRUN�WR�LQGLFDWH�WKDW�WKH�FRQQHFWLRQ�KDV
FOHDUHG�

5(/($6(�&203/(7(��VHQW�E\�HLWKHU�WKH�XVHU�RU�WKH�QHWZRUN�WR�LQGLFDWH
WKDW�WKH�RULJLQDWRU�KDV�UHOHDVHG�WKH�FDOO�UHIHUHQFH�DQG�YLUWXDO�FKDQQHO�
5(67$57��VHQW�E\�WKH�XVHU�RU�WKH�QHWZRUN�WR�UHVWDUW�WKH�LQGLFDWHG�YLUWXDO
FKDQQHO�
5(67$57�$&.12:/('*(��VHQW�WR�DFNQRZOHGJH�WKH�UHFHLSW�RI�WKH
5(67$57�PHVVDJH�

0LVFHOODQHRXV�PHVVDJHV�

67$786��VHQW�E\�WKH�XVHU�RU�QHWZRUN�LQ�UHVSRQVH�WR�D�67$786�(148,5<
PHVVDJH�
67$786�(148,5<��VHQW�E\�WKH�XVHU�RU�WKH�QHWZRUN�WR�VROLFLW�D�67$786
PHVVDJH�

3RLQW�WR�0XOWLSRLQW�PHVVDJHV�

$''�3$57<��DGGV�D�SDUW\�WR�DQ�H[LVWLQJ�FRQQHFWLRQ�
$''�3$57<�$&.12:/('*(��DFNQRZOHGJHV�D�VXFFHVVIXO�$''
3$57<�
$''�3$57<�5(-(&7��LQGLFDWHV�DQ�XQVXFFHVVIXO�$''�3$57<�
'523�3$57<��GURSV�D�SDUW\�IURP�DQ�H[LVWLQJ�SRLQW�WR�PXOWLSRLQW
FRQQHFWLRQ�
'523�3$57<�$&.12:/('*(��DFNQRZOHGJHV�D�VXFFHVVIXO�'523
3$57<�
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0HVVDJH�OHQJWK

7KH�OHQJWK�RI�WKH�FRQWHQWV�RI�D�PHVVDJH�

,QIRUPDWLRQ�HOHPHQWV

'HVFULEHG�EHORZ�

([DPSOH�RI�81,�VLJQDOOLQJ�GHFRGH

7\SHV�RI�,QIRUPDWLRQ�(OHPHQWV

7KHUH�DUH�VHYHUDO�W\SHV�RI�LQIRUPDWLRQ�HOHPHQWV��6RPH�PD\�DSSHDU�RQO\
RQFH�LQ�WKH�PHVVDJH��RWKHUV�PD\�DSSHDU�PRUH�WKDQ�RQFH��'HSHQGLQJ�RQ�WKH
PHVVDJH�W\SH��VRPH�LQIRUPDWLRQ�HOHPHQWV�DUH�PDQGDWRU\�DQG�VRPH�DUH
RSWLRQDO��7KH�RUGHU�RI�WKH�LQIRUPDWLRQ�HOHPHQWV�GRHV�QRW�PDWWHU�WR�WKH
VLJQDOOLQJ�SURWRFRO��7KH�LQIRUPDWLRQ�HOHPHQWV�LQ�81,�����DUH�OLVWHG�LQ�WKH
IROORZLQJ�WDEOH�
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,( 'HVFULSWLRQ 0D[�

1R�

&DXVH *LYHV�WKH�UHDVRQ�IRU�FHUWDLQ�PHVVDJHV��)RU
H[DPSOH��WKH�&DXVH�,(�LV�SDUW�RI�WKH�UHOHDVH
PHVVDJH��LQGLFDWLQJ�ZK\�WKH�FDOO�ZDV�UHOHDVHG�

�

&DOO�VWDWH ,QGLFDWHV�WKH�FXUUHQW�VWDWH�RI�WKH�FDOO� �

(QGSRLQW�UHIHUHQFH ,GHQWLILHV�LQGLYLGXDO�HQGSRLQWV�LQ�D�SRLQW�WR�
PXOWLSRLQW�FDOO�

�

(QGSRLQW�VWDWH ,QGLFDWHV�WKH�VWDWH�RI�DQ�HQGSRLQW�LQ�D�SRLQW�
WR�PXOWLSRLQW�FDOO�

�

$$/�SDUDPHWHUV ,QFOXGHV�UHTXHVWHG�$$/�W\SH�DQG�RWKHU�$$/
SDUDPHWHUV�

�

$70�XVHU�FHOO�UDWH 6SHFLILHV�WUDIILF�SDUDPHWHUV� �

&RQQHFWLRQ
LGHQWLILHU

,GHQWLILHV�WKH�$70�FRQQHFWLRQ�DQG�JLYHV�WKH
93,�DQG�9&,�YDOXHV�

�

4XDOLW\�RI�6HUYLFH
SDUDPHWHU

,QGLFDWHV�WKH�UHTXLUHG�4XDOLW\�RI�6HUYLFH�FODVV
IRU�WKH�FRQQHFWLRQ�

�

%URDGEDQG�KLJK�
OD\HU�LQIRUPDWLRQ

*LYHV�LQIRUPDWLRQ�DERXW�WKH�KLJK�OD\HU
SURWRFROV�IRU�FRPSDWLELOLW\�SXUSRVHV�

�

%URDGEDQG�EHDUHU
FDSDFLW\

5HTXHVWV�D�VHUYLFH�IURP�WKH�QHWZRUN��VXFK�DV
&%5�RU�9%5�OLQN��SRLQW�WR�SRLQW�DQG�SRLQW�
WR�PXOWLSRLQW�OLQN��

�

%URDGEDQG�ORZ�
OD\HU�LQIRUPDWLRQ

&KHFNV�FRPSDWLELOLW\�ZLWK�OD\HU���DQG��
SURWRFROV�

�

%URDGEDQG�ORFNLQJ
VKLIW

,QGLFDWHV�D�QHZ�DFWLYH�FRGHVHW� �

%URDGEDQG�QRQ�
ORFNLQJ�VKLIW

,QGLFDWHV�D�WHPSRUDU\�FRGHVHW�VKLIW� �

%URDGEDQG�VHQGLQJ
FRPSOHWH

,QGLFDWHV�WKH�FRPSHWLWLRQ�RI�VHQGLQJ�WKH
FDOOHG�SDUW\�QXPEHU�

�

%URDGEDQG�UHSHDW
LQGLFDWRU

,QGLFDWHV�KRZ�,(V�ZKLFK�DUH�UHSHDWHG�LQ�WKH
PHVVDJH�VKRXOG�EH�KDQGOHG�

�
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,( 'HVFULSWLRQ 0D[�

1R�

&DOOLQJ�SDUW\
QXPEHU

2ULJLQ�RI�WKH�FDOO� �

&DOOLQJ�SDUW\
VXEDGGUHVV

6XEDGGUHVV�RI�FDOOLQJ�SDUW\� �

&DOOHG�SDUW\�QXPEHU 'HVWLQDWLRQ�RI�WKH�FDOO� �

&DOOHG�SDUW\
VXEDGGUHVV

6XEDGGUHVV�RI�WKH�FDOOHG�SDUW\� �

7UDQVLW�QHWZRUN
VHOHFWLRQ

,GHQWLILHV�RQH�UHTXHVWHG�WUDQVLW�QHWZRUN� �

5HVWDUW�LQGLFDWRU ,GHQWLILHV�ZKLFK�IDFLOLWLHV�VKRXOG�EH�UHVWDUWHG
�H�J���RQH�9&��DOO�9&V��

�

7\SHV�RI�81,�,(V

)RU�IXUWKHU�UHIHUHQFH�DERXW�WKH�H[DFW�VWUXFWXUH�DQG�SDUDPHWHUV�RI�WKH�,(V�
UHIHU�WR�WKH�$70�)RUXP��$70�8VHU�1HWZRUN�,QWHUIDFH�6SHFLILFDWLRQV����
DQG�����
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,78�4�����,78�4������6LJQDOOLQJ�6LJQDOOLQJ

,78�4�������������

7KLV�LV�WKH�,78�YHUVLRQ�RI�VLJQDOOLQJ��7KH�4������VLJQDOOLQJ�SURWRFRO
VSHFLILHV�WKH�SURFHGXUHV�IRU�WKH�HVWDEOLVKPHQW��PDLQWHQDQFH�DQG�FOHDULQJ�RI
QHWZRUN�FRQQHFWLRQV�DW�WKH�%�,6'1�XVHU�QHWZRUN�LQWHUIDFH��7KH�SURFHGXUHV
DUH�GHILQHG�LQ�WHUPV�RI�PHVVDJHV�H[FKDQJHG��7KH�EDVLF�FDSDELOLWLHV
VXSSRUWHG�E\�4������6LJQDOOLQJ�DUH�DV�IROORZV�

• 'HPDQG��VZLWFKHG�YLUWXDO��FKDQQHO�FRQQHFWLRQV�

• 3RLQW�WR�SRLQW�VZLWFKHG�FKDQQHO�FRQQHFWLRQV�

• &RQQHFWLRQV�ZLWK�V\PPHWULF�RU�DV\PPHWULF�EDQGZLGWK�UHTXLUHPHQWV�

• 6LQJOH�FRQQHFWLRQ��SRLQW�WR�SRLQW��FDOOV�

• %DVLF�VLJQDOOLQJ�IXQFWLRQV�YLD�SURWRFRO�PHVVDJHV��LQIRUPDWLRQ�HOHPHQWV
DQG�SURFHGXUHV�

• &ODVV�;��&ODVV�$�DQG�&ODVV�&�$70�WUDQVSRUW�VHUYLFHV�

• 5HTXHVW�DQG�LQGLFDWLRQ�RI�VLJQDOOLQJ�SDUDPHWHUV�

• 9&,�QHJRWLDWLRQ�

• 2XW�RI�EDQG�VLJQDOOLQJ�IRU�DOO�VLJQDOOLQJ�PHVVDJHV�

• (UURU�UHFRYHU\�

• 3XEOLF�81,�DGGUHVVLQJ�IRUPDWV�IRU�XQLTXH�LGHQWLILFDWLRQ�RI�$70
HQGSRLQWV�

• (QG�WR�HQG�FRPSDWLELOLW\�SDUDPHWHU�LGHQWLILFDWLRQ�

• 6LJQDOOLQJ�LQWHUZRUNLQJ�ZLWK�1�,6'1�DQG�SURYLVLRQ�RI�1�,6'1
VHUYLFHV�

• )RUZDUG�FRPSDWLELOLW\�

7KH�PHVVDJH�W\SHV�IRU�4������DUH�WKH�VDPH�DV�LQ�81,����������ZLWK�WKH
H[FHSWLRQ�RI�WKH�SRLQW�WR�PXOWLSRLQW�PHVVDJHV�ZKLFK�DUH�QRW�VXSSRUWHG��7KH
IROORZLQJ�DUH�DGGLWLRQDO�VLJQDOOLQJ�PHVVDJHV�VSHFLILF�WR�4������
$/(57,1*��VHQW�E\�WKH�FDOOHG�XVHU�WR�WKH�QHWZRUN�DQG�E\�WKH�QHWZRUN�WR
WKH�FDOOLQJ�XVHU�LQGLFDWLQJ�WKDW�WKH�FDOOHG�XVHU�DOHUWLQJ�KDV�EHHQ�LQLWLDWHG�
352*5(66��VHQW�E\�WKH�XVHU�RU�WKH�QHWZRUN�WR�LQGLFDWH�WKH�SURJUHVV�RI�D
FDOO�LQ�WKH�HYHQW�RI�LQWHUZRUNLQJ�
6(783�$&.12:/('*(��VHQW�E\�WKH�QHWZRUN�WR�WKH�FDOOLQJ�XVHU�RU�E\
WKH�FDOOHG�XVHU�WR�WKH�QHWZRUN�WR�LQGLFDWH�WKDW�FDOO�HVWDEOLVKPHQW�KDV�EHHQ
LQLWLDWHG�
,1)250$7,21��VHQW�E\�WKH�XVHU�RU�WKH�QHWZRUN�WR�SURYLGH�DGGLWLRQDO
LQIRUPDWLRQ�
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127,)<��VHQW�E\�WKH�XVHU�RU�E\�WKH�QHWZRUN�WR�LQGLFDWH�LQIRUPDWLRQ
SHUWDLQLQJ�WR�D�FDOO�FRQQHFWLRQ�

7KH�LQIRUPDWLRQ�HOHPHQWV�LQ�4������DUH�DV�IROORZV�

• &DOOHG�SDUW\�QXPEHU�

• &DOOHG�SDUW\�VXE�DGGUHVV�

• 7UDQVLW�QHWZRUN�VHOHFWLRQ�

• 5HVWDUW�LQGLFDWRU�

• 1DUURZ�EDQG�ORZ�OD\HU�FRPSDWLELOLW\�

• 1DUURZ�EDQG�KLJK�OD\HU�FRPSDWLELOLW\�

• %URDGEDQG�ORFNLQJ�VKLIW�

• %URDGEDQG�QRQ�ORFNLQJ�VKLIW�

• %URDGEDQG�VHQGLQJ�FRPSOHWH�

• %URDGEDQG�UHSHDW�LQGLFDWRU�

• &DOOLQJ�SDUW\�QXPEHU�

• &DOOLQJ�SDUW\�VXE�DGGUHVV�

• $70�DGDSWDWLRQ�OD\HU�SDUDPHWHUV�

• $70�WUDIILF�GHVFULSWRU�

• &RQQHFWLRQ�LGHQWLILHU�

• 2$0�WUDIILF�GHVFULSWRU�

• 4XDOLW\�RI�6HUYLFH�SDUDPHWHU�

• %URDGEDQG�EHDUHU�FDSDELOLW\�

• %URDGEDQG�/RZ�/D\HU�,QIRUPDWLRQ��%�//,��

• %URDGEDQG�+LJK�/D\HU�,QIRUPDWLRQ��%�+/,��

• (QG�WR�HQG�WUDQVLW�GHOD\�

• 1RWLILFDWLRQ�LQGLFDWRU�

• &DOO�VWDWH�

• 3URJUHVV�LQGLFDWRU�

• 1DUURZ�EDQG�EHDUHU�FDSDELOLW\�

• &DXVH�
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81,�����6LJQDOOLQJ81,�����6LJQDOOLQJ

$70�)RUXP�81,������������

81,�����SURYLGHV�WKH�VLJQDOOLQJ�SURFHGXUHV�IRU�G\QDPLFDOO\�HVWDEOLVKLQJ�
PDLQWDLQLQJ�DQG�FOHDULQJ�$70�FRQQHFWLRQV�DW�WKH�$70�8VHU�1HWZRUN
,QWHUIDFH��81,�����DSSOLHV�ERWK�WR�3XEOLF�81,��WKH�LQWHUIDFH�EHWZHHQ
HQGSRLQW�HTXLSPHQW�DQG�D�SXEOLF�QHWZRUN��DQG�SULYDWH�81,��WKH�LQWHUIDFH
EHWZHHQ�HQGSRLQW�HTXLSPHQW�DQG�D�SULYDWH�QHWZRUN��

7KH�IROORZLQJ�IHDWXUHV�DUH�DYDLODEOH�ZLWKLQ�WKH�81,�����VLJQDOOLQJ�SURWRFRO�

• /HDI�LQLWLDWHG�MRLQ�

• (QKDQFHG�$70�WUDIILF�GHVFULSWRU�

• $YDLODEOH�ELW�UDWH�FDSDELOLW\�

• ,QGLYLGXDO�4R6�SDUDPHWHUV�

• 1DUURZ�,6'1�RYHU�$70�

• $Q\&DVW�FDSDELOLW\�

• 1HZ�LQIRUPDWLRQ�HOHPHQWV�

• 1HZ�93,�9&,�RSWLRQV�

• 3UR[\�VLJQDOOLQJ�FDSDELOLW\�

• 9LUWXDO�81,V�

• 6XSSOHPHQWDU\�VHUYLFHV�VXFK�DV�GLUHFW�GLDOLQJ�LQ��PXOWLSOH�VXEVFULEHU
QXPEHU��FDOOLQJ�OLQH�LGHQWLILFDWLRQ�SUHVHQWDWLRQ��FDOOLQJ�OLQH�LGHQWLILFDWLRQ
UHVWULFWLRQ��FRQQHFWHG�OLQH�LGHQWLILFDWLRQ�SUHVHQWDWLRQ��FRQQHFWHG�OLQH
LGHQWLILFDWLRQ�UHVW��XVHU�WR�XVHU�VLJQDOOLQJ�

• (UURU�KDQGOLQJ�IRU�LQVWUXFWLRQ�LQGLFDWRUV�

• 8VLQJ�VHWXS�IRU�DGGLQJ�SDUWLHV�

• %RWK�16$3�DQG�$670�HQGV\VWHP�DGGUHVVHV�

• 1HWZRUN�FDQ�VXSSRUW�OHDYHV�WKDW�GR�QRW�VXSSRUW�3�30�

7KH�PHVVDJH�W\SHV�IRU�81,�����DUH�WKH�VDPH�DV�LQ�4�������ZLWK�WKH
H[FHSWLRQ�RI�WKH�6(783�$&.12:/('*(�DQG�,1)250$7,21
PHVVDJHV�ZKLFK�DUH�QRW�VXSSRUWHG��7KH�IROORZLQJ�DUH�QHZ�VLJQDOOLQJ
PHVVDJHV�VSHFLILF�WR�81,������/($)�6(783�5(48(67�DQG�/($)
6(783�)$,/85(�

7KH�IROORZLQJ�DUH�WKH�LQIRUPDWLRQ�HOHPHQWV�FRQWDLQHG�LQ�81,�����

• 1DUURZEDQG�EHDUHU�FDSDELOLW\�

• &DXVH�
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• &DOO�VWDWH�

• 3URJUHVV�LQGLFDWRU�

• 1RWLILFDWLRQ�LQGLFDWRU�

• (QG�WR�HQG�WUDQVLW�GHOD\�

• &RQQHFWHG�QXPEHU�

• &RQQHFWHG�VXEDGGUHVV�

• (QGSRLQW�UHIHUHQFH�

• (QGSRLQW�VWDWH�

• $70�DGDSWDWLRQ�OD\HU�SDUDPHWHUV�

• $70�WUDIILF�GHVFULSWRU�

• &RQQHFWLRQ�LGHQWLILHU�

• 4XDOLW\�RI�VHUYLFH�SDUDPHWHU�

• %URDGEDQG�KLJK�OD\HU�LQIRUPDWLRQ�

• %URDGEDQG�EHDUHU�FDSDELOLW\�

• %URDGEDQG�ORZ�OD\HU�LQIRUPDWLRQ�

• %URDGEDQG�ORFNLQJ�VKLIW�

• %URDGEDQG�QRQ�ORFNLQJ�VKLIW�

• %URDGEDQG�UHSHDW�LQGLFDWRU�

• &DOOLQJ�SDUW\�QXPEHU�

• &DOOLQJ�SDUW\�VXEDGGUHVV�

• &DOOHG�SDUW\�QXPEHU�

• &DOOHG�SDUW\�VXEDGGUHVV�

• 7UDQVLW�QHWZRUN�VHOHFWLRQ�

• 5HVWDUW�LQGLFDWRU�

• 1DUURZEDQG�ORZ�OD\HU�FRPSDWLELOLW\�

• 1DUURZEDQG�KLJK�OD\HU�FRPSDWLELOLW\�

• *HQHULF�LGHQWLILHU�WUDQVSRUW�

• 0LQLPXP�DFFHSWDEOH�WUDIILF�GHVFULSWRU�

• $OWHUQDWLYH�$70�WUDIILF�GHVFULSWRU�

• $%5�VHWXS�SDUDPHWHUV�

• /HDI�LQLWLDWHG�MRLQ�FDOO�LGHQWLILHU�

• /HDI�LQLWLDWHG�MRLQ�SDUDPHWHUV�

• /HDI�VHTXHQFH�QXPEHU�

• &RQQHFWLRQ�VFRSH�VHOHFWLRQ�

• $%5�DGGLWLRQDO�SDUDPHWHUV�

• ([WHQGHG�4R6�SDUDPHWHUV�



����½��$70�6LJQDOOLQJ�DQG�5RXWLQJ�3URWRFROV

4�6$$/4�6$$/

7KH�VWUXFWXUH�IRU�HDFK�4�6$$/�PHVVDJH�W\SH�LV�VKRZQ�EHORZ�

%*1�3'8��%HJLQ�
7KH�%*1�3'8�LV�XVHG�WR�LQLWLDOO\�HVWDEOLVK�DQ�66&23�FRQQHFWLRQ�RU
UHHVWDEOLVK�DQ�H[LVWLQJ�66&23�FRQQHFWLRQ�EHWZHHQ�WZR�SHHU�HQWLWLHV��7KH
%*1�UHTXHVWV�WKH�FOHDULQJ�RI�WKH�SHHU·V�WUDQVPLWWHU�DQG�UHFHLYHU�EXIIHUV��DQG
WKH�LQLWLDOL]DWLRQ�RI�WKH�SHHU·V�WUDQVPLWWHU�DQG�UHFHLYHU�VWDWH�YDULDEOHV�

Bytes
1 2 3 4

1 N(UU)

2 Rsvd S PDU Type N(MR)

8 7 6 5 4  3  2  1

%HJLQ�3'8��%*1�3'8�

%*$.�3'8��%HJLQ�$FNQRZOHGJH�
7KH�%*$.�3'8�LV�XVHG�WR�DFNQRZOHGJH�WKH�DFFHSWDQFH�RI�D�FRQQHFWLRQ
UHTXHVW�E\�WKH�SHHU�HQWLW\�

Bytes
1 2 3 4

1 N(UU)

2 Rsvd PDU Type N(MR)

8  7  6  5 4  3  2  1

%HJLQ�$FNQRZOHGJHG�3'8��%*$.�3'8�

%*5(-�3'8��%HJLQ�5HMHFW�
7KH�%*5(-�3'8�LV�XVHG�WR�UHMHFW�WKH�FRQQHFWLRQ�HVWDEOLVKPHQW�RI�WKH�SHHU
66&23�HQWLW\�

Bytes
1 2 3 4

1 N(UU)

2 Rsvd PDU Type Reserved

8  7  6  5 4  3  2  1

%HJLQ�5HMHFW�3'8��%*5(-�3'8�



4�6$$/��¾����

(1'�3'8��(QG�
7KH�(1'�3'8�LV�XVHG�WR�UHOHDVH�DQ�66&23�FRQQHFWLRQ�EHWZHHQ�WZR�SHHU
HQWLWLHV�

Bytes
1 2 3 4

1 N(UU)

2 Rsvd S PDU Type Reserved

8 7 6 5 4  3  2  1

(QG�3'8��(1'�3'8�

(1'$.�3'8��(QG�$FNQRZOHGJH�
7KH�(1'$.�3'8�LV�XVHG�WR�FRQILUP�WKH�UHOHDVH�RI�DQ�66&23�FRQQHFWLRQ
WKDW�ZDV�LQLWLDWHG�E\�WKH�SHHU�66&23�HQWLW\�

Bytes
1 2 3 4

1 Rsvd PDU Type Reserved

8  7  6  5 4  3  2  1

(QG�$FNQRZOHGJHPHQW��(1'$.�3'8�

56�3'8��5HV\QFKURQL]DWLRQ�&RPPDQG�
7KH�56�3'8�LV�XVHG�WR�UHV\QFKURQL]H�WKH�EXIIHUV�DQG�GDWD�WUDQVIHU�VWDWH
YDULDEOHV�LQ�WKH�WUDQVPLW�GLUHFWLRQ�RI�DQ�66&23�FRQQHFWLRQ�

Bytes
1 2 3 4

1 N(UU)

2 Rsvd PDU Type Reserved

8  7  6  5 4  3  2  1

5HV\QFKURQL]DWLRQ�3'8��56�3'8�

56$.�3'8��5HV\QFKURQL]DWLRQ�$FNQRZOHGJHPHQW�
7KH�56$.�3'8�LV�XVHG�WR�DFNQRZOHGJH�WKH�UHV\QFKURQL]DWLRQ�RI�WKH�ORFDO
UHFHLYHU�VWLPXODWHG�E\�WKH�UHFHLYHG�56�3'8�

Bytes
1 2 3 4

1 Rsvd PDU Type Reserved

8  7  6  5 4  3  2  1

5HV\QFKURQL]DWLRQ�DFNQRZOHGJH�3'8��56$.�3'8�



����½��$70�6LJQDOOLQJ�DQG�5RXWLQJ�3URWRFROV

6'�3'8��6HTXHQFHG�'DWD�
7KH�6'�3'8�LV�XVHG�WR�WUDQVIHU��DFURVV�DQ�66&23�FRQQHFWLRQ��VHTXHQWLDOO\
QXPEHUHG�3'8V�FRQWDLQLQJ�LQIRUPDWLRQ�ILHOGV�SURYLGHG�E\�WKH�66&23
XVHU�

Bytes
1 2 3 4

1 Information (maximum k bytes)

. . . PAD (0-3 Bytes)

n PL Rsd PDU Type N(S)

8  7 6  5 4  3  2  1

6HTXHQFHG�GDWD�3'8��6'�3'8�

6'3�3'8��6HTXHQFHG�'DWD�ZLWK�3ROO�
7KH�6'3�3'8�LV�XVHG�WR�WUDQVIHU��DFURVV�DQ�66&23�FRQQHFWLRQ�
VHTXHQWLDOO\�QXPEHUHG�3'8V�FRQWDLQLQJ�LQIRUPDWLRQ�ILHOGV�SURYLGHG�E\�WKH
66&23�XVHU��7KH�6'3�3'8�DOVR�FRQWDLQV�D�SROO�UHTXHVW�WKDW�LV�XVHG�WR
VWLPXODWH�WKH�WUDQVPLVVLRQ�RI�D�67$7�3'8��7KHUHIRUH��DQ�6'3�3'8�LV�WKH
IXQFWLRQDO�FRQFDWHQDWLRQ�RI�DQ�6'�3'8�DQG�D�32//�3'8�

Bytes
1 2 3 4

1 Information (maximum k bytes)

. . . PAD (0-3 Bytes)

Reserved N(PS)

n PL Rsd PDU Type N(S)

8  7 6  5 4  3  2  1

6HTXHQFHG�GDWD�ZLWK�SROO�3'8��6'3�3'8�

32//�3'8��6WDWXV�5HTXHVW�
7KH�32//�3'8�LV�XVHG�WR�UHTXHVW��DFURVV�DQ�66&23�FRQQHFWLRQ��VWDWXV
LQIRUPDWLRQ�DERXW�WKH�SHHU�66&23�HQWLW\��,W�FRQWDLQV�D�VHTXHQFH�QXPEHU
IRU�XVH�LQ�WKH�UHWUDQVPLVVLRQ�RI�ORVW�6'�RU�6'3�3'8V�

Bytes
1 2 3 4

1 Reserved N(PS)

2 Rsvd PDU Type N(S)

8  7  6  5 4  3  2  1

3ROO�3'8��32//�3'8�



4�6$$/��¾����

67$7�3'8��6ROLFLWHG�6WDWXV�5HVSRQVH�
7KH�67$7�3'8�LV�XVHG�WR�UHVSRQG�WR�D�VWDWXV�UHTXHVW��32//�3'8�
UHFHLYHG�IURP�D�SHHU�66&23�HQWLW\��,W�FRQWDLQV�LQIRUPDWLRQ�UHJDUGLQJ�WKH
UHFHSWLRQ�VWDWXV�RI�6'�RU�6'3�3'8V��FUHGLW�LQIRUPDWLRQ�IRU�WKH�SHHU
WUDQVPLWWHU��DQG�WKH�VHTXHQFH�QXPEHU�RI�WKH�32//�3'8�WR�ZKLFK�LW�LV�LQ
UHVSRQVH�

Bytes
1 2 3 4

1 PAD List element 1 (a SD PDU N(S))

2 PAD List element 2

... .
.
.

.

.

.

L PAD List element L

L+1 PAD N(PS)

L+2 PAD N(MR)

L+3 Rsvd PDU Type N(R)

8  7  6  5 4  3  2  1

6ROLFLWHG�VWDWXV�3'8��67$7�3'8�

867$7�3'8��8QVROLFLWHG�6WDWXV�5HVSRQVH�
7KH�867$7�3'8�LV�XVHG�WR�UHVSRQG�WR�D�GHWHFWLRQ�RI�D�QHZ�PLVVLQJ�6'�RU
6'3�3'8��EDVHG�RQ�WKH�H[DPLQDWLRQ�RI�WKH�VHTXHQFH�QXPEHU�RI�WKH�6'�RU
6'3�3'8��,W�FRQWDLQV�LQIRUPDWLRQ�UHJDUGLQJ�WKH�UHFHSWLRQ�VWDWXV�RI�6'�RU
6'3�3'8V�DQG�FUHGLW�LQIRUPDWLRQ�IRU�WKH�SHHU�WUDQVPLWWHU�

Bytes
1 2 3 4

1 PAD List element 1 (a SD PDU N(S))

2 PAD List element 2

3 PAD N(MR)

4 Rsvd PDU Type N(R)

8  7  6  5 4  3  2  1

8QVROLFLWHG�VWDWXV�3'8��67$7�3'8�



����½��$70�6LJQDOOLQJ�DQG�5RXWLQJ�3URWRFROV

8'�3'8��8QQXPEHUHG�'DWD�
7KH�8'�3'8�LV�XVHG�IRU�XQDVVXUHG�GDWD�WUDQVIHU�EHWZHHQ�WZR�66&23
XVHUV��:KHQ�DQ�66&23�XVHU�UHTXHVWV�XQDFNQRZOHGJHG�LQIRUPDWLRQ�WUDQVIHU�
WKH�8'�3'8�LV�XVHG�WR�VHQG�LQIRUPDWLRQ�WR�WKH�SHHU�ZLWKRXW�DIIHFWLQJ
66&23�VWDWXV�RU�YDULDEOHV��8'�3'8V�GR�QRW�FDUU\�D�VHTXHQFH�QXPEHU�DQG
WKHUHIRUH��WKH�8'�3'8�PD\�EH�ORVW�ZLWKRXW�QRWLILFDWLRQ�

Bytes
1 2 3 4

1 Information (maximum k bytes)

. . . PAD (0-3 Bytes)

n PL Rsd PDU Type Reserved

8  7 6  5 4  3  2  1

8QLW�GDWD�3'8��8'�3'8����PDQDJHPHQW�GDWD��0'�3'8�

0'�3'8��0DQDJHPHQW�'DWD�
7KH�0'�3'8�LV�XVHG�IRU�XQDVVXUHG�PDQDJHPHQW�GDWD�WUDQVIHU�EHWZHHQ�WZR
66&23�HQWLWLHV��:KHQ�D�PDQDJHPHQW�HQWLW\�UHTXHVWV�XQDFNQRZOHGJHG
LQIRUPDWLRQ�WUDQVIHU��WKH�0'�3'8�LV�XVHG�WR�VHQG�LQIRUPDWLRQ�WR�WKH�SHHU
PDQDJHPHQW�HQWLW\�ZLWKRXW�DIIHFWLQJ�66&23�VWDWXV�RU�YDULDEOHV��0'�3'8V
GR�QRW�FDUU\�D�VHTXHQFH�QXPEHU�DQG�WKHUHIRUH��WKH�0'�3'8�PD\�EH�ORVW
ZLWKRXW�QRWLILFDWLRQ���VHH�8'�3'8�GLDJUDP�DERYH��



,,63��¾����

,,63,,63

,,63��,QWHULP�,QWHUVZLWFK�6LJQDOOLQJ�3URWRFRO��LV�D�SURWRFRO�WKDW�KDV�EHHQ
GHYLVHG�WR�SURYLGH�VLJQDOOLQJ�EHWZHHQ�VZLWFKHV�IURP�PXOWLSOH�YHQGRUV��,W�KDV
EHHQ�GHYHORSHG�DV�D�VWRSJDS�VROXWLRQ��XQWLO�WKH�PRUH�VRSKLVWLFDWHG�311,
�3ULYDWH�1HWZRUN�WR�1HWZRUN�,QWHUIDFH��VSHFLILFDWLRQ�LV�FRPSOHWH��7KHUH�LV
QR�PLJUDWLRQ�SDWK�IURP�,,63�WR�311,�

,,63�XVHV�81,�����VLJQDOOLQJ�SURFHGXUHV�DV�GRHV�311,��+RZHYHU��WKH
VZLWFKHV�XVLQJ�,,63�DUH�QRW�SHHUV��L�H���RQH�VZLWFK�IXQFWLRQV�DV�WKH�QHWZRUN
QRGH�DQG�WKH�RWKHU�DV�DQ�HQG�VWDWLRQ��7KHUH�LV�QR�VXSSRUW�IRU�G\QDPLF
GLVWULEXWLRQ�RI�URXWLQJ�LQIRUPDWLRQ�



����½��$70�6LJQDOOLQJ�DQG�5RXWLQJ�3URWRFROV

311,�6LJQDOOLQJ�DQG�5RXWLQJ311,�6LJQDOOLQJ�DQG�5RXWLQJ

$70�)RUXP�311,������DI�SQQL����������OHWWHU�EDOORW���������

311,��3ULYDWH�1HWZRUN�WR�1HWZRUN�,QWHUIDFH��LV�D�KLHUDUFKLFDO��G\QDPLF
OLQN�VWDWH�URXWLQJ�SURWRFRO��,W�LV�GHVLJQHG�WR�VXSSRUW�ODUJH�VFDOH�$70
QHWZRUNV��7KH�311,�SURWRFRO�XVHV�93,�9&,������IRU�LWV�PHVVDJHV��,Q
DGGLWLRQ��LW�XVHV�VLJQDOOLQJ�PHVVDJHV�WR�VXSSRUW�FRQQHFWLRQ�HVWDEOLVKPHQW
DFURVV�PXOWLSOH�QHWZRUNV� 7KH�VLJQDOOLQJ�LV�EDVHG�RQ�81,�����DQG�4������
6SHFLILF�LQIRUPDWLRQ�HOHPHQWV�ZHUH�DGGHG�WR�81,�����LQ�RUGHU�WR�VXSSRUW
WKH�URXWLQJ�SURFHVV�RI�311,�

311,�6LJQDOOLQJ311,�6LJQDOOLQJ

311,�6LJQDOOLQJ�FRQWDLQV�WKH�SURFHGXUH�WR�G\QDPLFDOO\�HVWDEOLVK��PDLQWDLQ
DQG�FOHDU�$70�FRQQHFWLRQV�DW�WKH�SULYDWH�QHWZRUN�WR�QHWZRUN�LQWHUIDFH�RU
QHWZRUN�QRGH�LQWHUIDFH�EHWZHHQ���$70�QHWZRUNV�RU���$70�QHWZRUN
QRGHV��7KH�311,�VLJQDOOLQJ�SURWRFRO�LV�EDVHG�RQ�WKH�$70�IRUXP�81,
VSHFLILFDWLRQ�DQG�RQ�4������

311,�PHVVDJHV�LQFOXGH�
$/(57,1*��&$//�352&((',1*��&211(&7��6(783��5(/($6(�
5(/($6(�&203/(7(��127,)<��67$786��67$786�(148,5<�
5(67$57��5(67$57�$&.12:/('*(��67$786��$''�3$57<�
$''�3$57<�$&.12:/('*(��3$57<�$/(57,1*��$''�3$57<
5(-(&7��'523�3$57<��'523�3$57<�$&.12:/('*(�

7KH�IROORZLQJ�PHVVDJHV�IRU�$70�FDOO�FRQQHFWLRQ�FRQWURO��IRU�WKH�VXSSRUW�RI
���.ELWV�EDVHG�,6'1�FLUFXLW�FRGH�VHUYLFHV��DUH�WUDQVSRUWHG�ZLWKRXW�FKDQJH
DFURVV�WKH�311,�
$/(57,1*��&211(&7�352*5(66��6(783��5(/($6(�

7KH�IROORZLQJ�PHVVDJH�W\SHV�VXSSRUWHG�E\�4������DUH�QRW�VXSSRUWHG�E\
311,�
&211(&7�$&.12:/('*(��6(783�$&.12:/('*(�
,1)250$7,21�



311,�6LJQDOOLQJ�DQG�5RXWLQJ��¾����

311,�VLJQDOOLQJ�GHFRGH

311,�5RXWLQJ

7KH�VWUXFWXUH�RI�WKH�311,�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Packet type Packet length Prot ver Newest ver Oldest ver Reserved

2 2 1 1 1 1 bytes

311,�KHDGHU�VWUXFWXUH

3DFNHW�W\SH3DFNHW�W\SH

7KH�IROORZLQJ�SDFNHW�W\SHV�DUH�GHILQHG�
+HOOR 6HQW�E\�HDFK�QRGH�WR�LGHQWLI\�QHLJKERU�QRGHV�EHORQJLQJ�WR

WKH�VDPH�SHHU�JURXS�
3763 311,�7RSRORJ\�6WDWH�3DFNHW��3DVVHV�WRSRORJ\�LQIRUPDWLRQ

EHWZHHQ�JURXSV�
376( 311,�7RSRORJ\�6WDWH�(OHPHQW��5HTXHVW�DQG�$FN��

&RQYH\V�WRSRORJ\�SDUDPHWHUV�VXFK�DV�DFWLYH�OLQNV��WKHLU
DYDLODEOH�EDQGZLGWK��HWF�

'DWDEDVH
6XPPDU\

8VHG�GXULQJ�WKH�RULJLQDO�GDWDEDVH�H[FKDQJH�EHWZHHQ�WZR
QHLJKERULQJ�SHHUV�



����½��$70�6LJQDOOLQJ�DQG�5RXWLQJ�3URWRFROV

3DFNHW�OHQJWK

7KH�OHQJWK�RI�WKH�SDFNHW�

3URW�YHU

3URWRFRO�YHUVLRQ��7KH�YHUVLRQ�DFFRUGLQJ�WR�ZKLFK�WKLV�SDFNHW�ZDV�IRUPDWWHG�

1HZHVW�YHU���2OGHVW�YHU

1HZHVW�YHUVLRQ�VXSSRUWHG���ROGHVW�YHUVLRQ�VXSSRUWHG��7KH�QHZHVW�YHUVLRQ
VXSSRUWHG�DQG�WKH�ROGHVW�YHUVLRQ�VXSSRUWHG�ILHOGV�DUH�LQFOXGHG�LQ�RUGHU�IRU
QRGHV�WR�QHJRWLDWH�WKH�PRVW�UHFHQW�SURWRFRO�YHUVLRQ�WKDW�FDQ�EH�XQGHUVWRRG
E\�ERWK�QRGHV�H[FKDQJLQJ�D�SDUWLFXODU�W\SH�RI�SDFNHW�

,QIRUPDWLRQ�JURXSV

7KH�IROORZLQJ�LQIRUPDWLRQ�JURXSV�DUH�IRXQG�LQ�311,�SDFNHWV�

+HOOR�

$JJUHJDWLRQ�WRNHQ
1RGDO�KLHUDUFK\�OLVW
8SOLQN�LQIRUPDWLRQ�DWWULEXWH
/*1�KRUL]RQWDO�OLQN
2XWJRLQJ�UHVRXUFH�DYDLODELOLW\
2SWLRQDO�*&$&�SDUDPHWHUV
6\VWHP�FDSDELOLWLHV

3763�

376(
1RGDO�VWDWH�SDUDPHWHUV
1RGDO�LQIRUPDWLRQ�JURXS
2XWJRLQJ�UHVRXUFH�DYDLODELOLW\
,QFRPLQJ�UHVRXUFH�DYDLODELOLW\
1H[W�KLJKHU�OHYHO�ELQGLQJ
2SWLRQDO�*&$&�SDUDPHWHUV
,QWHUQDO�UHDFKDEOH�$70�DGGUHVV
([WHULRU�UHDFKDEOH�$70�DGGUHVVHV
+RUL]RQWDO�OLQNV
8SOLQNV
7UDQVLW�QHWZRUN�,'
6\VWHP�FDSDELOLWLHV

376(�$FN�

1RGDO�376(�$FN
6\VWHP�FDSDELOLWLHV



311,�6LJQDOOLQJ�DQG�5RXWLQJ��¾����

'DWDEDVH�6XPPDU\�

1RGDO�376(�VXPPDULHV
6\VWHP�FDSDELOLWLHV

376(�5HTXHVW�

5HTXHVWHG�376(�KHDGHU
6\VWHP�FDSDELOLWLHV

311,�URXWLQJ�GHFRGH



����½��$70�6LJQDOOLQJ�DQG�5RXWLQJ�3URWRFROV

%�,&,%�,&,

$70�)RUXP�%�,&,�6SHFLILFDWLRQ�YHUVLRQ����������

%�,&,��D�%,6'1�,QWHU�&DUULHU�,QWHUIDFH��LV�DQ�LQWHUIDFH�FRQQHFWLQJ�WZR
GLIIHUHQW�$70�EDVHG�SXEOLF�QHWZRUN�SURYLGHUV�RU�FDUULHUV��7KLV�LV�QHFHVVDU\
LQ�RUGHU�WR�IDFLOLWDWH�HQG�WR�HQG�QDWLRQDO�DQG�LQWHUQDWLRQDO�$70�%,6'1
VHUYLFHV��7KH�%�,&,�VSHFLILFDWLRQ�DOVR�LQFOXGHV�VHUYLFH�VSHFLILF�IXQFWLRQV
DERYH�WKH�$70�OD\HU�UHTXLUHG�WR�WUDQVSRUW��RSHUDWH�DQG�PDQDJH�D�YDULHW\�RI
LQWHUFDUULHU�VHUYLFHV�DFURVV�WKH�%�,&,�

7KH�SURWRFROV�LQ�WKLV�JURXS�LQFOXGH��4������DQG�%�,683

%�,683%�,683

7KH�VWUXFWXUH�RI�WKH�%�,683�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

Routing label Type code Message length Compatibility Message

4 1 2 1 variable bytes

%�,&,�KHDGHU�VWUXFWXUH

5RXWLQJ�ODEHO5RXWLQJ�ODEHO

7KLV�LV�WKH�VDPH�IRU�HDFK�PHVVDJH�RQ�D�VSHFLILF�$70�YLUWXDO�FRQQHFWLRQ�

7\SH�FRGH7\SH�FRGH

'HILQHV�WKH�IXQFWLRQ�DQG�IRUPDW�RI�HDFK�%�,6'1�XVHU�SDUW�PHVVDJH�
([DPSOHV�RI�PHVVDJHV�DUH��$GGUHVV�FRPSOHWH��&DOO�SURJUHVV��)RUZDUG
WUDQVIHU��DQG�5HOHDVH�FRPSOHWH�

0HVVDJH�OHQJWK0HVVDJH�OHQJWK

1XPEHU�RI�RFWHWV�LQ�WKH�PHVVDJH�

&RPSDWLELOLW\&RPSDWLELOLW\

0HVVDJH�FRPSDWLELOLW\�LQIRUPDWLRQ��'HILQHV�WKH�EHKDYLRU�RI�D�VZLWFK�LI�D
PHVVDJH�LV�QRW�XQGHUVWRRG�

0HVVDJH0HVVDJH

&RQWHQWV�RI�WKH�PHVVDJH�



%�,&,��¾����

4�����

4������LV�SDUW�RI�WKH�$70�DGDSWDWLRQ�OD\HU�ZKLFK�VXSSRUWV�VLJQDOOLQJ�DW�WKH
1HWZRUN�1RGH�,QWHUIDFH�RI�WKH�%�,6'1��7KLV�SURWRFRO�LPSOHPHQWV�WKH
6HUYLFH�6SHFLILF�&RRUGLQDWLRQ�)XQFWLRQ��66&)��IRU�VLJQDOOLQJ�DW�WKH�11,�

7KH�VWUXFWXUH�RI�WKH�4������KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�
7KH�4������FRQWDLQV�RQH�ILHOG�FDOOHG�66&)�VWDWXV�

Reserved SSCF Status

3 bytes 1 byte

4������KHDGHU�VWUXFWXUH

7KH�66&)�VWDWXV�LQGLFDWHV�WKH�VWDWXV�RI�WKH�VHQGLQJ�SHHU��,W�FDQ�KDYH�WKH
IROORZLQJ�YDOXHV�
��������� 2XW�RI�6HUYLFH�
��������� 3URFHVVRU�2XWDJH�
��������� ,Q�6HUYLFH�
��������� 1RUPDO�
��������� (PHUJHQF\�
��������� $OLJQPHQW�1RW�6XFFHVVIXO�
��������� 0DQDJHPHQW�,QLWLDWHG�
��������� 3URWRFRO�(UURU�
��������� 3URYLQJ�1RW�6XFFHVVIXO�



����½��$70�6LJQDOOLQJ�DQG�5RXWLQJ�3URWRFROV

63$1663$16

63$16�81,�UHOHDVH������11,�UHOHDVH������81,�UHOHDVH����

63$16��6LPSOH�3URWRFRO�IRU�$70�1HWZRUN�6LJQDOOLQJ��LV�D�VLPSOH�VLJQDOOLQJ
SURWRFRO��GHYHORSHG�E\�)25(�V\VWHPV�DQG�XVHG�E\�)25(�DQG�RWKHU
PDQXIDFWXUHUV�ZRUNLQJ�LQ�FRRSHUDWLRQ�ZLWK�)25(��IRU�XVH�LQ�$70
QHWZRUNV�

63$16�VLJQDOOLQJ�PHVVDJHV�DUH�WUDQVIHUUHG�RYHU�D�UHVHUYHG�$70�YLUWXDO
FRQQHFWLRQ��XVLQJ�$$/�W\SH������&XUUHQWO\�WKLV�FRQQHFWLRQ�XVHV�93,���DQG
9&,�����7KLV�FKDQQHO�PXVW�EH�SUHGHILQHG�LQ�ERWK�GLUHFWLRQV��RQ�DOO�OLQNV
XVHG�E\�SDUWLFLSDQWV�LQ�WKH�VLJQDOOLQJ�SURWRFRO�

$�QXOO�WUDQVSRUW�OD\HU�LV�XVHG��5HWUDQVPLVVLRQ�RI�ORVW�PHVVDJHV�DQG
VXSSUHVVLRQ�RI�GXSOLFDWH�PHVVDJHV�DUH�SHUIRUPHG�E\�WKH�DSSOLFDWLRQ�ZKHQ
QHFHVVDU\�

7KH�ILUVW�SDUW�RI�WKLV�SURWRFRO�LV�63$16�81,�ZKLFK�LV�XVHG�LQ�$70�/$1V�
7KH�SURWRFRO�VSHFLILHV�WKH�VLJQDOOLQJ�PHVVDJHV�WKDW�DUH�H[FKDQJHG�EHWZHHQ
KRVWV�DQG�WKH�$70�QHWZRUN�WR�SHUIRUP�VHYHUDO�IXQFWLRQV�VXFK�DV�RSHQLQJ
DQG�FORVLQJ�FRQQHFWLRQV��7KHVH�IXQFWLRQV�DOORZ�KRVWV�DQG�URXWHUV�WR�XVH�DQ
$70�/$1�DV�D�VXEQHW�RI�D�ODUJHU�LQWHUQHW��7KH�WZR�FODVVHV�RI�PHVVDJHV
LQYROYHG�LQ�WKLV�SURWRFRO�DUH�VWDWXV�PHVVDJHV�DQG�FRQQHFWLRQ�PHVVDJHV�

7KH�VHFRQG�SDUW�RI�WKH�SURWRFRO�LV�63$16�11,��ZKLFK�LV�D�VLPSOH�VLJQDOOLQJ
SURWRFRO�IRU�URXWLQJ�DQG�YLUWXDO�SDWK�VXSSRUW�LQ�$70�/$1V��7KLV�SDUW�RI
WKH�SURWRFRO�VSHFLILHV�WKH�VLJQDOOLQJ�PHVVDJHV�WKDW�DUH�H[FKDQJHG�EHWZHHQ
$70�QHWZRUN�VZLWFKHV�WR�SHUIRUP�IXQFWLRQV�VXFK�DV�RSHQLQJ�DQG�FORVLQJ
YLUWXDO�SDWKV��$Q�$70�QHWZRUN�VZLWFK�LV�D�GHYLFH�ZKLFK�LV�FDSDEOH�RI
IRUZDUGLQJ�GDWD�RYHU�$70�FRQQHFWLRQV�IURP�RQH�RU�PRUH�VRXUFHV�WR�RQH�RU
PRUH�GHVWLQDWLRQV��7KH�WZR�FODVVHV�RI�PHVVDJHV�LQYROYHG�ZLWK�WKLV�SURWRFRO
DUH�WRSRORJ\�PHVVDJHV�DQG�QHWZRUN�LQWHUQDO�FRQQHFWLRQ�PHVVDJHV�

7KH�IRUPDW�RI�WKH�63$16�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 24 32 bits

Major version Minor ver

Message type

Remainder of frame

63$16�KHDGHU�VWUXFWXUH



63$16��¾����

0DMRU�YHUVLRQ

7KH�PDMRU�YHUVLRQ�RI�WKH�SURWRFRO�

0LQRU�YHU

7KH�PLQRU�YHUVLRQ�RI�WKH�SURWRFRO�

0HVVDJH�W\SH

7KH�W\SHV�RI�PHVVDJHV�DUH�DV�IROORZV�

• 67$786�PHVVDJHV��ZKLFK�WUDQVIHU�LQIRUPDWLRQ�DERXW�WKH�VWDWH�RI�D
VLJQDOOLQJ�SHHU��7KH�VWDWXV�PHVVDJHV�DUH�DV�IROORZV�
,QGLFDWLRQV���,VVXHG�E\�WKH�QHWZRUN�
5HVSRQVHV���,VVXHG�LQ�UHVSRQVH�WR�WKH�QHWZRUN·V�LQGLFDWLRQV�
5HTXHVWV���,VVXHG�E\�KRVWV�ZKHQ�ERRWLQJ�

• &211(&7,21�PHVVDJHV�DUH�XVHG�LQ�RUGHU�WR�RSHQ�QHZ�FRQQHFWLRQV
RU�FORVH�H[LVWLQJ�RQHV��7KH�FRQQHFWLRQ�PHVVDJHV�DUH�DV�IROORZV�
5HTXHVWV���7KH�RULJLQDWLQJ�VLGH��HLWKHU�WKH�VRXUFH�RU�WKH�GHVWLQDWLRQ�RI
WKH�FRQQHFWLRQ��VHQGV�D�UHTXHVW�PHVVDJH�
,QGLFDWLRQV���,Q�PRVW�FDVHV��WKH�UHTXHVW�FDXVHV�DQ�LQGLFDWLRQ�PHVVDJH�WR
EH�LVVXHG�E\�WKH�QHWZRUN�WR�WKH�WDUJHW�KRVW�
5HVSRQVHV���7KH�WDUJHW�KRVW�WKHQ�UHWXUQV�D�UHVSRQVH�PHVVDJH��LQ
UHVSRQVH�WR�WKH�UHTXHVW�ZKLFK�ZDV�UHFHLYHG�
&RQILUPDWLRQV���)LQDOO\��WKH�QHWZRUN�LVVXHV�D�FRQILUPDWLRQ�PHVVDJH�WR
WKH�RULJLQDO�VRXUFH�

• 7232/2*<�PHVVDJHV�DUH�H[FKDQJHG�EHWZHHQ�VZLWFKHV�ZLWKLQ�D
QHWZRUN��7KURXJK�WKHVH�PHVVDJHV��VZLWFKHV�OHDUQ�RI�FKDQJHV�LQ�WKH
QHWZRUN�WRSRORJ\��H�J���QHZ�VZLWFKHV�FRPLQJ�RQ�OLQH��VZLWFKHV�DQG�OLQNV
JRLQJ�GRZQ��DQG�FKDQJLQJ�QRGH�DQG�OLQN�ORDGV�

• 1(7:25.�,17(51$/�&211(&7,21�PHVVDJHV�DUH�H[FKDQJHG�E\
VZLWFKHV�LQ�WKH�QHWZRUN�WR�VHW�XS�DQG�PDQDJH�YLUWXDO�SDWKV��7KH
RULJLQDWLQJ�VZLWFK�LVVXHV�D�UHTXHVW��ZKLFK�PD\�EH�IRUZDUGHG�DV�D�UHTXHVW
E\�LQWHUPHGLDWH�VZLWFKHV�XQWLO�LW�UHDFKHV�WKH�WDUJHW�VZLWFK��7KH�WDUJHW
VZLWFK�SURGXFHV�D�UHSO\��ZKLFK�DJDLQ�PD\�EH�IRUZDUGHG�E\�LQWHUPHGLDWH
VZLWFKHV�RQ�LWV�ZD\�EDFN�WR�WKH�RULJLQDWRU�
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9L9,'�032$9L9,'�032$

´7KH�$70�+RVW�5RXWHU�RQ�9LYLG�5HOHDVH���[µ�'UDIW�YHUVLRQ������1HZEULGJH
&RUSRUDWLRQ���������
´9LYLG�V\VWHP�IRUZDUGLQJ�DQG�FDFKH�PDQDJHPHQW�IRU�032$�SDUWQHUVµ�GUDIW
YHUVLRQ������������

9L9,'�LV�D�SURSULHWDU\�SURWRFRO�RI�1HZEULGJH�ZKLFK�SURYLGHV�EULGJHG�/$1
(PXODWLRQ��DQG�URXWHG�/$1�(PXODWLRQ�IXQFWLRQDOLW\��7KHUH�DUH���SURWRFROV
LQ�WKH�9L9,'�JURXS��%0(��$50�DQG�&&3��7KH\�VKDUH�D�FRPPRQ�KHDGHU
IRUPDW��$OO�9L9,'�SURWRFROV�DUH�//&�61$3�HQFDSVXODWHG��7KH�1HZEULGJH
28,�DQG�D�3,'�YDOXH�RI��[���LGHQWLI\�WKHP�DV�9L9,'�



032$��¾����

032$032$

$70�)RUXP�6SHFLILFDWLRQ�675�032$�032$��������������

7KH�0XOWL�3URWRFRO�2YHU�$70��032$��GHDOV�ZLWK�WKH�HIILFLHQW�WUDQVIHU�RI
LQWHU�VXEQHW�XQLFDVW�GDWD�LQ�D�/$1(�HQYLURQPHQW��032$�LQWHJUDWHV�/$1(
DQG�1+53�WR�SUHVHUYH�WKH�EHQHILWV�RI�/$1�(PXODWLRQ��ZKLOH�DOORZLQJ
LQWHU�VXEQHW��LQWHUQHWZRUN�OD\HU�SURWRFRO�FRPPXQLFDWLRQ�RYHU�$70�9&&V
ZLWKRXW�UHTXLULQJ�URXWHUV�LQ�WKH�GDWD�SDWK��032$�SURYLGHV�D�IUDPHZRUN�IRU
HIIHFWLYHO\�V\QWKHVL]LQJ�EULGJLQJ�DQG�URXWLQJ�ZLWK�$70�LQ�DQ�HQYLURQPHQW
RI�GLYHUVH�SURWRFROV��QHWZRUN�WHFKQRORJLHV��DQG�,(((�������YLUWXDO�/$1V�
032$�LV�FDSDEOH�RI�XVLQJ�ERWK�URXWLQJ�DQG�EULGJLQJ�LQIRUPDWLRQ�WR�ORFDWH
WKH�RSWLPDO�H[LW�IURP�WKH�$70�FORXG�

7KH�IRUPDW�RI�WKH�KHDGHU�LV�VKRZQ�LQ�WKH�IROORZLQJ�LOOXVWUDWLRQ�

8 16 24 32 bits

ar$afn ar$pro.type

ar$pro.snap

ar$pro.snap ar$hopcnt ar$pkstz

ar$chksum ar$extoff

ar$op.version ar$op.type ar$shtl ar$sstl

032$�KHDGHU�VWUXFWXUH

DU�DIQDU�DIQ
'HILQHV�WKH�W\SH�RI�´OLQN�OD\HUµ�DGGUHVV�EHLQJ�FDUULHG�

DU�SUR�W\SHDU�SUR�W\SH
7KLV�ILHOG�LV�D����ELW�XQVLJQHG�LQWHJHU�

DU�SUR�VQDSDU�SUR�VQDS
:KHQ�DU�SUR�W\SH�KDV�D�YDOXH�RI��[������D�VQDS�HQFRGHG�H[WHQVLRQ�LV�EHLQJ
XVHG�WR�HQFRGH�WKH�SURWRFRO�W\SH��7KLV�VQDS�H[WHQVLRQ�LV�SODFHG�LQ�WKH
DU�SUR�VQDS�ILHOG��RWKHUZLVH�WKLV�ILHOG�VKRXOG�EH�VHW�WR���

DU�KRSFQWDU�KRSFQW
7KH�KRS�FRXQW��7KLV�LQGLFDWHV�WKH�PD[LPXP�QXPEHU�RI�1+6V�WKDW�DQ
032$�SDFNHW�LV�DOORZHG�WR�WUDYHUVH�EHIRUH�EHLQJ�GLVFDUGHG�
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DU�SNWV]
7KH�WRWDO�OHQJWK�RI�WKH�032$�SDFNHW�LQ�RFWHWV�

DU�FKNVXP
7KH�VWDQGDUG�,3�FKHFNVXP�RYHU�WKH�HQWLUH�032$�SDFNHW�

DU�H[WRII
7KLV�ILHOG�LGHQWLILHV�WKH�H[LVWHQFH�DQG�ORFDWLRQ�RI�032$�H[WHQVLRQV�

DU�RS�YHUVLRQ
7KLV�ILHOG�LQGLFDWHV�ZKDW�YHUVLRQ�RI�WKH�JHQHULF�DGGUHVV�PDSSLQJ�DQG
PDQDJHPHQW�SURWRFRO�LV�UHSUHVHQWHG�E\�WKLV�PHVVDJH�

DU�RS�W\SH
7KH�032$�SDFNHW�W\SH��3RVVLEOH�YDOXHV�IRU�SDFNHW�W\SHV�DUH�
��� 032$�&DFKH�,PSRVLWLRQ�5HTXHVW�
��� 032$�&DFKH�,PSRVLWLRQ�5HSO\�
��� 032$�(JUHVV�&DFKH�3XUJH�5HTXHVW�
��� 032$�(JUHVV�&DFKH�3XUJH�5HSO\�
��� 032$�.HHS�$OLYH�
��� 032$�7ULJJHU�
��� 032$�5HVROXWLRQ�5HTXHVW�
��� 032$�5HVROXWLRQ�5HSO\�
� 032$�'DWD�3ODQH�3XUJH�
� 032$�3XUJH�5HSO\�
� 032$�(UURU�,QGLFDWLRQ�

DU�VKWO
7KH�W\SH�DQG�OHQJWK�RI�WKH�VRXUFH�1%0$�DGGUHVV�LQWHUSUHWHG�LQ�WKH�FRQWH[W
RI�WKH�´DGGUHVV�IDPLO\�QXPEHUµ�

DU�VVWO
7KH�W\SH�DQG�OHQJWK�RI�WKH�VRXUFH�1%0$�VXEDGGUHVV�LQWHUSUHWHG�LQ�WKH
FRQWH[W�RI�WKH�DGGUHVV�IDPLO\�QXPEHU�


